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DAP Use Case

...
OHTTP Relay OHTTP Gateway DAP* Leader

* https://datatracker.ietf.org/doc/draft-ietf-ppm-dap/
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Unmitigated Risks

...
OHTTP Relay OHTTP Gateway DAP* Leader

Correlation attacks

using ordering & timing
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Mitigation with unreliable OHTTP*

...
OHTTP Relay OHTTP Gateway DAP* Leader

Batching & shuffling

Requests' order and times decoupled from target resource

* https://datatracker.ietf.org/doc/draft-wood-ohai-unreliable-ohttp/
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Call for Action

• Evaluate: 


• is this a reasonable use case?


• is the unreliable OHTTP extension the right approach?


• Fundamentally, this is the Oblivious Relay Resource providing a response 
before receiving the response from the Oblivious Gateway Resource


• Exact details in the draft can change
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