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Issue

Outer Eth Header
Ether-Type = IPv4/IPv6

Encrypted Payload

ESP Header
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Padding NP = UDP 
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Inner UDP Header
Dest port = VxLAN

Outer IP Header
Protocol = UDP
Outer UDP Header

Dest port = 4500 (ESP)

VxLAN Header

• Section 9.2 calls for 
encapsulating IPsec in UDP for
1.Load-balancing of IPv4 

packets
2.NAT traversal per RFC 3948

• Current Issues:
1.PHY chips need length and 

protocol fields upfront and 
CANNOT wait for ESP trailer 
field after decrypting the 
whole packet if operating in 
cut-through mode
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Proposal: 
Introduce a new Encap for Cut-Through mode

Outer Eth Header
Ether-Type = IPv4/IPv6

Encrypted Payload

ESP Header

ESP Padding

ICV

Shim: Length + Next 
Protocol

Outer IP Header
Protocol = UDP
Outer UDP Header
Dest port = X1 
(CutThrough)

VxLAN Header

VxLAN-in-ESP-
in-UDP

• Introduce a new UDP port to indicate a 
header that consists of an ESP header + 
8-byte shim header

• Shim header is not encrypted 
• There is still a 2-byte ESP trailer for 

backward compatibility 
• 1st nible of shim header should be set to 

0100 as default

Reserved 
= 0

reserved = 
0xFFFF
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Length
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• Encrypted packet format will use new UDP dest 
port ID to indicate ESP + shim header
• The reserved fields are defined in the figure for 
backward compatibility with existing PHY 

Overview:
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Next Step
 Solicit input from WG 
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