23 July 2024

IETF 120 COSE Working Group

This session is being recorded

Internet Engineering Task Force
© 2024 IETF Trust

Production by Meetecho



Note Well

This is a reminder of IETF policies in effect on various topics such as patents or code of conduct. It is only meant to point you in
the right direction. Exceptions may apply. The IETF's patent policy and the definition of an IETF "contribution" and
"participation" are set forth in BCP 79; please read it carefully.

As a reminder:

® By participating in the IETF, you agree to follow IETF processes and policies.

@® If you are aware that any IETF contribution is covered by patents or patent applications that are owned or controlled by
you or your sponsor, you must disclose that fact, or not participate in the discussion.

@® As a participant in or attendee to any IETF activity you acknowledge that written, audio, video, and photographic
records of meetings may be made public.

® Personal information that you provide to IETF will be handled in accordance with the IETF Privacy Statement.

@® As a participant or attendee, you agree to work respectfully with other participants; please contact the ombudsteam (
) if you have questions or concerns about this.

Definitive information is in the documents listed below and other IETF BCPs. For advice, please talk to WG chairs or ADs:

® BCP 9 (Internet Standards Process)

BCP 25 (Working Group processes)

BCP 25 (Anti-Harassment Procedures)

BCP 54 (Code of Conduct)

BCP 78 (Copyright)

BCP 79 (Patents, Participation)

https://www.ietf.org/privacy-policy/(Privacy Policy) SO+
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https://www7.ietf.org/contact/ombudsteam/
https://www.rfc-editor.org/info/bcp9
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp54
https://www.rfc-editor.org/info/bcp78
https://www.rfc-editor.org/info/bcp79
https://www.ietf.org/privacy-policy/

Note Really Well

IETF meetings, virtual meetings, and mailing lists are intended for professional
collaboration and networking, as defined in the IETF Guidelines for Conduct (RFC
7154), the IETF Anti-Harassment Policy, and the IETF Anti-Harassment Procedures (RFC
7776). If you have any concerns about observed behavior, please talk to the
Ombudsteam, who are available if you need confidentiality to raise concerns confident
about harassment or other conduct in the IETF.

The IETF strives to create and maintain an environment in which people of many
different backgrounds and identities are treated with dignity, decency, and respect.
Those who participate in the IETF are expected to behave according to professional
standards and demonstrate appropriate workplace behavior.

IETF participants must not engage in harassment while at IETF meetings, virtual
meetings, social events, or on mailing lists. Harassment is unwelcome hostile or
intimidating behavior—in particular, speech or behavior that is aggressive or
intimidates.

If you believe you have been harassed, notice that someone else is being harassed,
or have any other concerns, you are encouraged to raise your concern in confidence
with one of the Ombudspersons.

-0 0 0.0+

1 ET F




This session is being recorded

IETF 120 Meeting Tips

In-person participants
® Make sure to sign into the session via Datatracker or the QR Code in this

session. e
® Use Meetecho (usually the “Meetecho lite") client to: ) [ Onsite tool j
O join the mic queue 5P oY A

O participate in shows of hands
® Keep audio and video off if not using the onsite version.
Remote participants
® Make sure your audio and video are off unless you are chairing or presenting

during a session.
® Use of a headset is strongly recommended. 4



Resources for IETF 120 Vancouver

® Agenda

@® https://datatracker.ietf.org/meeting/agenda
® Meetecho and other information
® https://www.ietf.org/meeting/preparation/

@® If you need technical assistance, see the Reporting Issues page
® https://www.ietf.org/meeting/issues/



https://datatracker.ietf.org/meeting/agenda
https://www.ietf.org/meeting/preparation/
https://www.ietf.org/meeting/issues/

Note Takers Needed

@® Collaborative notes for this COSE Working Group meeting
@® https://notes.ietf.org/notes-ietf-120-cose



https://notes.ietf.org/notes-ietf-120-cose

Status from the Chairs (1)

® RFC 9596: CBOR Object Signing and Encryption (COSE) "typ"
(type) Header Parameter
® RFC 9597: CBOR Web Token (CWT) Claims in COSE Headers
® draft-ietf-cose-key-thumbprint
O Submitted for publication
O Positive area reviews in hand
O Waiting for AD follow-up by Paul Wouters



Status from the Chairs (2)

@® Working group drafts without updates since IETF 119
O draft-ietf-cose-bls-key-representations
B Underlying draft-irtf-cfrg-bbs-signatures was updated
O draft-ietf-cose-falcon
B Authors stopped working on it in January



[9:30-9:40] Opening Remarks - The Chairs

[9:40-9:55] draft-ietf-cose-hpke - Hannes Tschofenig

[9:55-10:10] draft-ietf-cose-dilithium & draft-ietf-cose-sphincs-plus - Mike Prorock
[10:10-10:20] draft-ietf-cose-cbor-encoded-cert - John Mattsson or Goran Selander
[10:20-10:30] draft-ietf-cose-merkle-tree-proofs - Orie Steele

[10:30-10:40] draft-ietf-cose-tsa-tst-header-parameter - Carsten Bormann
[10:40-10:50] draft-steele-cose-hash-envelope - Steve Lasker

[10:50-11:00] draft-tschofenig-cose-cek-hkdf-sha256 - Hannes Tschofenig
[11:00-11:10] draft-reddy-cose-jose-pgc-kem - Hannes Tschofenig

[11:10-11:20] draft-reddy-cose-jose-pqgc-hybrid-hpke - Hannes Tschofenig
[11:20-11:30] AOB 9
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