Update on the
Universal Name System (UNS)
and

Universal Certificate Authority (UCA)

Creating a global

least-trust information space



Public benefit startup, venture-backed, early stage, dual use
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Least trust ?

Least attack surface
Least knowledge
Least authority

Least privilege



A |least-trust information space starts with

Confidential Computing

Verified Information Space

Verified Cryptography

Verified Processes

Verified Chips




Universal Name System (UNS)

A global, decentralized, automated cryptographic name system

unified across all entities: people, organizations, physical things, and digital things

Universal Certificate Authority (UCA)

A global, decentralized, automated key infrastructure

to solve provenance, integrity, authenticity, reputation, confidentiality, and privacy



Hierarchical, recursive, chip-level, process-level attestation and verification

+ decentralized identifiers and automated pairwise cryptography
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Globally verified Quantum-resistant
Fully automated Humans orgs No insider at all




Information Isolation

Each process has its own encrypted information space

Cell Number

wvuviPYj/RPWpQV8KbqWSHIhmVIYoZIMvYI/pTtwRuo=

iA/1ID7n+5WwWIdp6P+V8UjDH2xZXz/VyN9vcpaTXYrE=

wt2Nf+XToCogaMzrfYFmRO407SjHs/NhbjRu3/ljmVo=

ANcu06zmzXdF9rtmJIcFPukOARymwiBILwkzHCRjBpOw=

40sTde7TtTIrNfSLq7nbm5ZdjKh66qlutd8KpEUuJPE14=

LEKIE74W6Z6jwwoULfhWS2ZH4Q4fx2zA0YvC/5DcD8k=

cWFSsyuhkD6SntfTikfwRrcR+DZStkiwRaQlk550hx4=

VxWoLniRgDQ7trCurXh4lA3DpfSNMEhOe2c5LX7SOZY=

Cell content, encrypted with Cell Key

pZztwZxRTD2zcihkinuOUZj6c24E+zP3kcFO2jahl/1i/KquVbP5ZD0xtZyqoP6H/oZXY5fjz8Z2
2sgbyacT9fDcIIKKGofulW7udmO02iCCQjh5+itQL3NGY/cq/V7SgviN2xTIVbejmcDogKKDD4gY
rAOMFEM+rb+09XuneldVCsvUCSUb965YHjsvtXJC

i/lsOov4RZSDMQfTjoDREDIgnut8vyoeTp/VUPpPVTHQYUYVAUUSUOCrYDPWMquaTHHaoglP++/
9Ku8BdcD2S+LVEOrluWkN6QpPd+jDsG5db5fHa+KDbJ63MCgXbBEPwWf2alLUGI8rzc6MgYMNbXTXE
MVZhvhJ7SuRg5q1CNZyui2o0cyfkGVYOgVEeKYpPWjWGpYIYK2WiKmUgCS5pmv4xHIITPmMID4=

NMBORb704ZcKXtlus/nuZvkcZOXMIUxXbA///KC/xIK7gbroklipz2MM9tX5nBmO9VO5tzk4jzXHD
aYTv4JC++AcsOrzZWVMq6VGUWEUDbr/apLKNEjO4jelVvtFDAWrImMKMdSnhlbbvalLICS3hDWDy7GS
tWeVxilvDIJyPjL++ocltQe+rMHXOspWRCWROPLAATQ=

PATW2YOKXO8FmMOymyiXLwbbyuhTCiGlyHHhR/zaUnMRKIXuiCaelWGUIuUThaUvklUmgOSmJZrt
uKcvnSooPjVZjNvdS3Yddo330Z5cFNTDUV7xWwvED2IPi01/ZQ4ENZSc0zUMZYcUH/3c03KYTI
3j+uaR5Y/cuYusdzDeiKNxUkMORYKCKF2xG5r19CIxdZoXv1GsHigXtuBBOONDQRtzjSE9ZKnw==

8IEV3RjNupWeEEIf/FNeuni+tSmsO0rj04xav76iwWIgUO2RS3BkekruqlQclPgXwCTZjraWVgW4K

+23q
YCSMWz7UnAQglyZf4tX1bBObuLCjPO+0nmb300DyDCrni6C+QtbFOYS8TWZYNg6NWoSMefuenKQW
G7Ln

jo+ROfsVd/A+K/IT+EMPmMQq4tWSzRcq7YsxsT4MIbNbAINMaCenlINNx7FyBISDhOsxVhdswNDxO/
990VUpHtGSFUX2IHANWdk2QcOZfThf9mmaqzG4/Orh Dk0144iBzKIR81LRPYBMWfm+QO084BLQfp8M
B4vawlHbGtv241IYv94bMBKMYqOgoqtcdzpWZbHHzcyDrzOYS/2e BIENN7f2SOThIK4vOGMPudxS
J0ov28z0ujénSaEDlra/woTg7FHnomiSekg4+GGSVO/YK0i9fO9oWUE2FozuH/3nuNqUTIUGyHUO
AbVoX10Xv2UkXyu9IF+7809MN2pP2UQ7kbpmYDHCTLRpbefjewO j1I9M8Prcsko9Ufowdax7xKXXT
MBCcBEaDcOTGIGPhWAFTTCxvIKO/Jb50m19300r75VNiw9KYv4cxjD2yhTkVO3FDCyWdS5qDetO/2w
xKkDRrsBbUAMUE7tQW/QGmwKQoZQhAXslyv/DU+DizcCh8AOQRSVFLST8YADAWGS7BbweeGlzmG;j
6WUNOI/b7hcboOMdOyNSn8TIhDWVCIYQVTQfpVFV4U4dEMK+FEQ/I4RcP//5zvK8u7qW1+6dEOax
2HHhOEVK9VFtSIDP5tiU26DhndVvPgHPg6te PfOA/7pB+cUwSgaXiSIGHMg+ezMDIAM6BuUcVhwS4=

SAP4PpWYwd+d3USALPLNdfcOIDLIZcFP/Qfw60]pSTghZf2DyM1Pi9jSttVIHt2PRXoWnj180wn9
PG/s5hcKLxZyc76cYKu93jtDFqlOy+TBVa4FN37HaOVmMYzEy1H53N U 4cflYJhpXGYUcIIYIQEUSDb
+74cDUzzOTIiOu9cGYEUGB2gviwSgomAS8IdobTg



Process isolation

Is not sufficient

Processes come and go. They need to persist and secure their own information space

outside their isolated computing environment, without having to trust an external system.

Information isolation

IS necessary

Conventional identifiers require processes to trust what's outside their isolation boundaries.

Cryptographic identifiers enable each process to mathematically secure its own information space.



Side Meeting in Prince of Wales/Oxford on Wed @ 13:00

UNS / UCA overview and updates since IETF 119, and conversation

Figure out how to bring this work to the IETF

Discuss collaboration and coalition for neutral governance

Manu@hushmesh.com



