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Traditional routing security VS new requirements

« Traditional routing attack: Traffic misdirection due to disturbance of routing information propagation

« Assumption: All devices in a limited domain are trusted; All devices in Internet are untrusted

e Solution:

Limited domain - Intrinsically secure, no additional approaches;

Internet = Intrinsically insecure, best effort + announcement security approaches (BGPSEC) = no guarantee of

each device’s forwarding decision and cumulative forwarding result.

« New requirements for routing security: Routing data only on top of trusted/secure devices
» Assumption: Device trustworthiness is decided by Remote Attestation Procedures (RATS WG)

» Goal: Dependable forwarding hop-by-hop

» How?: Routing data only on trusted devices, regardless of domains they are in. Perceive device and path
trustworthiness and make routing decisions.



Security requirement of Secure Routing
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Why routing path needs to be more secure?
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Security requirements

« Data cannot be leaked
« Data not going abroad
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Generate a trustworthy,
secure, and controllable
forwarding path which can
prevent data leakage.

Path attestation procedures
to prove the path is indeed
trustworthy.



Use Cases
Network Path Validation: SFC

» Pass through each security function in sequence
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Network Path Validation: Devices with high security guarantees

« Select a trusted path with all trusted nodes
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Orchestrate a path in order and
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Compute a forwarding path with
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