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Problem description
Objective and threat model

Designing a data plane network protocol allowing a source S 
to send packets to a destination D anonymously:

• Source’s goal is to prevent an adversary from associating it 
with the packet’s destination (Sender-Receiver unlinkability) 
and from being able to tell that two consecutive packets 
belong to the same network flow (Flow unlinkability)

• We consider a global attacker observing communications on 
the network’s links and controlling a set of relays. 

– Objective to link a sender and a receiver through at least one 
message

– At least one honest node on the path

• Some performance constraints

– Operating at line rate ➔ Public key cryptography operations on
every packet are not feasible

– Possibly change keys with every packet to prevent attacks



Onion routing
A formal definition (from [1])

[1] Kuhn, Christiane, Martin Beck, and Thorsten Strufe. "Breaking and (partially) fixing provably secure onion routing." 2020 IEEE Symposium on Security and 

Privacy (SP). IEEE, 2020.

An Onion Routing Scheme as the set of three algorithms:

1. Key generation algorithm G: (PK, SK) ← G(1λ , p, P) with public key PK,
secret key SK, security parameter λ, public parameter p and router
name P

➔ Generates a couple of keys for each node in the system (assumes
use of public key cryptography)

2. Sending algorithm FormOnion: (O1, ..., On+1) ← FormOnion(m,(P1, . . . , Pn+1),(PK1, . . . , PKn+1)) with Oi being the
onion layer to process by router Pi , m the message, and PKi the public key belonging to router Pi

➔ Allows a source P0 to create a message to be sent to router Pn+1 using a path with nodes P1 to Pn

3. Forwarding algorithm ProcOnion: (O’ , P’ ) ← ProcOnion(SK, O, P) with O’ the processed onion that is forwarded
to P’ and P the router processing O with secret key SK. O’ and P’ attains ⊥ in case of error or if P is the recipient.

➔ Allows a router P to process a received onion O to build the onion O’ to send to P’



Onion routing 
Formal properties summary

• Layer-Unlinkability

– An adversary accessing onions before and
after a honest relay can’t determine
whether the two onions are related or not

• Tail-Indistinguishability

– An adversary having access to onions after
a honest relay can’t figure out which was
the route taken by the onion before the
honest relay.

• Onion correctness

– The layers of the onion (header and
message payload) are well formed and
their integrity can be checked.

– If a corrupted onion is received, it is
dropped.

Pictures from [1] Kuhn, Christiane, Martin Beck, and Thorsten Strufe. "Breaking and (partially) fixing provably secure onion routing." 2020 IEEE Symposium on 

Security and Privacy (SP). IEEE, 2020.
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The Ariadne protocol

Overview and building blocks



The Ariadne protocol
Overview

Principle:

– To prevent compromission from a rogue third party, routing is done
using a source routing model

• Source node has control over which nodes are trusted

• Strict mode or loose if it is compatible with the threat and operation model.

• Source route length and position of each node in the path are hidden

– Sequential encryption of a packet

– Integrity checked at each step

– For performance reasons, we avoid using public key cryptography.

• An initialization mechanism is used to set up shared master keys between
the source and on path nodes (Sphink, key distribution server)

• Key derivation to obtain per packet symmetric keys

• Key referenced by an encrypted known pattern

• Packets encrypted using symmetric key primitives after initialization



Key technologies used in Ariadne
1 - Anonymous key reference

• The source and intermediate node share a master key and a byte pattern that they both know

• They both compute a set of
keys in advance following the
O-DUKPT method from a key
they exchanged during the
protocol’s setup phase

• When the intermediate node
receives a packet, it checks
the encrypted pattern to
retrieve the key reference

➔ No key reference in clear

➔ Moving reference  Prevent
linking packet to a session for
external observer



Key technologies used in Ariadne
2 - Routing element shuffling

• Routing information for nodes put at
random locations in a routing vector
of fixed length and encrypted several
times.

• Sphinx ideas while trying to make
packet processing easier to do by on
path nodes avoiding rewriting the
whole routing segment and shifting
bytes in routing nodes.



The Ariadne protocol

Protocol operations



Processing packets in the Ariadne protocol

S DA B C

kSA kSB kSC kSD

Let’s consider the path from S to D going through A, B and C that is depicted in the picture.



Processing packets in the Ariadne protocol
Packet creation

First, S will create the packet to send to D through A, B and C

S DA B C

kSA kSB kSC kSD



1. The source S gathers the list of addresses to use in order to reach the destination: A addr, B addr, C
addr and D addr.

S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

Processing packets in the Ariadne protocol
Packet creation



2. The source S initializes a source routing header and builds a random byte string of length
MAX_PATH_LENGTH x SEGMENT_LENGTH

S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

Processing packets in the Ariadne protocol
Packet creation



3. The source S computes a pseudo-random permutation over the number of segment slots available in
the source routing header. It uses this information to build routing segments by concatenating a
synchronization pattern, the address of the node’s successor and a pointer to the space it occupies in
the source routing header. It leaves some room to accommodate the MAC of the packet. Then, the
source S places the routing segments in the source routing header at the location given by the
pseudo-random permutation.

S DA B C

kSA kSB kSC kSD

Seg B* Seg D* Seg C*Seg A*

D addrC addrB addrA addr

Processing packets in the Ariadne protocol
Packet creation



S DA B C

kSA kSB kSC kSD

ρ(kSA) Re
ρ(kSA) Header

ρ(kSA) Payload

ρ(kSB) Re
ρ(kSB) Header

ρ(kSB) Payload

ρ(kSC) Re
ρ(kSC) Header

ρ(kSC) Payload

ρ(kSD) Re
ρ(kSD) Header

ρ(kSD) Payload

4. The source S computes temporary keys kSA, kSB, kSC and kSD as well as the key streams ρ(kSA), ρ(kSB),
ρ(kSC) and ρ(kSD) to process the packet . Those keystream have 3 parts, Re of size SEGMENT_LENGTH,
Header of size MAX_PATH_LENGTH x SEGMENT_LENGTH and Payload of size PAYLOAD_SIZE.

Processing packets in the Ariadne protocol
Packet creation



Seg A*

S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

Seg A*

ρ(kSA) Header

5. The source S preprocess a routing element vector to be used to compute the packet’s MAC. It starts
placing Seq A*, the routing element for A with a MAC set to 0 at its slot in the routing element vector,
and XOR it with the ρ(kSA) Header part of ρ(kSA).

Processing packets in the Ariadne protocol
Packet creation



S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

ρ(kSD) Header

6. Then source S continues with Seq B*, then Seq C* and ends by placing Seq D*.

Seg A*Seg B* Seg C*

Seg A*Seg B* Seg C*

Processing packets in the Ariadne protocol
Packet creation



S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

ρ(kSD) Header

ρ(kSD) Payload

7. The source S now prepares the packet. It appends the payload to the prepared routing element vector
and XOR it with the ρ(kSD) Header || ρ(kSD) Payload.

Seg A*Seg B* Seg C*

Seg A*Seg B* Seg C*

Processing packets in the Ariadne protocol
Packet creation



Seg D*

S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

MAC

8. The source S computes the MAC of the header and payload at this stage, and places it in the routing
element Seg D* to build Seg DM.

Seg A*Seg B* Seg C*

Processing packets in the Ariadne protocol
Packet creation



Seg DM Seg A*Seg B* Seg C*Seg D*

S DA B C

kSA kSB kSC kSD

D addrC addrB addrA addr

ρ(kSD) Re

Seg DM

9. The routing element Seg DM is encrypted by XORing it with ρ(kSD) Re and the resulting byte string is
placed at the slot assigned to D in the routing element.

Processing packets in the Ariadne protocol
Packet creation



S DA B C

kSA kSB kSC kSD

Seg. B Seg. CSeg. A

Seg A*Seg B* Seg C*Seg DM

Processing packets in the Ariadne protocol
Packet creation



S DA B C

kSA kSB kSC kSD

Seg AMSeg BM Seg CMSeg DM

Processing packets in the Ariadne protocol
Packet creation

10. The source S continues its packet creation procedure to include Seg CM, Seg BM and in the end Seg AM

in the packet header



A note on the segments

Seg NM

• Segment Seg NM contains:

– An encrypted pattern well-known pattern (1 to 3 bytes in our implementation)

– The position of the next segment in the Routing element vector (1 byte in our implementation)

– The next node’s address (16 bytes in our implementation)

– The packet’s MAC (16 bytes in our implementation).

The MAC is computed with the invariants in the IPv6 header, the Ariadne header and the
whole payload.

• Segment Seg N* contains:

– An encrypted pattern well-known pattern (1 to 3 bytes in our implementation)

– The position of the next segment in the Routing element vector (1 byte in our implementation)

– The next node’s address (16 bytes in our implementation)

– The packet’s MAC set to 0 (16 bytes in our implementation)

Seg N*



S DA B C

kSA kSB kSC kSD

Seg AMSeg BM Seg CMSeg DM

Common 

header

11. The source S appends a common header at the beginning of the packet containing the index of the
slot occupied by routing element Seg AM.

Processing packets in the Ariadne protocol
Packet creation



Once the packet has been created, it can be sent to D through A, B and C

S DA B C

kSA kSB kSC kSD

Seg AMSeg BM Seg CMSeg DM

Common 

header

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Seg AMSeg BM Seg CMSeg DM

Common 

header

1. The packet is transmitted to A.

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Seg AMSeg BM Seg CMSeg DM

Common 

header

ρ(kSA) Re

Seg AM

2. Node A retrieves the packet, looks at the common header to get the pointer of the routing vector slot
at which it should look for an encrypted pattern match. If the look-up is successful, it retrieves the
temporary key, builds a key stream ρ(kSA) and decrypt its routing element by XORing it with ρ(kSA) Re.

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Seg A*Seg BM Seg CMSeg DMSeg AM

MAC?

3. Node A retrieves the packet’s MAC from the decrypted routing element and compares it with a MAC it
computes from the packet in which it has replaced Seg AM with Seg A*.

Processing packets in the Ariadne protocol
Packet relaying



Seg A*Seg BM Seg CMSeg DM

ρ(kSA) Header

ρ(kSA) Payload

Seg A*Seg BM Seg CMSeg DM

S DA B C

kSA kSB kSC kSD

4. If the MAC is correct, then node A decrypts the packet by XORing it with ρ(kSA) Header || ρ(kSA) Payload

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Common 

header
Seg A*Seg BM Seg CMSeg DM

5. The packet is transmitted to B.

Processing packets in the Ariadne protocol
Packet relaying



Common 

header

S DA B C

kSA kSB kSC kSD

Seg A*Seg B* Seg C*Seg DM

6. Nodes B and C process the packet in the same way as A. Then, the packet is transmitted to D.

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Common 

header
Seg A*Seg B* Seg C*Seg DM

Seg DM

ρ(kSD) Re

7. Node D retrieves the packet, looks at the common header to get the pointer of the routing vector slot
at which it should look for an encrypted pattern match. If the look-up is successful, it retrieves the
temporary key, builds a key stream ρ(kSD) and decrypt its routing element by XORing it with ρ(kSD) Re.

From the decryption, D realizes that it is the destination as it can see its address in the next hop part
of the routing element

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Seg A*Seg B* Seg C*Seg D*Seg DM

MAC?

8. Node D retrieves the packet’s MAC from the decrypted routing element and compares it with a MAC it
computes from the packet in which it has replaced Seg DM with Seg D*.

Processing packets in the Ariadne protocol
Packet relaying



ρ(kSD) Header

ρ(kSD) Payload

S DA B C

kSA kSB kSC kSD

Seg A*Seg B* Seg C*Seg D*

Seg A*Seg B* Seg C*Seg D*

9. If the MAC is correct, then node D decrypts the packet by XORing it with ρ(kSD) Header || ρ(kSD) Payload.

Processing packets in the Ariadne protocol
Packet relaying



S DA B C

kSA kSB kSC kSD

Seg A*Seg B* Seg C*Seg D*

10. Now, the payload is decrypted and it can be given to the layers above.

Processing packets in the Ariadne protocol
Packet relaying



The Ariadne protocol

Comparison with the state of the art 
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Conclusion

Where do we stand

• Protocol covering some limits of previous state of the art protocols

• Beyond statements presented in the paper, we have formal proofs
Ariadne’s security properties

Future works

• Implementation of the protocol

– Design as an IPv6 extension header or as a new QUIC version 

– We have a first implementation of Ariadne in Rust

• Towards a complete privacy-preserving layer 3 networking suite

– Privacy-preserving control plane and PKI to avoid leaking information



Thank you!
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