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History
• IETF 118: Adopted as WG document
• November 2023: posted WG -00
• June 2024: posted -01 that expanded section formerly 

called “Endorsing Identity”, based on email thread with 
Laurence, Thomas F., and Henk with text suggestions 
(more on this later)
• June 2024: Ned did a review and filed 5 issues (thanks 

Ned!)
• July 2024: posted -03 that addressed much of Ned’s 

feedback
• Goal: get ready for WGLC
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#24: Figure 2 suggestions for 
readability
• Ned: … it isn't clear in the diagram that the "Hardware claimset" 

asserted by the Attester is different from the "hardware claimset" 
asserted by the Hardware Endorser …
• Changes:
1. Changed "claimset" to "claim set" to match RFC 9334.

• The approved EAT spec uses "claims set" whereas RFC 9334 uses "claim set“
• This change matches the RFC rather than the doc that might still be changed

2. “Thus each Target Environment (application, OS, firmware, and 
hardware) has one set of claims ("claim set 1") in the Evidence, 
and an additional set of claims ("claim set 2") in the Endorsement 
from its manufacturer.”
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Figure 2 (Multiple Endorsements)
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#21: Section 2.1 comparison rules and 
appraisal policy
• Ned: “… the RVP has insight on how best a verifier 

should apply matching rules …”
• Added:
• In some implementations, hints or suggestions for how to 

do a comparison might be supplied by a Reference 
Value Provider (as part of Reference Values), an Endorser (in 
an Endorsement), and/or an Attester (in Evidence), but the 
Verifier Owner is authoritative for Appraisal Policy for 
Evidence, and the Relying Party Owner is authoritative for 
Appraisal Policy for Attestation Results as depicted in Section 
3 of [RFC9334].
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#25: Section 6.2 comments
• Ned: "We currently assume that Reference Value 

Providers and Endorsers typically provide the same 
information“ is confusing
• Changed:
• We currently assume that Reference Value Providers and 

Endorsers typically provide the same information to a 
potentially large number of clients (Verifiers, or potentially to 
other entities for later relay to a Verifier), and are generally on 
devices that are not constrained nodes, and hence additional 
scalability, including code size, is not a significant concern. We 
also assume the same is true of Endorsers.
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#22: Section 3 seems garbled (1/2)
• Previously banned use of conditions based on immutable values
• OLD:
• Endorsers should not use conditionally endorsed values based on 

immutable values of actual state in Evidence (such as an immutable 
serial number for example). An Endorser can, however, use conditionally 
endorsed values based on mutable values.  For example an Endorser for 
a given CPU might provide additional information about what the CPU 
supports based on current firmware configuration state.

• NEW:
• For example an Endorser for a given CPU might provide additional state, 

or an Endorser might provide additional information that if the 
serial number is in a given range, then a specific security 
guarantee is present.
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#22: Section 3 seems garbled (2/2)
• Ned: Saying that "state matches Reference Values" leaves a lot 

up to the imagination of the reader to figure out how this works
• New text (incl. one grammar correction in github):

The example in Figure 1 showed Evidence containing actual state for 
layers 1 through N, and an Endorsement containing actual state for 
layer 0. However, some claims in Endorsements might be conditional 
and so are only treated as actual state if a condition is met.
…
Thus, actual state is determined by starting with a collection of 
unconditional claims, and adding any conditional claims whose 
conditions are met based on the actual state.  This process is then 
repeated until no more conditional claims are added.



IETF 120 - RATS WG 9

#23: Section 4 readability (1/3)
• Draft-00: Endorsing Identity
• Draft-01: Endorsing Evidence Provenance
• Ned: 
• The heading is not an intuitive concept

• GitHub: Endorsing Verification Keys



IETF 120 - RATS WG 10

#23: Section 4 readability (2/3)
• Ned:

• Evidence should be authenticated … could be stated more plainly.
• Maybe a different approach would be to explain that AE's have 

attestation keys that authenticate evidence and that provenance 
of attestation keys is needed to build trust in the AEs

• GitHub (from Thomas F.):
• Attesting Environments have cryptographic keys that allow 

authenticating the Evidence that they produce.
…
• Endorsing the linkage between such verification keys and their 

associated Attesting Environments is crucial to the verification 
process.
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#23: Section 4 readability (3/3)
• OLD: Evidence typically contains an identifier for the Attester
• Ned: DAA…

• NEW: Evidence can contain an identifier for the Attester

• OLD: No particular algorithm or cryptographic protocol is 
assumed for the verification
• Ned: verifier must implement the algorithm/protocol that authenticates the 

Attester
• NEW: Specific protocol documents are also responsible for 

documenting what particular algorithm or cryptographic 
protocol is used for the verification
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Next step
• Submit -03
• Start WGLC?
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