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SSLKEYLOG is a useful troubleshooting tool



Challenges of TLS troubleshooting with ECH

• Inspecting ECH
• Troubleshooting TLS handshake with ECH
• Decrypting TLS session when ECH is negotiated



The proposed solution

• ECH_SECRET label to log HPKE shared_secret
• ECH_CONFIG label to log ECHConfig
• Outer ClientHello Random as keys for ECH_SECRET and 

ECH_CONFIG
• Inner ClientHello Random for the rest of the session as long as 

ECH was accepted



Prototype implementations

• NSS: https://github.com/yaroslavros/nss-echkeylog
• Very straightforward as shared secret is a part of HPKE context

• BoringSSL: https://github.com/yaroslavros/boringssl-echkeylog
• Required additional callback in HPKE key schedule process

• Wireshark: https://github.com/yaroslavros/wireshark-echkeylog

https://github.com/yaroslavros/nss-echkeylog
https://github.com/yaroslavros/boringssl-echkeylog
https://github.com/yaroslavros/wireshark-echkeylog
https://github.com/yaroslavros/wireshark-echkeylog


Visibility into ECH



Confirming server acceptance



Visibility into the rest of the session



Thank you!

•What do you think about the problem?
•What do you think about proposed solution?
• Should this work be adopted by the Working Group?


