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Distributed Denial of Service (DDoS)

• Network attack causing service downtime

• Targets: Financial services, health sector, …
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Data Set
• Flow data from 11 IXPs, April 2020 – October 2020

IXP Code #Networks Peak traffic Region #sampled Flows

CE1 >900 >9000 Gb/s Central Europe 1.08 Trillion

CE2 >200 >150 Gb/s Central Europe 9.9 Billion

CE3 >200 >150 Gb/s Central Europe 3.2 Billion

CE4 >200 >100 Gb/s Central Europe 3.6 Billion

NA1 >200 >800 Gb/s North America 78 Billion

NA2 >75 >150 Gb/s North America 16.7 Billion

SE1 >175 >400 Gb/s South Europe 30.5 Billion

SE2 >75 >100Gb/s South Europe 12.2 Billion

SE3 >40 >10 Gb/s South Europe 2.2 Billion

SE4 >30 >100 Gb/s South Europe 17.9 Billion

SE5 >20 >50 Gb/s South Europe 2 Billion
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Traffic Filtering

• UDP only

• Filtering for typical DDoS amplification protocols[2]

• Packet size[2]

12[2] “DDoS Never Dies? An IXP Perspective on Amplifcation DDoS Attacks“, PAM 2020, D. Kopp et al.

Protocol Chargen DNS RPC NTP SNMP CLDAP OpenVPN SSDP ARMS WS
Discovery

Device
Discovery

memcached

Transport 
port

19 53 111 123 161 389 1194 1900 3283 3702 10001 11211



Attack Detection

• Global attack traffic with n>=10 reflectors, t>1Gbps attack traffic
• We identified >120k DDoS attacks
• Including confirmed attacks
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Number of DDoS Attack Events per Day
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• Thousands of attacks every day!



Case study: Attack to Akamai

15[1] “Akamai Mitigates Sophisticated 1.44 Tbps and 385 Mpps DDoS Attack”, Akamai.com

[1]



Case study: Attack to Akamai

16[1] “Akamai Mitigates Sophisticated 1.44 Tbps and 385 Mpps DDoS Attack”, Akamai.com
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Case study: Attack to Akamai

17[1] “Akamai Mitigates Sophisticated 1.44 Tbps and 385 Mpps DDoS Attack”, Akamai.com

[1]

Local 
detection 
infeasible



Contributions (1/3)

18

• Distance analysis
• #hops from refelctor?
• #hops to target?

• Collaboration benefit
• Information exchange platorm

Reflectors

Target

Dist = ?Dist = ?



Distance analysis
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Distance analysis
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• Hops counted from
IXP‘s RS

• About 45% of attack
traffic originates
from a direct neighbor

• About 70% of attack
traffic‘s destination
is just two hops away



Contributions (2/3)
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Attack Events
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• Ground truth of combined data



Attack Events
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• Ground truth of combined data
• Versus local detectable attack traffic



Collaboration benefit
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Collaboration benefit
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• Up to ~80% of attacks locally undetected („missed“)



Collaboration benefit
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• Up to ~80% of attacks locally missed (100Mb/s)
• Up to ~90% of attacks locally missed (1Gb/s)



Contributions (3/3)
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DDoS Information Exchange Point (DXP)
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DDoS Information Exchange Point (DXP)
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• Governance layer
• Defines filters and thresholds
• Handles SLAs
• Processes abuse cases
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DDoS Information Exchange Point (DXP)

• Distribution layer
• Members pull and push

rules from / to the DXB
• Apply filters
• Choose a trust scenario
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DDoS Information Exchange Point (DXP)

• Confidentiality layer
• Low trust:

• Reflector‘s IP shared
• Semi-sensitive

• High trust:
• All information shared

• Scr/dst IP & port
• Traffic volume
• Duration
• ….



DXP Evaluation: Low Trust - High Trust 
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Conclusion

• Benefit of decentralized DDoS mitigation
• In our case ~45% of the reflectors and about ~30% of the targets are 1 hop 

away

• Will improve with more networks collaborating
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Conclusion

• Benefit of decentralized DDoS mitigation
• In our case ~45% of the reflectors and about ~30% of the targets are 1 hop 

away

• Will improve with more networks collaborating

• Quantification of collaboration benefit
• >80% of the globally detectable attacks are not detected locally

• Will improve with more networks collaborating

• Collaboration platform proposal and evaluation
• DXP for DDoS-specific data exchange

• Up to 90% more attack traffic detectable at a site due to collaboration
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(Backup Slides)
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Distance / geographical distribution analysis
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Features
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Features (cont.)
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Boosting Factor evaluation (1)
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Boosting Factor evaluation (2)
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Boosting Factor evaluation (3)
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