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Quick Intro - Abtin Keshavarzian 

● Background
○ PhD from Stanford in EE
○ ~25 years of experience in research and development

■ Networking
■ Wireless
■ Embedded SW 

● Work at Google (abtink@) 
○ Thread protocol
○ OpenThread (Open source implementation Thread)



Background

● SRP - Service Registration Protocol
○ DNS-based Service Discovery using standard DNS Update with unicast packets

● Used by Thread 
○ Thread devices use SRP to register services 
○ Thread Border Routers act as SRP server 

● Matter: Application layer protocol over Thread (and Wi-Fi)
○ Defines registered service names
○ Instance name, sub-types, host name, TXT data format, etc.



Thread

● Low-power Secure Mesh Network
● IPv6 

○ 6LoWPAN
○ CoAP

● PHY: IEEE 802.15.4 (2.4GHz) 
○ 250 Kbps data rate
○ PHY layer frame 127 bytes

Leader

Router

Border Router

End-device



SRP Message Example (matter device) 
Two services and one host address

8F097FD118441046-00000000B3B3D017
       type: _matter._tcp
       sub-type: _I8F097FD118441046
       port:5540, w:0, p:0, TXT data: 31 byte

1FF04909193C16E2-000000006CC07561
       type: _matter._tcp
       sub-type: _I1FF04909193C16E2
       port:5540, w:0, p:0, TXT data: 31 bytes 

Host: DAAFF10F39B00F32
       fdc5:d08a:4e98:3152:2852:6c12:754b:3094



SRP Message Example (matter device) 

641 bytes (UDP payload)

15 Records (13 in update, 2 in addtl)

DNS Header               12  bytes
Zone                     26  bytes
1st service  (5 records) 191 bytes 
2nd service  (5 records) 174 bytes
Host         (2 records) 40  bytes
Key          (1 record)  80  bytes
Lease Option (1 record)  23  bytes
Signature    (1 record)  95  bytes



SRP Message Example (matter device) 

641 bytes (UDP payload)

SRP message already uses:

DNS Name Compression 
(use pointer labels to refer to previously 
encoded names in the message)

KEY Record Optimization
(include KEY record for host name only, 
omitting it in service descriptions).



Typical SRP Update Message Size 
● SRP’s adherence to the DNS Update general format introduces overhead 

and can lead to larger SRP message sizes

● Devices may register more services and/or addresses increasing msg size
○ Matter multi-fabric (separate service per fabric/ecosystem)

● Typical SRP message size: 400-1200 bytes

● Can lead to increased traffic over constrained networks
○ Registration by 10s or 100s of devices
○ Triggered by synchronous events (e.g. Border Router restart)

Can we compress the SRP message?



SRP Coder

● On the client, encode an SRP message into 
a compact, compressed format, reducing 
the message size

● On the server, the received coded message 
is decoded to reconstruct an exact replica 
of the original message

https://github.com/openthread/openthread/pull/10606

https://github.com/openthread/openthread/pull/10606


SRP Coder Example
Matter example: 2 services

Original SRP message

641 bytes

Encoded message

244 bytes 

2.4x smaller



SRP Coder Example
Matter example: 2 services

Original SRP message

641 bytes

Encoded message

244 bytes 

2.4x smaller

= 175 bytes (KEY/SIG) +  466 bytes

= 128 bytes (KEY/SIG) + 116 bytes  

4x smaller

➢ To better highlight efficiency, it might make sense to 
exclude Key and Signature records, as they are not 
compressible. 

➢ Recommend future extensions to SRP to allow 
shorter key and signature sizes.



SRP Coded Format
Message Format

Header Block
Zero or more

              Add/Remove Service Block(s)
Host Block
Footer Block

Each block begins with a “dispatch byte” 

➢ Indicating the block type
➢ Bit flags to show which fields are elided
➢ Followed by encoded fields in the block

 

https://github.com/openthread/openthread/pull/10606

https://github.com/openthread/openthread/pull/10606


SRP Coder - Encoding Labels
Can refer to a previously encoded label in the msg

Commonly used labels encoded as a single byte
_udp, _tcp, _matter, …

Generative patterns are encoded more efficiently

    Host name
  DAAFF10F39B00F32 
  16-char ASCII hex representation of a 64-bit value
  
   Service Instance
  8F097FD118441046-00000000B3B3D017
    “<16-char ASCII hex>-<16-char ASCII hex>” 
    (two 64-bit hex values separated by hyphen)



OpenThread SRP Coder 
Implementation of SRP Coder (encoder/decoder)

- Integrated with OT SRP client and server
- Standalone decoder (use with external server impl)
- Documentation of the protocol
- Extensive set of tests

https://github.com/openthread/openthread/pull/10606

Next Steps

● Adopt the SRP Coder in the Thread specification 
(deploy and test)

● Open to a future IETF draft (assuming interest)

https://github.com/openthread/openthread/pull/10606


Backup Slides 





Distinguishing Coded Msg

The first 3 bytes (Header Block) can be 
used to differentiate a coded message 
from an SRP Update message:

- First two bytes encode message ID 
(same as general DNS header)

- Coded message uses fixed pattern 
as the 3rd byte to distinguish itself 
from an SRP update message


