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Quick Intro - Abtin Keshavarzian

e Background
o PhD from Stanford in EE
o ~25 years of experience in research and development
m Networking
m Wireless
m Embedded SW

e \Work at Google (abtink@)
o Thread protocol
o OpenThread (Open source implementation Thread)



Background

e SRP - Service Registration Protocol
o DNS-based Service Discovery using standard DNS Update with unicast packets

e Used by Thread

o Thread devices use SRP to register services
o Thread Border Routers act as SRP server

e Matter: Application layer protocol over Thread (and Wi-Fi)
o Defines registered service names
o Instance name, sub-types, host name, TXT data format, etc.



Thread
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SRP Message Example (matter device)

Two services and one host address A

A W g R Re2EF I
0z
No. Time Destination Source Protocol Length

8F097FD‘| 1 8441 046_000000008383D01 7 - 12 1.915778000 d00: db9: : ff: fe0o: fc1l d0o:db9::2852:612:754b:3094  DNS

Frame 12: 737 bytes on wire (5896 bits), 737 bytes captured (5896 bits) ( 0060 e9 e4 28 00 00 01 00 00

type: _matter._tcp EXPORTED_PDU 0070 61 75 6¢ 74 07 73 65 72

gl 0L LR

sub-type: _I8F097FD118441046 TraeacE N EE xalag 0020 38 46 30 39 37 46 44 31
— Flags: 0x2800 Dynamic update 00b0 2d 30 30 30 30 30 30 30

. . . . Zones: 1 00co0 37 c@ 26 12 5f 49 38 46
port:5540, w:0, p:0, TXT data: 31 byte prerequisites: 0 odo 34 34 31 30 34 3 84 st
. ’ =y =y . Updates: 13 00e0 01 00 00 1c 20 00 02 cO

R 00fo 00 00 00 00 00 cO 3f 00

Additional RRs: 2 0100 19 @0 00 @0 00 15 ad 10

Zone 0110 33 39 42 30 30 46 33 32

default.service.arpa: type SOA, class IN 0120 00 00 1c 20 00 1f 08 53

1FF04909193C16E2-000000006CC0O7561 - NPPU—————

< 9150 63 70 c@ Oc 00 Oc 00 01
_I8F097FD118441046._sub._matter._tcp.default.service.arpa: type PTR o169 46 46 30 34 39 30 39 31

type- matter . th 8F@97FD118441046-00000000B3B3D017._matter._tcp.default.service.arpa 9170 30 30 30 30 30 30 30 30
t - - 8FP97FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 0180 ¢c@ e5 12 5f 49 31 46 46
SU b t e_ I.I FF@49091 93C1 6E2 8F@97FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 3193 33 :; is ;g :2' g; 5; 'f’3
- i £ a c co fe

yp PR _matter._tcp.default.service.arpa: type PTR, class IN, 1FF04909193C 91bo 00 00 90 00 cO fe 00 21

_I1FF@4909193C16E2. _sub._matter._tcp.default.service.arpa: type PTR  p1.0 00 00 00 00 15 ad co a7

port'5540 W'O p -O TXT data - 31 bytes 1FF@4909193C16E2-000000006CCA7561. _matter._tcp.default.service.arpa 91de 1c 20 00 1f 08 53 49 49
- H - bl - b - 1FF@4909193C16E2-000000006CC07561. _matter._tcp.default.service.arpa | ©1e@ 49 3d 31 30 30 30 08 53
1FF@4909193C16E2-000000006CCO7561. _matter._tcp.default.service.arpa 9170 54 3d 30 c@ a7 00 ff 00

DAAFF10F39BOOF32.default.service.arpa: type ANY, class ANY 0200 REEEE

N 0210 98 31 52 28 52 6¢c 12 75
DAAFF10F39B0OF32.default.service.arpa: type AAAA, class IN, addr fd 5570 91 @0 00 1c 20 00 44 02

Host: DAAFF1 @F39BGQF32 Addl)il-\tAiFanl:lFBrQEBcBoorI;iZ.default.service.arpa: type KEY, class IN ggig :g :2 :g ;: g; g; g; :;

fdc5:d08a:4e98:3152:2852:6¢12:754b:3094 o S8 e 70 3 9 80 %0 80 oc a0 02

0290 00 00 00 00 00 00 00 00
0220 a7 dd 92 79 e5 0a c@ 03
-

() 7 Domain Name System (dns), 641 bytes Packets: 169 Profile: Default




SRP Message Example (matter device)

[ NoN J M Wireshark_capture_dns-only (2).pcapng

Al Z BT RE R @= e @ & T [

fe

641 bytes (UDP payload) i S5

No. Time Destination Source Protocol Length .
- 12 1.915778000 fdee:db9: : ff: fe0o: fcll fdoe:db9::2852:6c12:754b:3094 DNS
H H Frame 12: 737 bytes on wire (5896 bits), 737 bytes captured (5896 bits) ( 0060 e9 e4 28 00 00 01 00 00
15 Records (1 3in update, 21in addtl) EXPORTED_PDU 2070 6175 6c 74 67 73 65 72
2 DomainiNanelsysten lquery) 0090 74 63 70 cO Oc 00 Oc 00
Transaction ID: 0xe?e4 0020 38 46 30 39 37 46 44 31
Flags: 0x2800 Dynamic update 00b0 2d 30 30 30 30 30 30 30
Zones: 1 00c0 37 c@ 26 12 5f 49 38 46
DNS Header 12 bytes we Dins by
: e c c
Updatestins: . 00f0 00 00 00 00 00 cO 3f 00
Zone 26 b tes Additional ;RRs: (2 0100 19 00 00 00 00 15 a4 10
\ Zone 0110 33 39 42 30 30 46 33 32
default.service.arpa: type SOA, class IN 0120 00 00 1c 20 00 1f 08 53
1st service (5 records) 191 bytes et me BESY BET 0
_matter._tcp.default.service.arpa: type PTR, clasﬁ IN, 8F@97FD11844 2150 63 70 c0 Oc 20 Oc 00 01
. _I8F097FD118441046._sub._matter._tcp.default.service.arpa: type PTR o169 46 46 30 34 39 30 39 31
2nd service (5 reco rds ) 1 74 bytes 8F@97FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 9170 30 30 30 30 30 30 30 30
8FP97FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 0180 ¢c@ e5 12 5f 49 31 46 46
HOSt (2 reco I"dS ) 4@ b teS 8F097FD118441046-00000000B3B3DA17. matter._tcp.default.service.arpa 3193 ;g g; iﬁ ;g :g g‘z‘ 5; 'f’3
: E a c co fe
y _matter._tcp.default.service.arpa: type PTR, class IN, 1FF@4909193C 91bo 00 00 90 00 cO fe 00 21

_I1FF@4909193C16E2. sub._matter._tcp.default.service.arpa: type PTR 1.0 0o 00 00 00 15 ad c@ a7
Key ( 1 reco rd) 80 bytes 1FF@4909193C16E2-000000006CCA7561. _matter._tcp.default.service.arpa 91de 1c 20 00 1f 08 53 49 49
1FF@4909193C16E2-000000006CCO7561. _matter._tcp.default.service.arpa ©1le® 49 3d 31 30 30 30 08 53
1FF@4909193C16E2-000000006CCO7561. _matter._tcp.default.service.arpa 9170 54 3d 30 c@ a7 00 ff 00

Lease Opt 1 On ( 1 reCO rd) 23 bytes DAAFF10F39BOOF32.default.service.arpa: type ANY, class ANY gggg ;g g: ;’; gg g;‘ g: gg ;;
DAAFF10F39B0OF32.default.service.arpa: type AAAA, class IN, addr fd 5570 91 @0 00 1c 20 00 44 02

. DAAFF10F39B@OF32.default.service.arpa: type KEY, class IN 0230 cb 86 d6 f8 8f 91 04 ae
Signature (1 record) 95 bytes R reibedeennis e Liw G
<Root>: type OPT 9250 bl 27 25 ed 38 10 55 7c

0260 a9 59 be dd b3 04 6f 81
0270 00 00 80 00 00 Oc 00 02
0280 75 00 00 00 18 @0 ff 00
0290 00 00 00 00 00 00 00 00
0220 a7 dd 92 79 e5 0a c@ 03
-

<Root>: type SIG, class ANY

() 7 Domain Name System (dns), 641 bytes Packets: 169 Profile: Default




SRP Message Example (matter device)

[ NoN J M Wireshark_capture_dns-only (2).pcapng

Al Z BT RE R @= e @ & T [

fe

641 bytes (UDP payload) i S5

No. Time Destination Source Protocol Length .
- 12 1.915778000 fdee:db9: : ff: fe0o: fcll fdoe:db9::2852:6c12:754b:3094 DNS

Frame 12: 737 bytes on wire (5896 bits), 737 bytes captured (5896 bits) ( 0060 e9 e4 28 00 00 01 00 00

SRP message already uses: ExoonTen o G070 51 7 b 74 7 73 63 72

v Domain Name System (query) gggg g: 2g gg :: g: :; :Z :;
Transaction ID: @xe9ed 00a@ 38 46 30 39 37 46 44 31
Flags: ©0x2800 Dynamic update 00b0 2d 30 30 30 30 30 30 30
Zones: 1 00c@ 37 c0 26 12 5f 49 38 46

-
DNS Name Compression prerequisites: 0 wi HEEN Y
. . Up:‘_’t?“ 13 . 00f0 00 00 00 00 00 O 3f 00

(use pointer labels to refer to previously e e} owe MR
one 0110 33 39 42 30 30 46 33 32

. default.service.arpa: type SOA, class IN 0120 00 00 1c 20 00 1f 08 53

encoded names in the message) Updates 0130 53 41 49 3d 31 30 30 38
_matter._tcp.default.service.arpa: type PTR, clasﬁ IN, 8F@97FD11844 gigg zg 3: i; z: :: gz :; g:

_I8F097FD118441046._sub._matter._tcp.default.service.arpa: type PTR o169 46 46 30 34 39 30 39 31

8F097FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 9170 30 30 30 30 30 30 30 30

- - - 8FP97FD118441046-00000000B3B3D017. _matter._tcp.default.service.arpa 0180 ¢c@ e5 12 5f 49 31 46 46

KEY Record Optlm Izatlon 8F097FD118441046-00000000B3B3DA17. matter._tcp.default.service.arpa gizg ;g g; iz ;g :g g‘z‘ i; 'f’:
_matter._tcp.default.service.arpa: type PTR, class IN, 1FF@4909193C 91bo 00 00 90 00 cO fe 00 21

H _I1FF@4909193C16E2. sub._matter._tcp.default.service.arpa: type PTR 1.0 0o 00 00 00 15 ad c@ a7
(|nC|Ude KEY record for hOSt name Only, 1FF@4909193C16E2-000000006CCA7561. _matter._tcp.default.service.arpa 91de 1c 20 00 1f 08 53 49 49
g e . . . . 1FF@4909193C16E2-000000006CC07561. _matter._tcp.default.service.arpa | ©1e@ 49 3d 31 30 30 30 08 53
Om|tt|ng |t in service descr|pt|ons) 1FF04909193C16E2-000000006CC07561._matter._tcp.default.service.arpa 9110 :; :g :: :g :Z g: ;; g:
DAAFF10F39BOOF32.default.service.arpa: type ANY, class ANY 9210 98 31 52 28 52 6c 12 75

DAAFF10F39B0OF32.default.service.arpa: type AAAA, class IN, addr fd 5570 91 @0 00 1c 20 00 44 02

DAAFF10F39B@OF32.default.service.arpa: type KEY, class IN 9230 cb 86 d6 f8 8f 91 04 ae
Additional records 0240 02 of do fc 16 27 fo b2
<Root>: type OPT 0250 bl 27 25 ed 38 10 55 7c

0260 a9 59 be dd b3 04 6f 81
0270 00 00 80 00 00 Oc 00 02
0280 75 00 00 00 18 @0 ff 00
0290 00 00 00 00 00 00 00 00
0220 a7 dd 92 79 e5 0a c@ 03
-

<Root>: type SIG, class ANY

() 7 Domain Name System (dns), 641 bytes Packets: 169 Profile: Default




Typical SRP Update Message Size

SRP’s adherence to the DNS Update general format introduces overhead
and can lead to larger SRP message sizes

Devices may register more services and/or addresses increasing msg size
o Matter multi-fabric (separate service per fabric/ecosystem)

Typical SRP message size: 400-1200 bytes
Can lead to increased traffic over constrained networks

o Registration by 10s or 100s of devices
o Triggered by synchronous events (e.g. Border Router restart)

Can we compress the SRP message?



SRP Coder

e On the client, encode an SRP message into
a compact, compressed format, reducing

the message size

e On the server, the received coded message
is decoded to reconstruct an exact replica

of the original message

©® © ® () openthread/srcjcorejnet/SRP X +
& G @ = github 44111 Ba%x ®©mpo ® @ 8 O i3
§ abtink [srp] introduce Srp::Coder @ v 49357ff - 3 months ago ) History
[ Files
¥ 49357ff - Preview | Code Blame 309 lines (227 loc) - 14.8 KB Rw O & 2 - =
Q Gotofile
— SRP Coder
> I doc 7 i i
This document specifies SRP coder used to encode an SRP message into a compact, compressed
> M etc format, reducing the message size. On the server, the received coded message can be decoded to
> MM examples reconstruct an exact replica of the original message.
> B include The SRP protocol uses DNS resource record format to convey information about registered services
> W script and host addresses. The use of these records and adherence to the DNS Update general format
> M s introduces overhead and can lead to larger SRP message sizes, which is undesirable for Thread
network. The SRP coder aims to optimize the message, resulting in much smaller messages
> I tests containing all the same information reducing overall protocol overhead.
> B third_party
> MM tools Compact Integer Format
> hy i 3 1 o
W zachyt + Works with unsigned integer of different length ( uint16 , uint32)
O clang-format « Number is encoded as one or more segment(s).
[ clang-tidy « Segments are one byte (8-bit) long except for the first segment which may have fewer bits (2-7
[ .code-spell-ignore bits).
O odeecuyl « First (MSB) bit in each segment is the “continuation bit" indicating whether there are more
segments to follow ( 1) or if it is the last segment ( 0 ).
.default-versic
DO defaiit-version « The remaining bits after the MSB provide the numerical uint bit values in big-endian order.
[ .gitattributes
[ gitignore Examples
0 e « Numbers less than (27) 128 are encoded as a single byte.
prettierrc « Numbers between 128 an - ,383 are encoded as two bytes.
D i Numbers b 128 and (2*14 - 1) 16,383 ded by
[J AUTHORS « Numbers between 16,384 up to (2421 - 1) 2,097,151 are encoded as three bytes.
[ BUILD.gn

[ CMakeLists.txt

[ CODE_OF_CONDUCT....

[ CONTRIBUTING.md

[ LICENSE

[) NoTICE

[ README.md

[ SECURITY.md

[ STYLE_GUIDE.md

DNS Name and Label Format

Label Dispatch
e 1 2 3 4 5 6 7 =]
| Type .. | . |

e 00 <6-bit len> : Standard label encoding, where the lower 6 bits indicate the label's length
(number of characters). This is followed by the label characters, totaling len in number.

e @1 <6-bit len> : Similar to the above, but the label begins with an underscore '_* . The len
value here doesn't include the underscore itself, which isn't explicitly encoded after the
dispatch byte.

« 10 <6-bit offset first seg> : This references a previously encoded label within the
message. The 6-bit value in the dispatch byte serves as the first segment of a compact uint

https://qgithub.com/openthread/openthread/pull/10606



https://github.com/openthread/openthread/pull/10606

openthread — less — 115x69

hread — less thub/ot-ns — -bash ... thubj/ot-n: -bash ... :
O er Xal I I e 00:00:22.139 [I] SrpClient: : Send msg, msg-id:@x0
00:00:22.139 [I] SrpClient HostInfo ToAdd —> Adding

[ oK ) A wireshark_caplure_dn‘ 00:00:22.139 [I] SrpClient————: Service ToAdd —> Adding, "1FF@4909193C1¢
- s . : » : 00:00:22.139 [I] SrpClient : Service ToAdd —> Adding, "8F@97FD118441¢
A .7 ® &= [€] Q @ = & 00:00:22.139 [1] SrpClient——: State ToUpdate —> Updating
- s S i — 00:00:22,139_ValidateTwoServicesWithSubtypeSameTxtData()
Matter example: 2 services & LI LI
No. Time Destination Sdlrce CodedMsg - len = 244 -
- e - 00 00 2C E0 DA AF E1 39 BO OF 32 00 09 E1 1F
12 1.915778000 fdo@:db9: : ff: fe@o: fc1l fdod?
I sene OB ~ 13 13 03~193CT6"E2 00 00 00 00 6C C0 75 61 C2
= | C1 00 E3 49 OF 00 AB 24 1F 08 53 49 49 3D 31 30

. » Frame 12: 737 bytes on wire (5896 bits), 737 bytes captu 30 30 08 53 41 49 3D 31 30 30 30 08 53 41 54 3D
Or|g|na| SRP message EXPORTED_PDU 34 30 30 30 03 54 3D 30 09 E1 8F 09 7F D1 18 44
10 46 00 00 00 00 B3 B3 DO 17 C2 C1 00 E3 49 4A

Transaction ID: @xeded | 00 AB 24 AB 94 81 68 (8 12 25 89 08 A6 AA 63 54
Flags: 0x2800 Dynamic update 71 B7 B5 E@ 02 6C B3 61 63 10 70 C0 @D B4 54 AE
Sanesti 5A 07 A2 B0 B9 56 3B 91 83 23 77 66 13 EE 1B DO
Prerequisites: 0 0C OE 91 0B D6 2C E1 45 69 9E AF 51 21 32 33 Bl
641 b tes it el 9A AD 85 B1 23 EC 88 E2 2B E9 96 9D 50 E2 D9 B§
y i i 20 C9 EA 00 74 EE 4E 64 SE C2 3F B1 3E 8C 13 7A
e F5 2D D7 62 8B 3A 43 93 OF A3 A8 D9 7C 1C 1F BE
. D0 E1 12 1C 42 8E 9B 1C D6 80 C8 35 D9 93 F2 A4
default.service.arpa: type SOA, class IN 41 A9 3B 64 2E 60 OA 15 B6 39 62 84 91 46 06 3C
Undates D9 30 10 14

_matter._tcp.default.service.arpa: type PTR, class

_18F@97FD118441046._sub._matter._tcp.default.servic pecodedMsg — len = 641

8F097FD118441046-00000000B3B3D017. _matter._tcp.defa 00 00 28 00 00 01 00 00 00 OD 00 02 07 64 65 66 swlsssweveesder
8F097FD118441046-00000000B3B3D017. _matter._tcp.defa 61 75 6C 74 07 73 65 72 76 69 63 65 04 61 72 70 ault.service.arp
8F097FD118441046-00000000B3B3D017. _matter._tcp.defa 61 00 00 06 00 01 07 S5F 6D 61 74 74 65 72 04 S5F @......_Matter._

_matter._tcp.default.service.arpa: type PTR, class 74 63 70 CO 0C 00 0C 00 01 00 00 1C 20 00 24 21 tePisisisas $!
_I1FF@4909193C16E2._sub._matter._tcp.default.servic 31 46 46 30 34 39 30 39 31 39 33 43 31 36 45 32 1FF@4909193C16E2
1FF04909193C16E2-000000006CCO7561. _matter._tcp.defa 2D 30 30 30 30 30 30 30 30 36 43 43 30 37 35 36 —000000006CCO756

1FF04909193C16E2-000000006CCO7561. _matter. tcp.defs 31 0 26 12 5F 49 31 46 46 30 34 39 30 39 31 39 1.&._I1FF0490919

1FF04909193C16E2-000000006CCO7561. matter. tcp.defa 33 43 31 36 45 32 04 5F 73 75 62 C0 26 00 OC 00

ncodae mesSsage DAAFF10F39B0QF32.d i : 01 00 00 1C 20 00 02 CO 3F CO 3F 00 FF 00 FF 00
.default.service.arpa: type ANY, cl

DAAFF10F39B0@F32.default.service.arpa: type AAAA, ¢ 00 00 00 00 00 Co 3F 00 21 00 01 00 00 1C 20 00

i ! 19 00 00 00 00 15 A4 10 44 41 41 46 46 31 30 46

DAAFF10F39B00F32.default.service.arpa: type KEY, cl 33 39 42 30 30 46 33 32 CO OC CO 3F 00 10 00 01

Additional records 20 00 1C 20 00 1F @8 53 49 49 3D 31 30 30 30 08
<Root>: type OPT 53 41 49 3D 31 30 3@ 30 08 53 41 54 3D 34 30 30 SAT=1000. SAT=400
244 b tes <Root>: type SIG, class ANY 30 03 54 3D 30 07 5F 6D 61 74 74 65 72 04 5F 74 0.T=0._matter._t
y 63 70 CO 0C 00 0C 00 01 00 00 1C 20 00 24 21 38 e $18

46 30 39 37 46 44 31 31 38 34 34 31 30 34 36 2D FO97FD118441046~
30 30 30 30 30 30 30 30 42 33 42 33 44 30 31 37 00000000B3B3D017

Co E5 12 5F 49 38 46 30 39 37 46 44 31 31 38 34 ..._I8FO97FD1184
() 7  Domain Name System (dns), 641 bytes 34 31 30 34 36 04 5F 73 75 62 Co ES5 00 0C 00 01 41046._sub......
~ 00 00 1C 20 00 02 Co FE Co FE 00 FF 00 FF 00 00 e e cesens

00 00 00 00 Co FE 00 21 00 01 00 00 1C 20 00 08

00 00 00 00 15 A4 CO A7 CO FE 00 10 00 01 00 00

2_4x SN Ia”er 1C 20 00 1F 08 53 49 49 3D 31 30 30 30 08 53 41 . ...SII=1000.5A
49 3D 31 30 30 30 08 53 41 54 3D 34 30 30 30 03  I=1000.SAT=4000.
54 3D 30 CO A7 00 FF 00 FF 00 00 00 00 00 00 (0 T=0.............
A7 A0 1C A0 M1 0A AR 1C 20 AR 1@ FD @A DF AD RF . ______ ____._.



> To better highlight efficiency, it might make sense to

SRP Coder Example exclude Key and Signature records, as they are not
compressible.
Matter example: 2 services > Recommend future extensions to SRP to allow

shorter key and signature sizes.
Original SRP message

641 bytes =175 bytes (KEY/SIG) + 466 bytes

Encoded message

244 bytes = 128 bytes (KEY/SIG) + 116 bytes

2.4x smaller 4x smaller



SRP Coded Format

Message Format

Header Block
Zero or more
Add/Remove Service Block(s)
Host Block
Footer Block

Each block begins with a “dispatch byte”

> Indicating the block type
> Bit flags to show which fields are elided
> Followed by encoded fields in the block

General Dispatch Byte Markers

Following the header, each subsequent block begins with a dispatch byte. The initial bits within a dispatch byte
designate its type:

* 00 : Add service
* 01 :Remove service
¢ 10 : Host

110 : Footer

Any unused/reserved bits in dispatch bytes MUST be set to zero during encoding and its value MUST be ignored during
decoding.

Add Service Block
Add Service Dispatch
[) 1 2 3 4 5 6 7 i
| © | @ | PT | ST | SUB | PRI | WGT | TXT |

PT flag (PTRTTL) - 0 : Elide PTR TTL (use default TTL from header), 1 : TTL encoded.
ST flag (SRV/TXT TTL) - @ : Elide SRV/TXT TLL (use default TTL from header), 1 :TTL encoded.
SuB flag (sub-type) - @ : No sub-types, 1 : Sub-types labels encoded.

PRI flag (priority) - @ : Elide priority (use zero), 1 : Priority encoded.

WGT flag (weight) - @ : Elide weight (use zero), 1 : Weight encoded.
TXT flag (TXT data) - @ : No TXT data (elided), 1: TXT data encoded.

Add Service Block Format

« "Add Service Dispatch" byte

« PTR TTL (if not elided)

« SRV/TXT TTL (if not elided)

« Service instance label

« Service name labels (excluding the domain name).

« SubType labels (if not elided) - A list of labels, terminated by an empty label (single 0xe0 byte).
* Port

« Priority (if not elided)

« Weight (if not elided)

« TXT Data block - if not elided.

TTLs, port, priority, and weight fields (when not elided) are encoded using the compact integer format.

https://qgithub.com/openthread/openthread/pull/10606



https://github.com/openthread/openthread/pull/10606

SRP Coder - Encoding Labels

Can refer to a previously encoded label in the msg

Commonly used labels encoded as a single byte
_udp, _tcp, _matter, ..

Generative patterns are encoded more efficiently

Host name
DAAFF10F39B0O0OF32
16-char ASCII hex representation of a 64-bit value

Service Instance
8F097FD118441046-00000000B3B3D017
“<16-char ASCII hex>-<16-char ASCIIl hex>"
(two 64-bit hex values separated by hyphen)

DNS Name and Label Format

Label Dispatch

e 1 2 3 4 5 6 7 @

| Type: ie | e |

e 00 <6-bit len>: Standard label encoding, where the lower 6 bits indicate the label's length
(number of characters). This is followed by the label characters, totaling len in number.

01 <6-bit len> : Similar to the above, but the label begins with an underscore '_' . The len
value here doesn't include the underscore itself, which isn't explicitly encoded after the
dispatch byte.

10 <6-bit offset first seg>: This references a previously encoded label within the
message. The 6-bit value in the dispatch byte serves as the first segment of a compact uint
representing the offset to that label. This offset must point to the label dispatch byte of the
previous label.

o Note: This mechanism applies to a single label only. Any subsequent labels are encoded
directly after the current one. This differs from traditional DNS pointer name compression,
where a pointer indicates that the remaining labels should be read from the specified
offset.

110 <5-bit code> : Commonly used constant labels. Codes are:
o 0: _udp

o 1: _tcp

_matter

2

o 3: _matterc
4: _matterd
Lid

hap

111 <5-bit code> : Commonly Used Generative Patterns
o @: <hex_value> - 16-character uppercase hexadecimal 64-bit value.
= Example: DAAFF10F39B0@F32
= Encoding: After the label dispatch byte, the 64-bit value is encoded as 8-byte binary
format (big-endian order).
o 1: <hex_value_l>-<hex_value_2> - Two 16-character uppercase hexadecimals,
separated by a hyphen -
= Example AABBCCDDEEFF0011-1122334455667788 .
= Encoding: After the label dispatch byte, the two 64-bit values are encoded (each as 8-
byte binary format big-endian).
o 2 :Subtype label _<char><hex_value> - starting with an underscore _, followed by a
single character <char>, ending with a 16-character uppercase hexadecimal 64-bit value
<hex_value> .
= Example: _TAA557733CCOOEE11
= Encoding: After the label dispatch byte, <char> is encoded as a single byte, followed
by the 8-byte big-endian binary representation of the 64-bit value <hex_value> .
o 3 :Subtype Label - same as the previous case.
= Encoding: Instead of directly encoding the 8-byte value, an offset pointing to an earlier
occurrence of the same byte sequence within the message is encoded. The offset is



OpenThread SRP Coder

Implementation of SRP Coder (encoder/decoder)

- Integrated with OT SRP client and server

- Standalone decoder (use with external server impl)
- Documentation of the protocol

- Extensive set of tests

https://github.com/openthread/openthread/pull/10606

Next Steps

e Adopt the SRP Coder in the Thread specification
(deploy and test)
e Open to a future IETF draft (assuming interest)

® © ® Q [slintroduce ‘Srp:Coder’ X +

€« > C M 25 github. /pull/10606 B «
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<> Code (® Issues 82 19 Pullrequests 45  0)) Discussions ( Actions [ Projects 1 © secur

[srp] introduce Srp: : Coder #10606

J9Nel abtink wants to merge 1 commit into openthread:main from abtink:srp/coder (0]

Q) Conversation 24 -0- Commits 1 [} Checks 103 Files changed 40

abtink commented on Aug 13 - edited + Member

This commit introduces Srp::Coder , to encode an SRP message into a compact, compressed format,
reducing the message size. On the server, the received coded message is decoded to reconstruct an exact
replica of the original message.

The SRP protocol uses DNS resource record format to convey information about registered services and host
addresses. The use of these records and adherence to the DNS Update general format introduces overhead
and can lead to larger SRP message sizes, which is undesirable for Thread network. The Srp::Coder aims to
optimize the message, resulting in much smaller messages containing all the same information reducing
overall protocol overhead.

This commit updates both SRP client and server implementations in OpenThread to utilize the SRP coder. New
APIs are added to control the behavior of the SRP client (whether it should prepare and send coded messages
or not). Additionally, public APIs are added to enable external SRP server implementations to utilize the
Srp::Coder for decoding received coded SRP messages.

This commit also includes extensive tests covering the behavior of the newly added Srp::Coder :

* A new unit test, test_srp_coder , is added to validate specific functions/methods of Srp::Coder .
* test_srp_server and test_srp_adv_proxy tests are updated to run all test cases twice: with and without
the use of the SRP coder.

« Similarly relevant tests/scripts/thread-cert/test_srp_x tests are updated to run twice, with and
without the coder on the client.

« New specific test cases are added in test_srp_server to validate the format of encoded messages,
covering various edge cases.

| pt's cansider the examnle from SPEC-1281 renresentina a tunical Matter device that's nart of two fahrics.


https://github.com/openthread/openthread/pull/10606
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Flags: ©x2800 Dynamic update

Zones: 1

Prerequisites: @

Updates: 13

Additional RRs: 2

Zone
default.service.arpa: type SOA, class IN

Updates
_matter._tcp.default.service.arpa: type PTR, class IN, 8F@97FD118441046-00000000B3B3D017. matter._tcp.defa
_I8F@97FD118441046._sub._matter._tcp.default.service.arpa: type PTR, class IN, 8F@97FD118441046-00000000B3
8F@97FD118441046-00000000B3B3D017._matter._tcp.default.service.arpa: type ANY, class ANY
8F@97FD118441046-00000000B3B3D017._matter._tcp.default.service.arpa: type SRV, class IN, priority @, weigh
8F@97FD118441046-00000000B3B3D017._matter._tcp.default.service.arpa: type TXT, class IN
_matter._tcp.default.service.arpa: type PTR, class IN, 1FF@04909193C16E2-000000006CCO7561. matter._tcp.defa
_I1FF@4909193C16E2._sub._matter._tcp.default.service.arpa: type PTR, class IN, 1FF@4909193C16E2-000000006C
1FF@4909193C16E2-000000006CCO7561. _matter._tcp.default.service.arpa: type ANY, class ANY
1FF@4909193C16E2-000000006CCO7561. matter._tcp.default.service.arpa: type SRV, class IN, priority @, weigh
1FF@4909193C16E2-000000006CCO7561. matter._tcp.default.service.arpa: type TXT, class IN
DAAFF10F39B@@F32.default.service.arpa: type ANY, class ANY
DAAFF10F39B00OF32.default.service.arpa: type AAAA, class IN, addr fdc5:d08a:4e98:3152:2852:6c12:754b:3094
DAAFF10F39B00OF32.default.service.arpa: type KEY, class IN

Additional records
<Root>: type OPT
<Root>: type SIG, class ANY



Distinguishing Coded Msg

The first 3 bytes (Header Block) can be
used to differentiate a coded message
from an SRP Update message:

- First two bytes encode message ID
(same as general DNS header)

- Coded message uses fixed pattern
as the 3rd byte to distinguish itself
from an SRP update message

Header Block

Header Dispatch

« The initial bits in dispatch byte are fixed to differentiate it from the general DNS header used in SRP
updates.

« Z flag (Zone)
o @ :Zone name is elided - use the default default.service.arpa .

o 1:Zone name is encoded within the message.

o T flag (Default TTL)
o @ :Default TTL is elided - use 7200 (2 hours).

o 1 :Default TTL is encoded in the message using compact integer format.
Distinguishing from SRP Update Message
An SRP Update message uses the following DNS Update header format (RFC2136 section 2.2):
AR ]
2 3 45

ab ol
o 1 2 3 456 7 8 9 01

| D |

|QR| Opcode | Z | RCODE |

The first 3 bytes can be used to differentiate a coded message from an SRP Update message. In the
coded message, the message ID is encoded in the first two bytes, similar to a general DNS header. The
fixed initial bit pattern in the header dispatch byte, when mapped to the DNS header, corresponds to QR
= 0, Opcode = 0b0101 = 5, with bit 5 also set. An SRP Update message also employs Opcode = 5 but
with zero flags ( Z ). Setting bit 5to 1 is used to identify a coded message.



