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* Diagnose ESP after IKE is established
 ESP packets do not share fate with IKE

* |IKE might succeed but ESP packets are
dropped

e Hard to detect and recover
e Data traffic i1s blackholed

secunet 02/11/24



* Diagnose ESP Blocked or Filtered
* Probing Multiple ESP Paths to same end point

* Probe Return Path
- ESP Is two unidirectional Security Associations
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e -04 new version of the I.D.
- fix IP-TFS subtype

- IKEv2 Notify: ENCRYPTED_PING_SUPPORTED
- Re-phrasing ot text.

* From hallway chats: there Is interest in this work
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Questions/Feedback?

Call for WG Adoption
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eth0: 192.0.1.126/25 eth0: 192.0.2.254/24
ethl: 192.0.1.252/25 ethl: 192.1.2.23/24

eth0: 192.0.1.254/25
eth0: 192.0.2.125/25 eth1l: 192.1.1.45/24

xfrm policy 192.0.2.125/25 <->192.0.2.0/24
xfrm state 192.1.2.23 <=> 192.1.2.45 SPI OXAABBCCDD

espping -s 0OXAABBCCDD -1 192.1.2.45 192 1.2.23
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* espping -s <size> -| <src ip> [--SpI <spi>] <dst ip>

e espping -1 192.1.2.23 —spi OXAABBCCDD 192.1.2.45
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IP Header ESP
Protocol 50 Next Header 144

AGGFRAG_PAYLOAD g,y type (2) ESP-ECHO-REQUEST

Echo Payload R Flag Data Length  Return Path SPI

|dentifier Sequence # Optional Data
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IP Header ESP
Protocol 50 Next Header 144

AGGFRAG_PAYLOAD g h_type (3) ESP-ECHO-RESPONSE

Echo Payload R Flag Data Length | Return Path SPI

|dentifier Sequence # Optional Data
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