S W S N SR P TYSYF S SR ST RYE SF SR SYUT WRYE SR SR SRt WS SRR SR SR WS WS S SR U WRge S
6 | Traffic Class | Flow Label |
e T et ik ot st st e S e e B e e e R Rl ik ok it ST S S
14 Minutes | 58 | 64 |

s T e Mk i rak s sk s s S S e e B e e e e B A B ah sk St sk 5

Florian: :Holzbauer, Markus::Maier, Johanna::Ullrich |
wiversitat 2 niversitat |
J wien wien

bbb o ook b b e m b ook bbb m bbb b b m b bbb b b=
f05: : IMC24 |

R SRS R ST T S TP AT ST YT SR TS SROT SR YT SR TpyS SPT TP RYE SR SPMS SR TP RYE R SRS S TP gt S
128 | 0 | Checksum |
S S S SN S N N N W T R N AU S A R R
Identifier | Sequence Number |
S S P AP F N S S T WEE S U S A i

. Destination Reachable:
. What ICMPv6 Error Messages Reveal
. About Their Sources

+-t-t+-+-+-

+ —F —+ — F —— + — + — +



RFC 4443

ICMPv6 (ICMP for IPv6
( ) e T e e L Tl L L o E T E T e

March 2006 .
| 6 | Traffic Class | Flow Label |
ICMPV6 is used by IPV6 nodes S TR R S SR S SRR RS TR RYE TR SRS S SR T SR OYE SRS UYL SRR SRS SRR TR UYL ST WOYE SRR St SO S oS
| Payload Length | 58 | 64 |

to report errors encountered
in processing packets,

and to perform other
internet-1layer

d-t-t-t-F -ttt -F -ttt -F -ttt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+
| 2001:db8:5ba::1

s sk s T e e e e S e ok ok T T S e S s sk st &
| 2001:db8:200: :random IID |
F-t-t-t-F -ttt -F -ttt -F -ttt -t -ttt -F-F-F-F-F-F-F-F-F-F-+-+-+

functions, such as
diagnostics (ICMPv6 "ping").

| 128 | 0 | Checksum |
ICMPV6 is an integral part F-t-t-t-F -ttt -F -ttt -F -ttt -t -ttt -F-F-F-F-F-F-F-F-F-F-+-+-+
| Identifier | Sequence Number |

of IPv6, and the base
protocol (all the messages

and behavior required by

this specification) MUST be | EChO RequeSt
fully implemented by every +-t-+-+-+-

IPv6 node.

+-t+-F-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+



https://datatracker.ietf.org/doc/html/rfc4443

Error
Message

Destination SHOULD

Unreachable

Packet Too
Big

Time
Exceeded

Parameter SHOULD

Problem

tot-d-t-d-t-d-t-d-t-dF-t-d-t-dF-t-F-F-d-t-F-t-F-t-F-t-F-F-F-F-F+-+-+
| 6 | Traffic Class |
S BN VS SN, RN UV S S, N USSR RO Y NN U N, N S S SN R T NS
| Payload Length
d-t-t-t-F -ttt -F -ttt -F -ttt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+

Flow Label

58 | 56

2001:db8:200:1000: : ab

+-t-F-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+-+

2001:db8:5ba: :1

+-t-F-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-- -t -F-F-F-F-F+-+-+-+

| 1

| 3

Checksum

+-t-F-+-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-- -t -F-F-F-F-F+-+-+-+

Identifier

Sequerice Number

+-t-F-F-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-- -ttt -F-F-F+-+-+-+

. Destination Unreachable

+ot-t-+-+-



tot-d-t-d-t-d-t-d-t-dF-t-d-t-dF-t-F-F-d-t-F-t-F-t-F-t-F-F-F-F-F+-+-+

— | 6 | Traffic Class | Flow Label |
Code | Description S TR R S SR S SRR RS TR RYE TR SRS S SR T SR OYE SRS UYL SRR SRS SRR TR UYL ST WOYE SRR St SO S oS

o Payl L h

0 No route to destination | ayload Lengt | = | = |
+-+-+-F-F-F-+-F-F-F-+-F-F-F-t-F-F-F-t-F-F-F-F-F-F-+-F-F+-+-+-+-+-+

1 Communication with | 2001:db8:200:1000: :ab |

destination +-+-+-+-+-+-+-+-+-+-+-+-+-F-+-F-+-F-F-F-F-F-F-+-F-F-F+-+-+-+-+-+-+
- - - e 2001:db8:5ba::1

administratively prohibited | |

et T e e e L P Sl Sl Sl S S S S o

Beyond scope of source address | 1 | 6 | Checksum |

et T e e e L P Sl Sl Sl S S S S o

Address unreachable | Identifier | Sequerice Number |

Port unreachable +-t-F-F-+-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-- -ttt -F-F-F+-+-+-+

Source address failed | DeStination UnreaChable

ingress/egress policy et m e

Reject route to destination




Routing
Loop!!

e T e e L Tl L L o E T E T e

| 6 | Traffic Class | Flow Label |
Error Level s ek A e S S e e e e e il S e e k. ok S F R S S
Message | Payload Length | 58 | 56 |

d-t-t-t-F -ttt -F -ttt -F -ttt -F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+
Destination SHOULD | 2001:db8:200:1000: : ab |
Unreachable s sk st T e S e e e Ik ok T I sk st S TR S S A S S S S e A

| 2001:db8:5ba::1 |
PaCketTOO +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Big | 3 | 0 | Checksum |

F-t-t-t-F -ttt -F -ttt -F -ttt -t -ttt -F-F-F-F-F-F-F-F-F-F-+-+-+
Time | Identifier | Sequence Number |
Exceeded s sk s T e S e e ok ok T e sk S e e S e e S A e A o
Parameter VMl | Time Exceeded

Problem e e




Periphery
Addresses

Error Messages in Measurements
- Edgy (Rye, 2020)

* ©64.8M Last-Hop Routers
- XMap (Li, 2021)

*  52M Routers + User
Equipment (15 ISP ranges)

tot-d-t-d-t-d-t-d-t-d-t-dt-t-d-t-dF-t-d -ttt -ttt -F-t-F-
| 6 | Traffic Class | Flow Label

S B VS S RO ANV T S, SO RV N N VSO M, R R S SN U S S N
| Payload Length | 58 | 56
s sk T T e e B sk ok T e sk Tl S S S S A S S A
| 2001:db8:200:1000: : ab

e sk st T e S B e R ik ok o I ks sk Sk T S S S S S S
| 2001:db8:5ba::1

s sk st T e e B e R sk ok T b sk T S S S S S S S S

+

-+

| 1,3 | Code | Checksum
s sk st T e e B e R sk ok T b sk T S S S S S S S S
| Identifier | Sequence Number

+-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-

. ICMPvV6 Error Message

+ot-t-+-+-

_+_

_+_

_+_

_+_

_+_

_+_

_+_

+ —F+ —F —+ — + — + — +



Our Goal:

Analyze ICMPV6 error messages
beyond their source addresses

S BN VS SN, RN UV S S, N USSR RO Y NN U N, N S S SN R T NS
| 6 | Traffic Class | Flow Label |
S BN VS S, RN YUY S S, N S S, RO Y S ST SN, N S S SN R T N S
| Payload Length 58 | 56 |
S BN VS SN, RN UV S S, N USSR RO Y NN U N, N S S SN R T NS
| 2001:db8:200:1000: : ab |
S BN VS SN, RN UV S S, N USSR RO Y NN U N, N S S SN R T NS
+
+
+

— +
+

-+

Our Contribution:

2001:db8:5ba::1 |

kT e o ik s e s S e k. sk (k st ST S S
1,3 | Code | Checksum |
-ttt -t-t-t-t-t-t-t-d-t-t-t-d-t-d-t-d-F-dF-F-d-F-F-F-F-F-F-+-+
Identifier | Sequence Number |

-ttt -t-t-t-t-t-t-t-d-t-t-t-d-t-d-t-d-F-d-F-d-F-F-F-F-F-F-+-+

1. Verification of error message

type & code usage and network
activity scans of 11 Billion IPv6
prefixes

2. Rate-limiting measurements | ICMPV6 Error Message
of 1.4M routers to

enumerate vendor defaults | .. Original Destination IP: 2001:db8:20@::random IID
& kernel versions bttt t-




What Do ICMPv6 Error Messages
Reveal About Their Sources?

2. Routers

ge5 iniversitat
- en
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Methods Overview

1. Controlled 2. Verification in the 3. IPvb-wide
Environment IPv6 Internet Measurements

g wiversitat

e wilen



Router Lab

Router / Router OS

Cisco XRy, I0S-XE, 10S

Juniper Junos

Huawei NetEngine

HPE VSR

Arista

VyOs

Mikrotik (2 Versions)

OpenWRT (2 Versions)

O (0 N OO U | D> lw | N |-

AL Typ  Firewall

1 PfSense

niversitat
wien 2

Fortigate

Valuable for further
reconnaissance

Routed
- A 0 K A
[active]
Routing Table S
2001:db8:<id>:1::/64 NetA
1

N

(<]

IP1
[assigned]

Routing Table
2001:db8:<id>:1::/48 RUT

Neighbor Table
2001:db8:8:1::1 IP1

6 routing

[inactive]

scenarios derived
from RFC 4443

*
.
''''''

-« .
. -
........

0 sbaresearch/router-lab



https://github.com/sbaresearch/router-lab

ReS u |t | : RO Ute r I_a b /Mikrotik / Forward chain in iptables
Scenario 1 - 3

S Active Inactive Active | Inactive Null Routing Classification
Network  Network Netw. AC.  Netw. ACl. Route Loop

No Route (52) 00 14 o1 o o 00 Ambiguous
Admin. Prohib. (S3,54) | o0 o0 L il ®5 ®3 00 Ambiguous
Addr. Unreach. (S1) e 14 00 00 00 o1 00 Ambiguous
Port Unreach. () o0 o0 ®3 °? o0 o0 Ambiguous
Failed Policy (S3,54) o0 o1 o1 °? o0 00 Ambiguous
Reject Route (S5) 00 00 00 00 o) 00 Inactive
Time Exceeded (S6) 00 00 00 00 00 e 15 Inactive
)} 3 o0 o/ e3 9 o0

() ... Expected Scenario RUTs may return Error messagesin S - Active

based on RFC 4443 multiple types in are classified as Inactive

a single scenario




Result I: Router Lab uniper

Scenario 1 - 3

Active Inactive Active Inactive Null Routing
Network  Network Netw. ACL  Netw.ACL Route Loop

Description

No Route (52)

Classification

Ambiguous

Admin. Prohib. (S3,54)
Addr. Unreach. (S1)

Ambiguous

Ambiguous

iversitat | delays of 2, 3 and 18 seconds, in S5
en it is returned immediately

Port Unreach. () o0 o0 ®3 °? o0 o0 Ambiguous
Failed Policy (S3,54) 00 o1 o1 °? 00 00 Ambiguous
Reject Route (S5) 00 00 00 00 o) 00 Inactive
Time Exceeded (S6) 00 00 00 00 00 e 15 Inactive
)} o] 00 o/ e3 e9 o0
Solution: RTTs! AU in S1 shows Error messagesins | Active
are classified as Inactive

11



Result I: Router Lab
Scenario 1 B s

S Active Inactive Active Inactive Null Routing Classification
Network  Network Netw. ACL  Netw.ACL Route Loop

No Route (52) 00 e 14 o1 o o 00 Ambiguous
Admin. Prohib. (S3,54) | o0 o0 L il ®5 ®3 00 Ambiguous
Addr. Unreach.grrsicec | © 14 o0 o0 o0 o0 00 Active
Addr. Unreach.grrcisec | ©0 o0 o0 o0 o1 o0 Inactive
Port Unreach. () 00 00 o3 o) 00 00 Ambiguous
Failed Policy (S3,54) o0 o1 o] °? o0 00 Ambiguous
Reject Route (S5) 00 00 00 00 ' W) 00 Inactive
Time Exceeded (S6) 00 00 00 00 00 e 15 Inactive
1) o1 o0 o4 o3 ®9 o0




Methods Overview

1. Controlled
Environment

g wiversitat

e wilen

2. Verification in the
IPv6 Internet

3. IPvb-wide
Measurements



BValue Steps

- Goal: Collect error messages for IPv6
networks known to be active and
inactive

- Starting point: hitlist addresses, for
which we know at least one responsive
assigned IP => BValue Steps

Network
: Bcwler@ <B32> Reject Route
< <B40> Reject Route Other
« 2001:db8::I1ID <B48> Reject Route Subnets
Subnet <B56> Reject Route
< Border

<B64> Addr Unreach > lsec

Vantage < <B72> Addr Unreach > lsec
Point
° : <B80-112> Addr Unreach > 1sec

< 2001:dbg:200: : 11p<B120> Addr Unreach > lsec
<B127> Echo Reply

Target .
Hitlist Address
Subnet

T

\

Original hitlist address:

2001:db8:1234:abcd:1234:abcd:1234:0101

Generated addresses:

B127
B120
B112
B104
B48
B40
B32

<original bits>
2001:db8:1234:abcd:1234:abcd:1234:0100
2001:db8:1234:abcd:1234:abcd:1234:01e8
2001 :db8:1234:abcd:1234:abcd:1234:6aal
2001:db8:1234:abcd:1234:abcd:1221:f38d

2001 :db8:abcd:5276:d080:ccd6:7fc3:311¢c
2001:db8:ab3e:3eb7:4c66:7f16:adeb5:2b3d
2001:db8:7438:221f:b244:476c:66bb:8dab

Applied to one hitlist address/subnet
per routed BGP prefix

47,923 pass ICMPv6 responsiveness
check
Active and inactive in 44% (ICMP)

<random bits>

14



Result II: BValue Steps

True
Positives 1.0 po=mmtaiieies SR P —
! . Vs
.". — — — — ==} .
labeled active labeled inactive d A= =& - = =0
Netw. o % Netw. o % 0 . 8 £ *
o | ICMPv6 17361 109  95.1% 471 11 4.6%| }f‘ I NR
z f ————
2 | TCP 14522 112 93.7% 620 12 7.4% | 0.6 ¢
= L A T I AP
UDP 12,490 82 56.2% IR 3,687 35 32.0% S S
e | ICMPvé 352 10 1.9%| 1,645 12 15.9% &) 0.4 E T -eo- AU
e | TCP 566 10 3.7%| 1,552 14  18.6% S + Y PU
< | upp 9377 91  42.2% 1455 7 12.6%1 "
2 | 1cMPve 537 13 2.9%] 8230 34  79.5% N 0.2 t ,‘ RR
§ TCP 405 8 2.6%| 6,191 26  74.0% ! 'l e TX
& | upp 337 12 1.5%| 6,396 49  55.4% 1 0.0F~
. | i | | 1 |
NOTE: o Standard deviation over five days.
O 4 8 12 16 20
RTT (s)

niversitat
wien




Methods Overview

1. Controlled 2. Verification in the 3. IPvb-wide
Environment IPv6 Internet Measurements

g wiversitat
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Result Ill: IPve-wide Measurements

38% of measured

networks \
Measured /64s 6,085,410,816 (100%) - e
Responsive \\1,368,371,825 (22.5%) " coK - : = l?:::;\;)insive :
Unresponsive 4,717,038,991 (77.5%) §

Responsive /64s /48s ?; 40K S I TR

Active 355,616,627 =26% 13.5% *

Ambiguous [ 209,970,342 = 15% 31% 20K

Inactive / 802,784,856 = 59% 55.5%

Q Q Q Q Q Q Q Q <
/ QQQ ’\’QQ @0 bQQ %QQ VQQ (90 (&0 <<<<<<
. . oF o+ SF St oF o S St o+
Atleast 1 /64 in 61% of /48 to /64 Suballocation Space
responsive networks YARRP % for
comparison

18



What Do ICMPv6 Error Messages
Reveal About Their Sources?

2. Routers

+ Active
O AUgTrs 1 sec
+ Inactive
O RR/ TX & AU RTT<1sec

L)) migﬁ rsitat

-




What Do ICMPv6 Error Messages
Reveal About Their Sources?

+ Active

O AUgrrs 1 sec
+ [nactive
O RR/ TX & AU RTT<1sec

L)) migﬁ rsitat

-




Methods Overview

1. Controlled
Environment

BS... Bucket Size

RI ... Refill Interval (ms)

S ... Refill Size

NR(t) ... Total error
messages over timespan t

ey niversitat
L wien

Linux

BSD

Regular Probing Interval over 10 seconds

o ZMap with request number in payload

= 100, 200, 1000 PPS =1 Packet every 10, 5and 1ms

- Extract Token/Bucket and Generic Rate Limiting Parameters
RS=1

A

R1=248ms
M
|
0 [ 1 1 1 1 | 1
© o) o) @ @ (o) o
@ @ o) 5] 5] IS,
— o~ m < [To] [(e]
I “H I HH I HH IH 1 1
© © o o o ©
5] e o o S IS,
| M < LN O
BS=RS=100

o o
(O] (O]
M~ [e0]
o o
(o] [}
r~ ©
Time (ms)

900 -

900 -

1000

1000

RI=1000ms

v

1100

1100 =

Token/Bucket

1200 -

i
(o]
(o]
(o]
—

1300 -

1300 =

1400 -

1400 =

1500 -

1500 =

21



esult I: Router Lab

Vendor Differences

Kernel Defaults

Router OS iTTL Delay Bucket Size Refill Interval (o) Refill Size # Error Messages Per
All AU TX NR AU X NR AU X NR AU TX NR AU Src
e | CISCORRVOU000 o1 ™ T0 0 T0 T.000 T.000 T.000 T T T 0 0 0
€ | CiscolOS 15.9 64 3 10 10 10 ~100 ~100 3,800* 1 1 10 ~105 ~105 22*
% CiscoCSR1000 17.03 64 3 10 10 10 ~100 ~100 3,000% 1 1 10 ~105 ~105 22%
2 | Juniper 17.1 64 2 52 12 12 ~1,000 10,000 10,000 52 12 12 ~520° 12 12
& | HPE VSR1000 64 3 co o0 * 00 oo * o0 oo * o0 oo *
2 | Huawei NE40 64 3 100- 8 / 1,000 1,000 / 100 8 / 1,000~ 88 /
200 1,100

Arista 4,28 64 3 fo5] o) o) o0
£ | wos13 64 3 6 250* 1 45+ v
% Mikrotik 6.48 64,255 3 6 1000 1 15 v
= | Mikrotik 7.7 64 3 6 250 1 45% v
‘E OpenWRT 19.07 64 3 6 250 1 45 v
jé’ OpenWRT 21.02 64 3 6 250* 1 45% v
= | ArubaOS 10.09 64 3 6 250" 1 45" v
'z ortigate /.2.

PfSense 2.6.0 64 3 100 1000 100 1000 |

~ ... Refill interval is less stable / ... The response type is not returned by the RUT. * ...Affected by the Neighbor Discovery Process. * ... /48 destination prefix; for other prefix sizes see Table 7 co ... RUT is either

wien

not rate-limited or > scanrate (tested up to 10K pps). ¢ ... Juniper’s Neighbor Discovery for hop limit 0 packets causes a 2-second delay also for TX.

Kernels: Linux , Wind River Linux and FreeBSD .

22



esult I: Router Lab

Token/Bucket (Default) Generic Rate || Global Rate || Peer-based

Router OS iTTL Delay Bucket Size Refill Interval (o) Refill Size # Error Messages Per
All AU TX NR AU X NR AU X NR AU TX NR AU Src

e | CiscoXRV9000 64 18 10 10 10 1,000 1,000 1,000 1 1 1 19 19 0*
€ | CiscolOS 15.9 64 3 10 10 10 ~100 ~100 3,800* 1 1 10 ~105 ~105 22*
E_ CiscoCSR1000 17.03 64 3 10 10 10 ~100 ~100 3,000% 1 1 10 ~105 ~105 22%
2 | Juniper 17.1 64 2 | 52 12 12 || ~1000 10,000 10,000 | 52 12 12 | | ~520° 12 12
E HPE VSR1000 64 3 ) 00 x oo ) * ) 3 ol oo co *

Huawei NE40 64 3 100- / 1,000 1,000 / 100 - / 1,000~ 88 /

200 n 1,100

Arista 4.28 64 3 ©0 ©o e} o
B | vwos 13 64 3 6 250" 1 45* v
% Mikrotik 6.48 64,255 3 6 1000 1 15 v
= | Mikrotik 7.7 64 3 6 250 1 45* v
‘f OpenWRT 19.07 64 3 6 250 1 45 v
jé’ OpenWRT 21.02 64 3 6 250* 1 45% v
£ | ArubaOS 10.09 64 3 6 250" 1 45" v
> | Fortigate 7.2.0 255 3 6 10 1 1000 v/

PfSense 2.6.0 64 3 100 1000 100 1000

~ ... Refill interval is less stable / ... The response type is not returned by the RUT. * ...Affected by the Neighbor Discovery Process. * ... /48 destination prefix; for other prefix sizes see Table 7 co ... RUT is either
not rate-limited or > scanrate (tested up to 10K pps). ¢ ... Juniper’s Neighbor Discovery for hop limit 0 packets causes a 2-second delay also for TX.

Kernels: Linux , Wind River Linux and FreeBSD .

23



Result |: Changes in the Kernel

Kernel Version Release IPv4 1Pv6 - Number Of error messages over 10
2.6.26-1-2 2008 15 15
3.16.0-4-6 2014 15 15 Se CO n d S
Linux 4.9.0-3-13 2016 15 15 . . . .
Lol e s = - Static and dynamic testing of the Linux
e o - -1 kernel shows a change for IPv6 in kernel
Netbsd 82 2020 1000 1000 .
version 4.
Three rate-limiting changes Global T2 Soufce-based T4
. A static sourcef‘ ICMPv6 rate
over time: Rate based token- Lol becomgs adaptive The global
. bucket i d A global fate to fhe dest. buck £ 50 i
1. Introduction of global sre- || mmitwicha | DS TC | andonised by
Based buc.:ke1.: sizp of y substracting
rate 50 is introfuced
Rate ™ T3 rand (1, 3)
2. Peer-based becomes
. : : 2014 2018 2020
adaptive to dest. prefix zlme?me . . . >
) ersions <318 <49 <510
3. Global bucket is R >z 419 10

randomized EOL 2017 2023 2026

25 niversitat
NG / Wlen




Methods Overview

« Extract SNMPv3 vendor labels for 476K IPv6 routers
(Albakour, 2021)

2. Verlflcat|on n o 50,952 exist in our tracerouting data, for which we can collect rate limit
the IPv6 Internet parameters

= requires: destination behind router, hop limit

1) Validate lab defaults

2) Extend lab defaults with new vendor-specific rate-limits

5 Lniversitat
Jwien 25



Result II: SNMPv3 Label Comparison

Huawei Lab

Huawei SNMPv3: 18,743
Cisco Lab

- Cisco SNMPv3: 17,143
Juniper Lab

- Juniper SNMPv3: 5,776
Linux Kernel Lab

- Mikrotik SNMPv3: 4,876
> Scanrate

CDF

i
Number of Error Messages

- Huawei labeled overlap lab - Majority of Juniper labeled is
default limited above measurement
- Cisco labeled match XRv and scanrate of 200pps
|OS lab defaults - Mikrotik matches Linux kernel
g5 iniversitat defaults

%

“wien




Methods Overview

3. IPv6-wide
Measurements

g0 Lniversitat
Jwien

- We collected rate-limits for 1.4M of the IPv6 routers
o 200 PPS, Time Exceeded, 10 seconds
o Centrality Score
= count the number of paths to a /48 destination a router is seen on
o Distance-based Matching

= Bin the number of responses for each second (T1,72,.T10) and compute
distance

= Match rate limiting parameters (Bucket Size, Refill Interval, Refill Size) for
rates within adaptive threshold (10 to 100 based on NR(10))

27



Result IlI; Rate Limit Matching

- Routers on multiple paths (green),
more distinguishable rate limits
o Cisco (18% I0S, 4.2% XRv)
= Requires AU to separate
|OS further
o Huawei (12.6% SNMPv3,
10.3% NE) rate-limits most

prominent
o 11.8% higher rate limits,
Juniper
- Periphery (purple)

o 83.4% Linux<4.9 or newer
version with small dest.

prefix sizes (less likely)
o 12.6% >4.19 with default

route

Bl 1,276,151 Centrality = 1

Cisco I0S/I0S XE -18.0% N 1 0% :
Double rate limit 4 13.2% NN O 4% B 120,831 Centrality > 1
Huawei - 12.6% [0 .3%
> Scanrate/o 200PPS + - 11.8% [ ©- 9%
Huawei NE { - 10.3% 0.3%
Nokia - 8:9% 0.:2%
New pattern A 8.0% 0.4%
Cisco IOS XR - 4:2 0.1% :
Linux (<4.9 or >=4.19;/97-/128) 3.9 I G 4
Linux (>=4.19;/0) A 2 :
FreeBSD/NetBSD A 1.7% Jo.
Linux (>=4.19;/1-/32) A 1.5% fo.
Extreme, Brocade, H3C, Cisco A 1.4% Jjo.
HP A 1.2% Jo.
Juniper 4 0.3% |0.0%
Fortinet Fortigate - 0.1% |0.0%
Linux (>=4.19;/33-/64) - 0.1% |0.0%
Adtran A 0.0% |0.0%
-20 0 20 40 60 80

Percentage of routers

28



What Do ICMPv6 Error Messages
Reveal About Their Sources?

+ Active + Centrality > 1:
O AUgrrs 1 soc o Vendors
+ |nactive + Centrality = 1:
o RR, TX & AUgtrc1sec o Kernel Version

ge5 iniversitat
- en
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Conclusion

- High share of ICMPv6 forwarding IPv6 networks that perform Neighbor Discovery and
return AUgrrs1cec

- Diagnose value of destination unreachable subcodes undermined through use for
filtering - e.g. No Route through Mikrotik, Address Unreachable by Juniper

o Diagnose value can be restored if router vendor is known or by monitoring RTTs
« Error Messages are no solution for all networks - 38% remain silent
- Rate-Limiting based vendor detection fills a gap

o SNMPv3 (Albakour, 2021) labels provide limited coverage
o LFP (Albakour, 2023) is only applicable to IPv4 (harmonization of Hop limits in IPv6)

o Time Exceeded unlikely to be disabled

o wien 31



Dr. Johanna Ullrich tot-d-t-d-t-d-t-dF-t-F-t-F-t-F-F-F-F-F-F-F-t-F-t-F-t-F-F-F-+-F+-+-+
| 6 | Traffic Class | Flow Label |
Ik T e e e Rl s Tk Ak s Tk ok S H S S S S S S A S S A
| Payload Length | 58 | 56 |
. o Ik T e e e  h s Ak s ok ok S ST SE S A S S A S A S S S S
ohanna.ullrich@univie.ac.at | 2001:db8:200:1000: : ab |
Ik T e e e  h s Ak s ok ok S ST SE S A S S A S A S S S S
Artifacts available: | 2001:db8:5ba: :1 I
et T T T S e At s Tk T S e e S e e e A e s ok &

sbaresearch/icmpv6-destination-reachable | 129,1,3 | Code | Checksum |
B B O S S O I ot O S s S OO G T S e O Tt S O o S

University of Vienna/SBA Research

| Identifier | Sequence Number |
tot-d-t-d-t-d-t-d-t-dF-t-d-t-dF-t-F-F-d-t-F-t-F-t-F-t-F-F-F-F-F+-+-+

. Questions?

‘ ' sbaresearch/router-lab

| .. Please set Typ and Code accordingly :)

+-dt-t-+-+-



mailto:florian.holzbauer@univie.ac.at
https://github.com/sbaresearch/icmpv6-destination-reachable
https://github.com/sbaresearch/router-lab
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