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» For MNA to be successful, it must be efficiently
Implementable in hardware

" Similar case: IPv6 EH

« Pl

7 i i:
de Y- - 0 : 7 Tec.
N lon Headel,lc 0, P
Header of death: security implications of IPv6 extension Ackets yiq,
headers to the open-source firewall

» Intel Tofino™ 2 as reference architecture for a s Gt e g
hardware switching ASIC
" Limited resources and operations with 400 Gb/s per port

Marlon 4. Naagas, Anaze] P, Gamilla

» If MNA works on P4 hardware MNA likely works on vendor ASICs
" We are doing research and do not build commercial MNA hardware

» P4-MNA
" Basic MPLS functionality: pop, swap, forward
" Process ISD MNA network actions in-scope at LSR (select, HBH)
" [] How does the implementation work?
" [] What are the capabilities of P4-MNA?
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» All relevant LSEs must be parsed before processing

» Network actions are executed through application of
match+action tables (MATS)
" 1 MAT per LSE in a NAS [] 16 MATs for 1 NAS
" LSE is matched according to opcode and NAL field in MAT
" More details in paper

» 16 MATSs fit into one pipeline iteration
" 2nd NAS present [] resubmit [] process 2nd NAS Ingress

1

» Implementation applies network actions at line rate

1. Performance evaluation: verify if MNA implementation applies
network actions at line rate

2. Use case evaluation: implemented draft-cx-mpls-mna-inband-pm-05

ISD Processing

MAT_NAS1_LSE_0

\

Match keys:
hdr.net_action_lse[0].opcode &
hdr.net_action_Ise[0]. NAL &
meta.already processed_lse[0]

Match fields

Action

Parameters

Opcode | NAL

already_

processed_Ise[0]

1 0 0 Ise_0_opcode_1_with 0 ad
1 7 0 Ise_0_opcode_1_with_7_ad
" 0 L
0 Ise 0 opcode 127 with 0 ad
0
0

Ise_0_opcode_127_with_7_ad

=4

Ingress control

MAT_NAS1_LSE16 ‘

—

-
{0} 1stNAS o
=== > nas?, "0
1 Apply <16 MATs ;
___________ i
S Resubmit _ _ _ _ _ _ __ i
1
1
1
1 @} 2nd NAS Drop on
05 > —> unknown =nob| S
1 Apply <16 MATs opcode?
----------- -
7 |
)5 yes
S
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Performance Evaluation

» Goal: Verify if P4-MNA can process two NAS in line speed

HOpcode=X, AD=0

Intel Tofino™

» Define dummy network action

running P4TG |—

100 Gb/s generated traffic

with MPLS stack

" ,Write arbitrary values into AD fields of Format B/C/D LSES"

Intel Tofino™ 2

—‘Lrunning P4-MNA

g

s

" [] Verifies that those network actions were applied

» Experiment setup
" Use PATG to send traffic to P4-MNA
" MPLS stack with 32 LSEs generated at 100 Gb/s

— Two NAS (select scope and HBH scope)
— A NAS contains 14 network actions

» Result
" Measured received traffic rate with PATG is equal to line rate v
" Verified content of AD in network actions using wireshark dissector v

D/ NANILA a No nt A0 a N /] a NFA a alalYa¥a
V1IN oo O vAw AR w ) w At 1o O N ;OO0 Ci C
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Traffic after processin
network actions
pcode=X, AD=1

Select-
scoped -
NAS

HBH-
scoped
NAS

@ Network action
processing

Layer 2 header

MPLS label

Format A

Selecle g rmat B

13 x Format C

MPLS label

Format A

Sl Format B

13 x Format C
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» Performance measurement (packet loss) with alternate-marking method|1]

» Concept
1. Send alternating colored batches of packets
— Color contained in HBH-scoped network action
2. LSRs count packets per flow per color
3. If color alternates [] send a message to the control plane

— Packet count of current color Packetloss Ap =Ry, — Ryg,
— Flow ID [ Control plane
] Layer 2 header ®
— Timestamp T ‘
_ 52 MPLS label A v Layer 2 header
4. Control plane correlates counters according to Packets
_ MPLS label B MPLS label B v/
tlmeStamp @ = = ={{BH %f - - =-HBH
Network Action Network Action

— Gets messages from all LSRs

Layer 3 header Layer 3 header

— Calculates packet loss between two LSRs

[1]: draft-cx-mpls-mna-inband-pm-05
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» Each ingress port of Tofino switch represents one LSR mgmss[—[_ }fi]
Ports
" LSRA/B/Cdrop 10% / 20% / 30% of traffic to simulate packet \Labem_,n Lf’iﬂ_,—@
loss on eachlnk 0000 Y k----
LabEI’{B
LER LSR B Network
(traffic SO} i
» SR-MPLS stack generator S == pipelie
" 3 forwarding labels A, B, C address different ingress ports (,LSRSs") Label C
— Popped by each ,LSR*" —meh
" AMM network action placed at bottom-of-stack (HBH scope)

Intel Tofino™ 2 running
PAMNA )

» 100 Gb/s traffic generation containing network action
with AMM for packet loss measurement [1]

FMT
MPLS label A ’
MPLS label B
. MPLS label C
> Evaluat|0n ] ] MPLS label = bSPL TC |S TTL A
" Measure packet loss using the AMM network action Opcode = 1 Data = 0 RIIHS|S|UINASL=1NAL=0 B
" Compare configured packet loss to measured packet loss Opcode = AMM Data = Flow_ID S|U FID L DNAL=0 C

[1]: draft-cx-mpls-mna-inband-pm-05
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» [] P4-MNA is capable of implementing custom network actions

TABLE 2. Calculated packet loss with the AMM network action.

Use Case Evaluation — Results

t
Generated |, op A LSR B LSR C
packets

Color A 99428430 89480744 71578591 50097501 Ingress/ [ §

Color B 102344240 | 92104327 | 73683350 | 51580316 N i ——)

Total 201772670 | 181585071 | 145261941 | 101677817 ‘Labe' A— - - - 1

Theoretical K

20177267 36317014.2 | 43578582.3
packet loss Label B
Calculated LER u LSR B Network
(traffic [ }{] ----- tion
packet loss 20187599 36323130 43584124 generator p ac -
A - - - -1 pipeline

with AMM PATE) P

Configured 0.1 0.2 0.3 souhe

loss rate I—ﬁ L22C oy

Calculated 0.1000 0.2000 0.3000 € ----

loss rate Qntel Tofino™ 2 running

with AMM PAMNA )/
Implementation Update on P4-MNA using ISD | Fabianlhle | IETF 121 Dublin 8



EBERHARD KARLS

UNIVERSITAT
TUBINGEN

» A NAS has a maximum size of 17 LSES|0]

]

1 LSE -
» Two NAS are in-scope at an LSR h
" Select-scoped NAS below top-of-stack forwarding label 17 LSE 4
" HBH-scoped NAS located deeper in the stack |
" [] 34 LSEs for NAS must be accommodated in hardware

< 16 LSEA
» RLD of P4-MNA: 51 LSE i
" Value results from the available resources in the ASIC 17 LSE-

" Parser must parse all LSEs until HBH-scoped NAS is found

— Resources must be allocated for those LSEs
" [] 34 LSEs reserved for NAS
" [117 LSEs remain to encode SR paths or select-scoped NAS for other nodes

— 1 top-of-stack forwarding label, 16 LSEs until HBH NAS is found
— Although not relevant to the current LSR, we have to parse them

The RLD of P4-MNA

Layer 2 header

MPLS label

Select NAS

Format A
Format B
<15 * Format C/D

parsed but
unprocessed
MPLS labels

'RLD
51LSE

HBH NAS
Format A
Format B

<15 * Format C/D

unparsed,
unprocessed
MPLS labels

[O]: draft-ietf-mpls-mna-hdr-08
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» Arrays are allocated in the P4 program for each LSE
encoding type
" Not just a ,stack of LSEs" but a ,stack of differently encoded
LSESs in different arrays*
" Fixed array size prior to runtime, cannot be changed dynamically
" Other hardware may be able to handle more LSEs or fewer LSEs

" Observation

— 16 LSEs for all other LSRs is not a lot given a maximum of 17 LSEs
per NAS

» Do network actions really require 17 LSEs in a NAS?
" Not the currently considered use cases
" Reduce the maximum supported size of NAS?

1 LSE -

17 LSE -

]

< 16 LSE-

17 LSEA

Impact of Maximum Supported NAS Size (1)

Layer 2 header

MPLS label

Select

NAS
Format A
Format B
<15 * Format C/D

parsed but
unprocessed
MPLS labels

'RLD

HBH

NAS
Format A
Format B
<15 * Format C/D

unparsed,
unprocessed
MPLS labels
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» Reducing the supported maximum size of a NAS leaves more room for other LSEs
" Either: reduce the supported maximum size of a NAS in the encoding []

" Or: signal the supported maximum size of a NAS []

1 LSE 1

17 LSE
RLD
LSE

< 16 LSE 4

17 LSE~

Maximum-sized NAS

Layer 2 header

MPLS label

Select

NAS
Format A, B
<15 * Format C/D

P ——

parsed but
unprocessed
MPLS labels

HBH

NAS
Format A, B
<15 * Format C/D

unparsed,
unprocessed
MPLS labels

_maxLSEs

select
NAS

b
maxLSEs

stack

i

maxLSEs

HBH
NAS

-

r
- mm = .

Reduced NAS

Layer 2 header

MPLS label

Select

NAS
Format A, B
<6 * Format C/D

parsed but
unprocessed
MPLS labels

- e wm mm mm m owm

HBH

NAS
Format A, B
< 8 * Format C/D

unparsed,
unprocessed
MPLS labels

Impact of Maximum Supported NAS Size (2)

}1 LSE

-8 LSE

r< 32 LSE

- 10 LSE
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» .The node responsible for selecting a path through the MPLS network needs to know and
consider the MNA-capabilities and RLD of the transit nodes [...][0].”

» [] What exactly are the ,MNA-capabilities"?

Maximum-sized NAS Reduced NAS
» Proposal: Include supported sizes of NAS Layer 2 header Layer 2 header
Into signaling [ 1ise *[ MPLS label MPLS label }1 LSE
lect Select ) [[Select NAS
- maXLSESi;ZC and maxLSEs:jg 17 LSE 4 For[r:lﬁ\ti, - _maxLSEs’SVjZCt* < 6F:)|r:matA:[ (B:/D -8 LSE
RLD < 15 * Format C/D rL—=2 1 omna 14
51 LSE . § i |
I parsed but ; ol parsed but !
<16LSE{' unprocessed 1 {ma&LSES ., 1! unprocessed |t<32LSE
» [] Legacy hardware is not required to | MPLSlabels | SEE ke SR
HBH .
allocate 34 LSEs for NAS NAS ——([BA  NAS )
17 LSEA F(irmatA, B rmaxLSEsNAS ’ el L 10 LSE
i <15 * Format C/D ) i <8 *Format C/D )
' unparsed, ' unparsed,
: unprocessed | : unprocessed |
1 MPLS labels 1 MPLS labels

[0]: draft-ietf-mpls-mna-hdr-08
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Conclusion

» Successfully implemented the MNA framework using ISD in P4 on hardware with 400 Gb/s
line speed
" RLD of 51 LSEs containing up to 32 network actions
" Implemented placeholder network actions to verify if actions are applied in line rate
" Implemented and evaluated packet loss measurement using AMM

» Proposal to include the maximum supported size of NAS into signaling
" Allows LSRs to support smaller NAS facilitating integration of less powerful hardware

» Future Work
" Evaluate a PSD implementation
" Implement more network actions

» GitHub: O https://github.com/uni-tue-kn/P4-MNA
» Preprint: https://arxiv.org/abs/2410.20400
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Questions?

THANK YOU
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BACKUP SLIDES
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ISD Parsing

» Challenge: MNA header encoding is complex!
" Parser in P4 is a simple finite state machine
" Dynamic structure of different encodings requires a lot of states and transitions

» Solution: Parse all Format D LSEs as Format C LSEs using the NASL field
" NAL field not used during parsing
" Semantics between Format C and Format D are lost!

— [ restored later during pipeline processing using NAL field
Original NAS

MPLS label = bSPL

Opcode, NASL = 4, NAL =1

Data
Opcode, NAL=1

Data

Parsed NAS
MPLS label = bSPL
Opcode, NASL = 4, NAL =1
Parsing Opcode, NAL = *
>

O U 0 U @ »<%

Opcode, NAL=0

Opcode, NAL=1

Opcode, NAL = *

Opcode, NAL=0
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ISD Processing — Restoring Semantics

» Network actions executed through application of
match+action tables (MATS)
" 1 MAT per LSE in a NAS [] 16 MATs for 1 NAS

" Matches opcode, NAL, already processed
metadata field

" MAT holds up to 8 entries per opcode
— Accessing different number of AD LSEs

» Semantics between Format B/C and D were lost
during parsing
" They are restored using MATs and the NAL field

® Match first LSE with action and
corresponding number of AD LSEs

® Execute matched action
i. Access first LSE index as Format B
ii. Access all other LSEs indices as Format D
iii. Mark all accessed LSEs as already processed

® Second LSE is marked as already processed
and does not match again!

Parsed NAS

Ingress control

MPLS label = bSPL

Opcode=X,NASL,NAL=1

Opcode, NAL =*

Opcode =Y, NAL=1

Opcode, NAL =*

O O O O W r-=

Opcode, NAL=0

A A () \
Match fields Action
already_
Opcode | NAL processed Ise[0]
X 1 0 Ise_0_opcode X_with_1_ad
0 /
0 v

action Ise_0_opcode_X_with_1_ad:

access nasl_lse[0] (Format B), set already_processed_lIse[0] = 1
access nasl_Ise[l] (Format D), set already_processed_lse[1] =1

¥

Match fields

\

already

Opcode | NAL processed_Ise[1]

0

0

0

v Match in MAT 3£ No match in MAT
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AN i@ EERE QeEF IS = aaqaqF AN 6 mMORRE QesEF SIE = qeaFE
[N ][mna |I|mna
No. e source Destination Riniozelylenaiini No. Time Source Destination Protocal Lengtt Info
Slelomiiiin Ll UDP 116 50081 —~ 50083 Ler 6 3.657926.. 10.0.1.1 10.0.2.2 UDP 116 50081 — 50083 Len
7 3.657948.. 10.0.1.1 10.0.2.2 UDP 92 50081 — 50083 Len

L]

» Frame 6: 116 bytes on wire (928 bits),

» Ethernet II, Src: Mellanox_67:cb:la (98:03:9b:67:c5:1a),
~ MPLS Stack
» MPLS Forwarding Label 503§
» NAS Select, Length: 3
+» MPLS Forwarding Label 60
~ NAS HBH, Length: 4
+ MNA bSPL NAS Indicator
» MNA NAS Initial Opcode LSE, Opcode: 64 Data: 0

r MNA NAS Subsequent Opcode LSE, Opcode: 64 Datal: 2 Data2: o]
=~ MNA NAS Ancillary data LSE

1 = Constant: 1

.000 0OBO AOBE AORE AORE BO6. = Datal: ©

.0 .... .... = Bottom_of Stach:

i e e e e 0000 0000 = Dataz| ©
» MNA NAS Subsequent Opcode LSE, Opcode: 64 Datal: Z Dataz2: |@
» MNA NAS Subsequent Opcode LSE, Opcode: 64 Datal: 2 DataZ2: |0

+» MPLS Forwarding Label 70
+ Internet Protocol Version 4, Src: 10.0.1.1, Dst: 10.0.2.2

» User Datagram Protocol, Src Port: 50081, Dst Port: 50083
» Data (18 bytes)

» [] Network actions were applied!

116 bytes captured (928 bits) or
Dst: Mellanox_

-

7 3.657948.. 10.6.1.1

92 50081 — 50083 Ler

v+ Frame 7: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on i
v+ Ethernet II, Src: Mellanox_67:cbh:la (98:03:9b:67:c5:1a), Dst: Mellanox_

MPLS Stack
v+ MPLS Forwarding Label 60

- NAS HBH, Length: 4
» MNA bSPL NAS Indicator
+ MNA NAS Initial Opcode LSE, Opcode: 64 Data: 0
+ MNA NAS Subsequent Opcode LSE, Opcode: 64 Datal: 2 Data2:|1
= MNA NAS Ancillary data LSE
1. . it i i iiis i saas aaas waa.. = Constant: 1
000 DEEE 00RO ODOE OOGE 00O, Datal: ©
.0 Bottom of
Dataz: |120
Datal: 2 Dataz2:|1
Datal: 2 Data2:|1

Stack: |o

Ciaa aaas aaas e 0111 1000 =
+ MNA NAS Subsequent Opcode LSE, Opcode: 64
» MNA NAS Subsequent Opcode LSE, Opcode: 64
v+ MPLS Forwarding Label 70
+ Internet Protocol Version 4, Src: 10.6.1.1, Dst: 16.0.2.2

v User Datagram Protocol, Src Port: 50081, Dst Port: 50083
» Data (18 bytes)
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Evaluation - AMM Overhead

FMT

» 12 bytes required to encode AMM
" 1 Format ALSE
" 1 Format B LSE
" 1 Format C (AMM) LSE

» Depending on RLD of LSR, a HBH copy must be placed
in the stack
" 24 bytes of overhead

» Maximum throughput at ingress LER reduced
" 400 Gb/s of traffic + 12 bytes overhead leads to packet loss

" How much ingress traffic is possible at ingress without
packet loss?

» Not related to P4-MNA but to the MNA design!

—~

MPLS label A
MPLS label B
MPLS | MPLS label C
Stack MPLS label = bSPL TC |s TTL A
NAS
Opcode =1 Data =0 R|IHS|S|U|NASL=1NAL=0 B
Opcode = AMM Data = Flow_ID S|U|FID|LIDNAL=0 C
4001 &
390+
¥380-
o)
2 3701
afd
_2-360-
S'350-
e
= 340- —4— No AMM
330- —o— 1 NAS
—v— 2 NAS
320- T T T T T T
122 314 570 1082 1338 1558

Frame size (bytes)
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