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The closed loop analogy

Industrial Feedback Controller Autonomic Network

Minimize human interaction



(Data) Quality in / (Model) Quality out

Can we 
automatically 
ASSESS data-
model quality 
interaction? 

How?

Use this to 
correct for 
low quality 

data / 
optimize data 

quality

Data

ML Model

DQ is 
multifaceted

accuracy, 
completeness, 

validity, timeliness, 
consistency, 
correctness, 
uniqueness, 
reliability, …



(Data) Quality in / (Model) Quality out

ML 
prespective:

DQ defined as 
“the best 

training data 
to optimize 

model 
performance”  

Data

ML Model

UGR’16
Performance 
defined as “the 
most accurate 
identification of 

traffic 
anomalies” 
(perceived) 

[1] Macia-Fernandez, G., Camacho, J., Magan-Carrion, R., Garcia-Teodoro, P., Theron, R. UGR‘16: A new dataset for the evaluation of cyclostationarity-based 
network IDSs. Computers & Security 2018, 73, 411–424.
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UGR’16



Our Goal challenges
for autonomic 

optimization of data 
quality using a

benchmark
for anomaly detection:

the UGR’16 dataset, 
where

perceived 
detection 

performance
is the goal

BOOM!

Understand



Automate the ML PIPELINE
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Camacho, J., Rodríguez-Gómez, R. Data quality tools to optimize an anomaly detection benchmark. Submitted to Data, 2024.



Observation
space

Data 
cleaning & 
labelling

Data cleaning Labelling  +0.2 AUC

ML Method  +0.03 AUC



UGR’16v1 UGR’16v2
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Observation
space

Feature
engineering

Feature Engineering  +0.1 AUC

ML Method  +0.01 AUC
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“ML 
performance 

depends on all 
pipeline steps”

“NMRG to reflect on 
the entire pipeline 
for representative 

case studies”

“Good 
understanding of

the impact in 
performance”

- TAKEAWAYs



MATERIALS
Some related materials you can freely use:

● The original UGR’16: https://nesg.ugr.es/nesg-ugr16/

● New datasets, tutorials & code: 
https://codas.ugr.es/animalicos/en/results

● A Data Analysis as a Service (DAaaS): 
https://codas.ugr.es/animalicos/en/daaas

● Video tutorials for the DAaaS: 
https://www.youtube.com/@TheCoDaSLab

● Software tools: https://github.com/CoDaSLab

https://nesg.ugr.es/nesg-ugr16/
https://codas.ugr.es/animalicos/en/results
https://codas.ugr.es/animalicos/en/daaas
https://www.youtube.com/@TheCoDaSLab
https://github.com/CoDaSLab
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