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The closed loop analogy
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(Data) Quality in / (Model) Quality out
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(Data) Quality in / (Model) Quality out

ML
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[1] Macia-Fernandez, G., Camacho, J., Magan-Carrion, R., Garcia-Teodoro, P., Theron, R. UGR‘16: A new dataset for the evaluation of cyclostationarity-based
network IDSs. Computers & Security 2018, 73, 411-424.
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TABLE IV

FEATURES OF THE CALIBRATION AND THE TEST SETS.

Feature

Calibration

Test

Capture start
Capture end
Attacks start
Attacks end
Number of files
Size (compressed)
# Connections

10:52h 03/18/2016
18:27h 06/26/2016
N/A

13:43h 07/27/2016
09:27h 08/29/2016
00:00h 07/28/2016
12:00h 08/09/2016
6
55GB
= 3,900M

Victim network V;

Vic‘ttm networks V5, V,, V,

Fig. 3 — Topology of the network.
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Automate the ML PIPELINE
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TABLE I
UGR™16 DATASET VARIANTS.

Label Training Type of flows  Anonymized flows

UGR’16vl  March to June  Unidirectional No
UGR’16v2  March to May  Unidirectional No
UGR’16v3  March to May  Bidirectional Yes
UGR’16v4  March to May  Unidirectional Yes

PRE- ML MODEL
PROCESSING TRAINING EVALUATION

Feature ML choice Validation
engijneering (test /7 ACV)
Meta-par.

Data optimization Data

cleanjng labelling

Data
Iabelling Maintenanece

INTERPRET
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Feature
Space

Camacho, J., Rodriguez-Gémez, R. Data quality tools to optimize an anomaly detection benchmark. Submitted to Data, 2024.




TABLE 11
UGR’16 DATASET VARIANTS.

Label Training Type of flows Anonymized flows Data

UGR’16vl  March to June  Unidirectional No cleaning &
UGR’16v2  March to May  Unidirectional No labelling
UGR'lovs  March to May — Bidirectional Yes

UGR’16v4  March to May  Unidirectional Yes
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TABLE II Training
UGR’ 16 DATASET VARIANTS.

Label Training Type of flows Anonymized flows

UGR’16vl  March to June  Unidirectional No
UGR’16v2  March to May  Unidirectional No
UGR’16v3  March to May  Bidirectional
UGR’16v4  March to May  Unidirectional

]

dport_irc

Feature ML detection pattern L -l

Time
space UGRIGVI UGRIGV2 AN
UGR'Iv2

dport_irc
dport_telnet

sport_mds

U-Squared
U-Squared

dport_irc
| | sport_irc

1 1 +
1' | rllr i e | 5 E
1

60 80 100 120 ’ 20 40 60 80 100 120 El

Features Features
= .

]
]
]
]

T

]
]

(a) (b)
Pos Neg Pos

Figure 2. Comparison of U-Squared statistics for the NERISBOTNET attack using as a reference (a) Ttest p_value = 0.47 (b) Ttest p_value < 0.01
UGR'16v1 (a) and UGR'16v2 (b).




TABLE II
UGR’ 16 DATASET VARIANTS.

Feature
engijneering

Label Training Type of flows Anonymized flows

UGR’16v]l  March to June  Unidirectional No
UGR’16v2 _ March to Mav____Unidirectional No Observatio
UGR’16v3  March to May  Bidirectional Yes
UGR’16v4  March to May  Unidirectional Yes Space
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TABLE II
UGR’ 16 DATASET VARIANTS.

reaturne 20000
engijneering

Label Training Type of flows Anonymized flows

UGR’16v]l  March to June  Unidirectional
UGR’16v2 _ March to Mav___ Unidirectional
UGR’16v3  March to May  Bidirectional
UGR’16v4  March to May  Unidirectional
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Figure 6. Comparison of U-Squared statistics for the DOS attack using as a reference UGR"16v3 (a) Ttest p_value < 0.01
and UGR'16v4 (b).




TABLE IV

FEATURES OF THE CALIBRATION AND THE TEST SETS.

Feature Calibration

Test

Capture start 10:52h 03/18/2016
Capture end 18:27h 06/26/2016
Attacks start

Attacks end

Number of files

Size (compressed)

# Connections

13:43h 07/27/2016
09:27h 08/29/2016
00:00h 07/28/2016
12:00h 08/09/2016
6
55GB
~ 3,900M
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“ML
performanece
depends on all
pipeline steps”

“NMRG tO reflect on
the entire pipeline
for representative
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the impact in
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MATERIALS

Some related materials you can Pr'eely use:

©  The original UGR'IG: https://hesgugres/nesg-ugric/
«  New datasets, tutorials & code:

A Data Anadlysis as a Service (DAcaS):

bﬁpaz@dasu%ﬁﬁslammahc&sﬁmﬁaaas

Video tutorials for the DAaas:
Software tools: bﬁpiligjibu]@gam@lzaﬂ_dg



https://nesg.ugr.es/nesg-ugr16/
https://codas.ugr.es/animalicos/en/results
https://codas.ugr.es/animalicos/en/daaas
https://www.youtube.com/@TheCoDaSLab
https://github.com/CoDaSLab

ACKNOWLEDGEMENTS: This work was c,:uPPor+ed Iay the Agencia Estatal de
Invec,:+igacién in SPain, MCIN/AEI/ 1013039/5 010001033, 3ran+ No PID202.0-

I34-G2.RB-100
= 4

AGENCIA
ESTATAL DE
INVESTIGACION

@ THANKS

PROF. JOSE CAMACHD ¢
JOSECAMACHO@UGH..ES N
COMPUTATIONAL DATA SCIENCE LABORATORY (CODAS Lap) ~ SemPeetiensipace

CREDITS: This presentation template woas created Iay Shdesao mc\udlng icons Iay
Flaticon, and mPOﬁraPhncs % images Iay Freepik and illustrations on Stories

Please keep this slide For attribution



http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
https://stories.freepik.com/bro/?utm_source=slidesgo_template&utm_medium=referral-link&utm_campaign=sg_resources&utm_content=stories#CC1D2D

	Data and Model Quality
	The closed loop analogy
	(Data) Quality in / (Model) Quality out
	(Data) Quality in / (Model) Quality out
	UGR’16
	Our Goal
	Automate the ML PIPELINE
	Número de diapositiva 8
	Número de diapositiva 9
	Número de diapositiva 10
	Número de diapositiva 11
	Número de diapositiva 12
	Número de diapositiva 13
	“ML performance depends on all pipeline steps”
	MATERIALS
	THANKS

