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Benefits of a SCION Connection

a Security: Authenticated control plane and resilience
against path hijacks.

Stability: Native multipath capability at the network level
é with rapid path failover ensures high stability despite
occasional path failures.

a Control: Path-awareness for end hosts enables

a application-specific path control and optimization
E.g., possibility for traffic geofencing determined by the sender

_i_ Protection: Hidden paths and sender-based path
h selection increase protection against DDoS attacks.

fen,. Performance: SCION applications can select the best
/A paths based on latency, bandwidth, loss, or jitter.
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Deployment Challenges
< Disruptive technology: potential risk for incumbents

*

*

% RFC 9049 analyses obstacles to deployment in relation to Path
Aware Networking approaches

SCION Overview draft (draft-dekater-panrg-scion-overview-06)
also mentions this in Section “1.2.2.1. Avoiding Pitfalls”
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*
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% Our take: Several circular dependencies complicate deployment
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There are two Global SCION Deployments:

< SCIONLab % SCION Production Network

» Global SCION research testbed: > Not an overlay! BGP-free
https://www.scionlab.org global communication = \REE

> Runs as an overlay on > Fault independent from BGP
today’s Internet » Deployment with ISPs

> Open to everyone: create and > First global public secure
connect own AS within minutes communication network

» Deployed 35+ permanent ASes > cf. Fritz Steinmann (SIX):
worldwide, 600+ user ASes “SCION Deployment

» Kwon et al., “SCIONLab: A Experience: the Secure Swiss
Next-Generation Internet Finance Network (SSFN)”,
Testbed”, ICNP 2020 PANRG, IETF118
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Virtuous Cycle: Proposal to Reach Escape Velocity
% Observation: adoption fuels more adoption

Increased
Number of

Users
Supported
Increased ¢> Increased
ISP Application
Deployment % Support
@ Increased <:J

Traffic
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SCION Research and Education Network:
Priming the Virtuous Cycle

Goal: Provide universities and research institutes access to the
SCION Production Network

With the initial SCION research and education network, around
1/4 million users now have native SCION connectivity

Initial institutions: BRIDGES/GMU/Internet2, CityUHK,
Demokritos, ETH, GEANT, KAUST, KISTI, Korea University, NUS,
OvGU Magdeburg, Princeton, SEC, SIDN, SWITCH, UFMS, U of
Virginia, WACREN, ...

Applications with 4% user base at Universities will see 10’000
users with native SCION access

Once applications deploy, traffic increases, setting the cycle in
motion ...
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SCION Research and Education Network

% Main networks providing connectivity: GEANT, Kreonet, Internet2,

SWITCH
> All links are L2 based (i.e. independent of BGP)
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SCION @ GEANT

< GEANT members (NRENs) can establish SCION link by requesting a
GEANT Plus (L2) circuit to one of 3 SCION PoPs (GVA, FRA, PAR)

= : < ' Internal services info My Services Ne Bratislava - Slovakia (SANET) “le communication
GEANT ™ Brazil - RedCLARA

Brussels - Belgium (Belnet)
Bucharest - Romania (RoEduNet)

Request a GEANT Plus CircUsudapest- Hungary (NI
CANARIE - Canada

This form is to recuest a peint to point GEANT Plus
Copenhagen - Denmark (NORDUnet)

* Please complete one request form for each § Cyprus (CYNET) on as possible in
advance. Missing infarmation can also be su| Dublin - Ireland (HEAnet)
ESNET - US

* PoP and NREN A must be a GEANT NREN bu Frankfurt - Germany (DFN) . As such, when an

NREN is selected for PoP A, information held must be manuall
> ‘ GEANT anualy

GEANT Open Exchange - London
* For any questions or issues, please contact: | GEANT Open Exchange - London
Geneva - SCION Router 2
Geneva - Switzerland (CERN)
Please complete these m{ Geneva - Switzerland (SWITCH)
Hamburg - Germany (DFN)
Internet2 - US

PoP A (Source) v

completed.

NREN

Is PoP B (Destination) a
GEANT NREN?

PoP B (Destination) hd

14 www.geant.org
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SCION @ Kreonet

DJ: Daejeon / Seoul
HK: Hong Kong

SG: Singapore
AMS: Amsterdam

ens1fl ens1fo g?f;gg:laege
Netherlight fe80::2:0:3e:1304 fe80::2:0:3e:1303 )
SCION@KAMS KREONET SCION@KCHG
GEANT ‘ a a
71-2:0:3e 71-2:0:3f

eno5.1304
fe80:51e5:14

SCION@FRA1

eno5.1306

—

KISTI@CHG SCION@KSTL

fe80:51e5:16  GEANT@AMS 71-2:0:40
-E A
eno5.1303 ) doe N
fe80:51e5:13 7 enp4s0f1 enp4s0f0 "4,
SCION@PAR1 - fe80:2:0:3d:1306 fe80::2:0:3d:1305 KISTI@D) KISTI@STL
eno5.1305
fe80:51e5:15 GEANT@LO SCION@KHK
SingAREN \ 71-2:0:3¢
A
. )
R/
s KISTI@HK
) ' )
Nl %
\
SOE-1 SOE-2
LEGEND

w=Circuit 1: VLAN 1303 PAR to KISTIQAMS
s Circuit 2: VLAN 1304 FRA to KISTIQAMS
e Circuit 3: VLAN 1305 PAR to KISTI@SG
mCircuit 4: VLAN 1306 FRA to KISTI@SG

= Kreonet facilitates SCION connectivity in both
directions around the globe: Europe <> Asia <> US <> Europe
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SCIERA Multipoint VLANSs:

e SCIERAVLAN A
e SCIERAVLAN B
* SCIERAVLANC

1900

1605
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SWITCH

SCION-based Science DMZ

Improving performance and authentication of large data flows

SWITCHIan SCION Access

More security, reliability and control: SWITCHlan SCION access provides the
best conditions for ensuring that your data is only transferred to the parts of
theinternetthatyouwantit to reach.

The secure internetarchitecture of the nextgeneration High degree of reliability
SCION's architecture give:

nted from
efix hijacking, What is m
sk of exposure to distribu

tacks through

SCION (Scalability, Control, and Isolation On Next-Generation Networks) is a future internet
architecture already available today to Swiss higher education institutions. A SCION connection
combines the security, reliability and control of private networks with the flexibility of the public
internet. The technology was developed at the Swiss Federal Institute of Technology (ETH) in Zurich.
SWITCH has been supporting SCION’s development at ETH Zurich since 2015.

cerns not onl
so aspects of the tra

upgrade. SCION (Scalability

OVERVIEW

ved congestion control and acknowl

Z combines the traditional
the additional guarantees provided by
entication of every data packet, even atfine
e high performance of Lightr
raditional IP firewalls when reaching

0 Gigabits per second, PROPOSED APPROACH

usion detection systems and fire
nsable in the detection and preventi
ternet environment. Unfortun

vantages well a5 an efficient implementation bypa

s0 provides full path control and e
the SCION network.

me indis

e of attacks

ntegrated into your exi
ing high performance for the SCON
ur Science DMZ. @

n: SWITCHlan SCION 2

cks such as prefix hij

ms). The path wit
rol of SCION, meanin

be used there.
e high ral of data tran:

performance computing
efits. One way around the bott

nectivity and setting up a SCION S¢
ple be:

tication thanks to LightningFilter

s to ro
ound fir uch an approach
work to attack unless additional prot

More control with SCION
SCION gi ou path control over your

rks to wh

walls, Howes

he route your dat

n place

h and integrity of all
secured and verifiable

« Science DMZ is a network arch
very problem by creating a dedicated DN

o Nati capability at the network level tecture

& thanks to the replay

Multi-pathing y of your data In

work p more control over the transport ro uppression of LightningFilter at line rate high-volume data transfe
*+ Cybersecurity: your data can no longer out the complexity cisted with rpose
- or 1 arantees provided by Lightr the dedicated Science DMZ can

ing protection again

ce DMZ also inherits all the secu
secure control plane of the
an upgrade path to further §
jover latencies, providir ted set of sources/de:

ems (IDS) enhance security.

Isolation domain:
1SD (no more

SWITCH

ION internet architecture provid:
for establishing a Scence D

high-performance

complementing a

https://www.switch.ch/scion/
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Deployment Observations

Heterogeneous deployment with a mixture of
» SCION implementations (Anapaya & Open Source) = Interoperable!
» Operation models (managed & self-operated)

We probably encountered almost every corner case
Over 25 ASes (NRENs, universities, research institutes)

Presence in all major continents
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# Paths

Evaluation Results

Number of paths measured by source CDF of path stretches (d./d,).
Paths from AS: ¢ 64-2:0:9 A 71-2:0:48 m 71-2:0:3b & 71-2:0:4a » 71-88 1.0 1
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Simplify Native SCION Usage

< Bootstrapper infrastructure provides SCION configuration
information to local applications, avoiding user configuration

< End host software facilitates building of native SCION applications
» Simplest way is to use JPAN library with Java
» Several SCION libraries for Golang
» Many projects offering SCION support, listed on the “Awesome SCION”
page: https://github.com/scionproto/awesome-scion
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SCION Tools and Application Examples

s https://scion-architecture.net/apps/

Discover if you have SCION  How to set up SCION on your Sending your first SCION packet
connectivity host

o G chrome SCION Integration % SCION Ping and Path Fetcher
» scion ping 71-2:0:5¢,127.0.0.1
» scion showpaths 71-2:0:5c

*» Dancing Gazelle: Is SCION Working?
> http://gazelle.scionapps.com

% SCION Packet Inspector
> https://scionpacketinspector.netsec.ethz.ch



https://scion-architecture.net/apps/
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Open Questions

% How to better integrate SCION with endpoints (SVC-B RFC 9460,
RFC 9461, Happy Eyeballs, MP-QUIC)?

< Proposal for Integrating Deadline-Aware Streams into Multipath

QUIC using DMTP

> https://qgithub.com/quicwg/multipath/issues/453
> https://mailarchive.ietf.org/arch/msqg/quic/ TnKygN6XnaUEYt9zyDXc1soN9DM



https://github.com/quicwg/multipath/issues/453
https://mailarchive.ietf.org/arch/msg/quic/TnKyqN6XnaUEYt9zyDXc1soN9DM
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Conclusion

SCION production network is expanding

With the SCION research and education
network, around 1/4 million users now
have native SCION connectivity

Native SCION applications emerging
> Possibility to use SCION after app update

How to better integrate SCION with endpoints?

More information:

> https://sciera.readthedocs.io/

SCION ACCESS FOR UNIVERSITIES

AND RESEARCH INSTITUTES
BRINGING THE NEXT-GENERATION INTERNET
TO YOUR CAMPUS

SCiON

A

i

> https://cloud.inf.ethz.ch/s/NRi3Za6pEd8Wyfy



https://sciera.readthedocs.io/
https://cloud.inf.ethz.ch/s/NRi3Za6pEd8Wyfy
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Thank you for your attention!
Questions?

tony.john@ovgu.de, hausheer@ovgu.de
https://www.netsys.ovgu.de
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