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Equal-Cost Multi-Path (ECMP) Routing

* Routers use parts of the packet (flow-id [1]) to load balance

% Router
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Equal-Cost Multi-Path (ECMP) Routing

* Routers use parts of the packet (flow-id [1]) to load balance

Fa
a3 Router
D

@ Load Balancing Src: 1.2.3.4:@

Router Dst: 4.5.6.7:80

GET ... Host: google.com a

Measurement Src: 1.2.3.4:34567 Destination

Vantage
Dst: 4.5.6.7:80
GET .. Host: google.com

 Diamond-Miner [2] found that 18% of divergences span ASes

[1] Augustin, Brice, et al. "Avoiding traceroute anomalies with Paris traceroute."

[2] Vermeulen, Kevin, et al. "Diamond-Miner: Comprehensive Discovery of the Internet's Topology Diamonds."
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Variance in Censorship Measurement

 Prior works have observed non-determinism in censorship results

— - Wang, Zhongjie, et al. "Your state is not mine: A
- Pearce, Paul, et al. "Global measurement of closer look at evading stateful internet censorship."”

DNS manipulation.”
- - Katira, Divyank, et al. "CensorWatch: On the
Implementation of Online Censorship in India."
Raman, Ram Sundara, et al. "Measuring the

Deployment of Network Censorship Filters at
Global Scale."

- Gill, Phillipa, et al. "Characterizing web censorship
worldwide: Another look at the opennet initiative data.”

 Important to rule out measurement artifacts as potential cause for variation

Georgia
‘ G.'I." Tech.



Our Work

Georgia
’ G.'I." Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

Georgia
5 Gl" Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement




Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

~7 =m Censorship
4 w
Router &3 Device

Load Balancing

7 Router ETe8: 23 JPET
Dst: 4.5.6.7:80
GET .. Host: google.com
—
O —
= A 4
Measurement Src: 1.2.3.16:12345 Destination
Vantage Dst: 4.5.6.7:80
GET .. Host: google.com
5 Georgia

Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

~7 =m Censorship
4 w
Router . @3 Device

Load Balancing

& Router ETe8: 23 JPET

Dst: 4.5.6.7:80

GET .. Host: google.com / ‘6\
—
O —
S et 3

Measurement SI‘C: 1-2-3-16:12345 Destination
Vantage Dst: 4.5.6.7:80
GET .. Host: google.com
5 Georgia

Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

~7 =m Censorship
4 w
Router . @3 Device

Load Balancing

7 Router ETe8: 23 JPET
Dst: 4.5.6.7:80
GET .. Host: google.com / ‘6\
—
O —
&= A 4
Measurement Src: 1.2.3.16:12345 Destination
Vantage Dst: 4.5.6.7:80
GET .. Host: google.com
RST
5 Georgia

Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

~ T = Censorship
(2=4 Router — .
D D Device Webpage

Load Balancing

4 Router Src: [IPXW1:12345
Dst: 4.5.6.7:80
GET .. Host: google.com
/ ‘6\
—
. oss
Measurement Src: 1.2.3.16:12345 Destination
Vantage Dst: 4.5.6.7:80

GET .. Host: google.com

RST

Georgia
5 Gl" Tech.



Our Work

 Study the impact of ECMP routing on global outside-in censorship measurement

Router -_a;,__ Censorsh|p
Device Webpage

Load Balancing
\

Router Src: 1.2.3.4:FEYE
Dst: 4.5.6.7:80
GET .. Host: google.com
/ ‘6\
—
. SS
Measurement Src: 1.2.3.4:34567 Destination
Vantage Dst: 4.5.6.7:80

GET .. Host: google.com

RST

Georgia
5 Gl" Tech.



Monocle




Monocle




Monocle
6 Router @ Ce;::),:-cs:ip !Destination

Load Balancing

@ Router
DNS A (injected)
| Input Generation | 0 ——
M ’ | <
onocle DNS A? google.com
| = &
| Packet Generation |
] TLS client-hejio
Measurement I google.com ﬁ—,\v 6
h 4 /
Analyze
Differences RST

Georgia
6 Gl" Tech.



Monocle
6 Router @ Ce;::),:-cs:ip ! Destination B|ockpagev ﬁ

Load Balancing
@ Router

| Input Generation |

DNS A (injected) /‘6\‘!
DNS A? google.com v

TLS client-heljq
SNI: google.com

Webpage

Monocle

A 4
| Packet Generation |

A 4

Measurement

\4
Analyze
Differences

Georgia
6 Gl" Tech.



Route-Aware Traceroute

Georgia
/ G.'I." Tech.



Route-Aware Traceroute

 To understand how ECMP causes variation

Georgia
7 Gl" Tech.



Route-Aware Traceroute

 To understand how ECMP causes variation
« We build route-stable network paths (UDP and TCP)

Georgia
7 Gl" Tech.



Route-Aware Traceroute

 To understand how ECMP causes variation
« We build route-stable network paths (UDP and TCP)

~ ANES. ~ N3~ \
‘“%?S,\\ %, * |

ection
Ctll‘ /(

O Estabﬁs’n




Route-Aware Traceroute

 To understand how ECMP causes variation
« We build route-stable network paths (UDP and TCP)
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Route-Aware Traceroute

 To understand how ECMP causes variation
« We build route-stable network paths (UDP and TCP)

Censorship
Device

@ Establish Connection

@
& GET / HTTP
ost: google.com
Measurement goog Destination

Vantage
- & RST / Blockpage

* Challenging as sensitive packet is deep inside TCP connection
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Questions we want to answer

* What is the path diversity of global censorship measurement?

* High-level impact of ECMP on global censorship

measurement results?

« How do changes in the packet influence censorship results?

« What underlying network structures cause change?

* How do results contextualize with prior work?
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* Observed two modes
 Source IP had higher impact on path density, than source port
» Both Source IP and Source Port had similar impact

 Also observed differing impact across protocols for some countries
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High-Level impact of ECMP on global censorship measurement
results?

« 17 out 21 countries impacted

« Extent of impact varies by

country and protocol Country Protocol Destinations | Destinations
0
» ranges from 100% to <1% (o Atfected (%)

destinations) 65%
Russia HTTP 1808 47%
* Impact can vary for different HTTPS 2526 15%

protocols within a country
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How do changes in the packet influence censorship results?

 All source parameters had impact on
censorship changes

-

« Source IPs China 1238xxxx B B

Source IP —
M Source IP and Source Por (HTTPS) 1.2.3.23:XXXX =

 Source Port

Source IP . o= o= o=
_ Bangladesh 1.2.3.8:12345 L ]
s _
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How do changes in the packet influence censorship results?

 All source parameters had impact on

censorship changes e [

« Source IPs China 1238xxxx B B

Source IP —
M Source IP and Source Por (HTTPS) 1.2.3.23:XXXX =

 Source Port

. Indicates different forms of ECMP Bangladesh  1A3BALE =S
routing Port (VL) 1.2.3.23:56789 &=
123x12345 E=EEEE
Source Port Iran (DNS) =

1.2.3.X:56789 T
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Discussion and Recommendation

 Studies must account for censorship along the path rather than at the

destination

 Measurement over HTTP, HTTPS and DNS must account for ECMP

routing

« Diversity in source IP and source port is critical

* Not all non-determinism is due to ECMP routing, but must be taken

into account

Thank you!
Questions?

>4 : abhaskar@gatech.edu

, : abhaskarv
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