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Attested TLS = Composition of RA and TLS
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Design Options
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1 Pre-HS Attestation (Client as Attester)
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2 Intra-HS Attestation (Client as Attester)
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3 Post-HS Attestation (Client as Attester)
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Generic Protocol (Client as Attester)
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Properties for Attested TLS

• Base security properties of subprotocols

• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication

• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)

• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence

• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)

• If connection is established, client and server agree on attestation state
(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)
• If connection is established, client and server agree on attestation state

(evidence or attestation result).

• If RA appraisal succeeds, client and server agree on current transcript
hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)
• If connection is established, client and server agree on attestation state

(evidence or attestation result).
• If RA appraisal succeeds, client and server agree on current transcript

hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)
• If connection is established, client and server agree on attestation state

(evidence or attestation result).
• If RA appraisal succeeds, client and server agree on current transcript

hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Properties for Attested TLS

• Base security properties of subprotocols
• TLS1 has well-defined properties, e.g., server authentication
• RA: RFC93342 is super vague about security considerations

• Per-session evidence freshness3 (vs. protocol freshness)
• Integrity of evidence
• Relay attacks

• Channel binding properties (Credits: Cedric Fournet)
• If connection is established, client and server agree on attestation state

(evidence or attestation result).
• If RA appraisal succeeds, client and server agree on current transcript

hash.

• Binding of attestation key and platform

• Discussion: any other property?

1Rescorla, The Transport Layer Security (TLS) Protocol Version 1.3, 2018.
2Birkholz, Thaler, Richardson, Smith, and Pan, Remote ATtestation procedureS (RATS) Architecture, 2023.
3Sardar, Niemi, Tschofenig, and Fossati, Towards Validation of TLS 1.3 Formal Model and Vulnerabilities in Intel’s RA-TLS

Protocol, 2024.

Muhammad Usama Sardar (TUD) RATS @ IETF 121 November 8, 2024 7 / 10



Summary

Underspecified = NOT trustworthy!
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