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SCITT Overview

Henk Birkholz <henk.birkholz@sit.fraunhofer.de>




What is SCITT

e Working Group Charter
The Supply Chain Integrity, Transparency, and Trust (SCITT) WG will
define a set of interoperable building blocks that will allow

implementers to build integrity and accountability into software supply
chain systems to help assure trustworthy operation.
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Internet Drafts

* The Architecture draft has reached

, . _ stability and looking for WGLC
draft-ietf-scitt-architecture-08  Focus shifting SCRAPI, validating the

Ready for WGLC architecture is complete

Receipt

draft-ietf-cose-merkle-tree-proofs-07 T

draft-birkholz-cose-receipts-ccf-profile T draft-ietf-scitt-scrapi-02

Priority
draft-bryce-cose-merkle-mountain-range-proofs-00 T
: draft-ietf-cose-hash-envelope P E T E



https://datatracker.ietf.org/doc/draft-ietf-scitt-scrapi/
https://datatracker.ietf.org/doc/draft-ietf-cose-merkle-tree-proofs/07/
https://datatracker.ietf.org/doc/draft-birkholz-cose-receipts-ccf-profile/
https://datatracker.ietf.org/doc/draft-ietf-scitt-architecture/
https://github.com/cose-wg/draft-ietf-cose-hash-envelope
https://github.com/robinbryce/draft-bryce-cose-merkle-mountain-range-proofs/
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Signed_Statement = Issuer
#6.18(COSE_Signl) -

Artifact

Statement

Envelope

/Protected_Head er

&(CWT_Claims : 15) => CWT _Claims
? &(alg : 1) => int : \
? &(content _type: 3) => tstr / int (CWT—CIaIm.St ¢
? &(kid : 4) => bstr izzuzzt : tzt:’
? &(X5t : 34) => COSE_CertHash ) J i )
e 4 : int => any
\* int => any } \ y

1 E T F
8



Signed_Statement = Issuer
#6.18(COSE_Signl) -

Artifact

Statement

Envelope : COSE_SIGNI '
protected : bstr .cbor Protected Header,
unprotected : Unprotected Header,
Envelope .
payload : bstr / nil, S
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Protected Header
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Signed_Statement = Issuer
#6.18(COSE_Signl) -

Artifact

Statement

Envelope : COSE_SIGNI '
protected : bstr .cbor Protected Header,
unprotected : Unprotected Header,
Envelope .
payload : bstr / nil, S
\signatur'e : bstr ;'

Protected Header

&(CWT_Claims : 15) => CWT _Claims

? &(alg : 1) => int : ™\

? &(content _type: 3) => tstr / uint (C\;VT_CLalm.s totp

? &(kid : 4) => bstr SZ;‘fzct : tztr’

? &(X5t : 34) => COSE_CertHash ) J - Dt
\* int => any } X > 1nt => anyj
Unprotected_Header )

? &(receipts : 394) => [+ Receipt]

? &(x5chain : 33) => COSE_X509 o

. \* int => any ) L E T e




Trusted Update Streams

---------------
---------------------------------------------

e What is the most current information, about an | - .
_ { SCITT ; { SCITT : { SCITT
artifact? G G Qe

Does it have test case data? ’ ’
What certifications does it have? Vendor1  Vendor2  Vendor3
What's the latest version, and is it applicable to “my” environment?
What version has “the business” decided is appropriate for its
environments?

Who is making the statements, and are they trusted for “my”
environment?

O “Latest” does not equal the most reliable or safe!

o
-------------------

O O O O

O
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Trusted Update Streams

---------------
---------------------------------------------

e What is the most current information, about an . o ,
. { SCITT : | SCITT ; { SCNT
artifact? G G Qe

.
A g

Does it have test case data? ’ ’
What certifications does it have? Vendor1  Vendor2  Vendor3
What's the latest version, and is it applicable to “my” environment?
What version has “the business” decided is appropriate for its
environments?

Who is making the statements, and are they trusted for “my”
environment?

O “Latest” does not equal the most reliable or safe!

o
-------------------

O O O O

O

» SCITT doesn't define content types (but uses them)
* [t does enable Trust decisions for a ;
Who published What & When S
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Transparency In the News

An opportunity for interoperable standards,
and a reminder of why we're all here

Orie Steele <orie@transmute.industries>




Transparency is Getting Mainstream Attention

e SCITT WG started 2022, built on a few years of first-hand experience
O Hard to find people who really understood why transparency tech matters

e Today: new company initiatives and standards are springing up regularly
o Regulations are mentioning transparency
o Generalist media are becoming fluent in the language of the space
e Intentionally, SCITT targeted general payload-agnostic approach
o Compared to highly targeted logs like CT
o SCITT poised to take a central place where transparency, authenticity and
accountability for data are now recognized as crucial

But it won't happen automatically. Good tech alone won't cut it.
Consensus only gets us so far. We need running code?.

1 E T F
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Transparency is Getting Mainstream Attention

e Transparency.dev summit
O Collegiate collaboration among multiple related transparency communities

e Regulations and Standards starting to mention transparency
o Executive Order 14110 and OMB memo demand data provenance
o NTIA Al Accountability Policy Report
o SP 800-218A
m Specifically extends secure software development practices, almost
half reference transparency techniques
e The work of the SCITT WG specifically is getting recognition
o Highlighted in LF OSS Europe keynote
o FCC guide for cybersecurity labelling in 10T
o Implementers coming through (Microsoft, DataTrails, others)

1 E T F
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Datapoint: the Levchin Prize

Certificate Transparency wins the The Levchin Prize for real-world
Levchin Prize cryptography is an annual prize awarded
" L PEE— to people or organizations who are

recognized for contributions

to cryptography that have a significant
Impact on its practical use.

Previous winners include Ralph Merkle,
OpenSSL team, Let’'s Encrypt, and miTLS.

https://blog.transparency.dev/certificate-transparency-wins-the-levchin-prize PP .
1 E T F°
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https://blog.transparency.dev/certificate-transparency-wins-the-levchin-prize

Datapoint: Big Tech Weighs In

Cloudflare helps verify the &% Microsoft | Tech Community ~ Community Hubs +  Blogs E Secu”ty research on Private
security of e encrypted Supply Chain Transparency Cloud Compute

e Posted by Apple Security Engineering and Architecture (SEAR)
y Recognizing the widespread need for improving supply chain security, Microsoft e

App processes (including the Caliptra and OCP SAFE technologies described above) int
captured in the Supply Chain Integrity, Transparency, and Trust (SCITT) Interne

compliance and transparency of goods and services across supply chains. SCITT s

evidence, policy, and artifacts can be assured and the actions of entities can be gu
Thibault Meunier Mari Galicer Virtual Public transparency log
Research
tiact Sidence oy Sorge ORI er Private Cloud Compute mre loud Cmule rivate Cloud Compute
P el ) P Version 1 Version 2 Version 3
ota TR COR asm
Producer Claim Notarized Content Consumer T
Claim Store
ML stack
Figure 3 SCITT Framework PCC Client

v" At i Private cloud extensions
The SCITT framework builds on technologies like Caliptra and OCP SAFE to track ¢

y ; : 3 ; ; » Prompt ——————* Private Cloud Compute OS
| chains. By using transparent roots of trust, like Caliptra, and incorporating evidenc

\ 4 device integrity can be verified across the hardware supply chain and throughout S Response —————————————— Apple silicon server
\ ) . ; ;
\ / hardware and firmware are always authorized, non-repudiable, and immutably au¢
\ /
N '[f
\\ //,
N
https://blog.cloudflare.com/key-transparency/ https://techcommunity.microsoft.com/t5/azure- https://security.apple.com/blog/pcc-security-research/
infrastructure-blog/securing-hardware-and-firmware-
supply-chains/ba-p/4268815 bt
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https://blog.cloudflare.com/key-transparency/
https://security.apple.com/blog/pcc-security-research/
https://techcommunity.microsoft.com/t5/azure-infrastructure-blog/securing-hardware-and-firmware-supply-chains/ba-p/4268815
https://techcommunity.microsoft.com/t5/azure-infrastructure-blog/securing-hardware-and-firmware-supply-chains/ba-p/4268815
https://techcommunity.microsoft.com/t5/azure-infrastructure-blog/securing-hardware-and-firmware-supply-chains/ba-p/4268815

What Do We Do About This?

e Applaud all these other steps in the transparency space

e Conversations between SCITT contributors and representatives of other
transparency initiatives getting louder and more specific with opportunities
to collaborate.

e Use cases are emerging and solidifying in areas broader than software

e Recognize that many of SCITT's differences are strengths which could
underpin and improve much of the digital realm

e Look to the rest of IETF, find places where working with or referencing SCITT

can harden technology and save overall WG time (like vCon and this weekend’s
Yang hackathon work)

But it won't happen automatically. Good tech alone won't cut it.
Consensus only gets us so far. We need running code.

A A,
e GG
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Recap Since 120

Steve Lasker <steve.lasker@datatrails.ai>

Versions:

oo o1

draft-birkholz-scitt-architecture

draft-ietf-scitt-architecture




SCITT WG
Architecture
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Recent Changes

Huge thank you to Hannes for 15 great issues generating 21 PRs

O O O O OO0

O O

Auditor is an example of a Relying Party

Align Abstract with Introduction

Replacing Verifier with Relying Party

Added "Verifiable Data Structure" Term

Removed mentioning of "ldentity Document"

Clarification regarding tbsCertificate & Trust

Anchor Examples

Initialization and Bootstrapping

Security Considerations - Certification Path

Validation

Key Rotation

Privacy Considerations & Security
Considerations Wording Changes

Remove ambiguous explanation of x5t usage &
Allow protected x5chain

O

O

Removed reference to zero trust

Trust anchor clarity in registration policies
Improve explanation of CDDL and registration
policy customization

Clarify COSE VDS registry explanation

Adjust DN regex requirement to be URI
requirement

Further explain SCITT analogy to RFC9162 CT
entities and processes

Clarification about OAuth

Right to be Forgotten

Use header instead of resolved key manifest
for #275

U
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https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/issues?q=is%3Aissue+author%3Ahannestschofenig+is%3Aclosed+created%3A2024-07-20+
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pulls?q=is%3Apr+created%3A2024-07-20+is%3Aclosed
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/255
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/256
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/257
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/258
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/259
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/265
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/271
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/271
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/272
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/283
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/283
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/284
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/286
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/288
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/288
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/297
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/309
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/290
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/304
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/303
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/303
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/298
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/299
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/299
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/301
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/301
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/292
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/294
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/302
https://github.com/ietf-wg-scitt/draft-ietf-scitt-architecture/pull/302

COSE Receipts

e Finished outsourcing COSE Receipts:
o draft-ietf-cose-merkle-tree-proofs
e Submitted:
o draft-birkholz-cose-receipts-ccf-profile
o draft-bryce-cose-merkle-mountain-range-proofs

U
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https://datatracker.ietf.org/doc/draft-ietf-cose-merkle-tree-proofs/07/
https://datatracker.ietf.org/doc/draft-birkholz-cose-receipts-ccf-profile/
https://github.com/robinbryce/draft-bryce-cose-merkle-mountain-range-proofs/

Architectural Overview

e Figure 1 has stabilized
o A pictureis aworth a
thousands words

23
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SCRAPI:
SCITT REFERENCE API

Jon Geater <jon.geater@datatrails.ai>




SCRAPI; What does it do?

HTTP APIs for Transparency Service-related Operations
O POST Register Signed Statement
GET Receipt (Signed Proof of Inclusion for a SignedStatement)
GET Signed Statements back
GET Issuer Metadata
GET Service Metadata (operating profile)

O O O O

U
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Reminder from IETF 120 Hackathon ... This Works!

. Artifact Payload Signed Statement Transparent Statement e T e



Reminder from IETF 120 Hackathon ... This Works!

{ go-cose }

3 |

NEW : g
hashed payload S 4

pycose } { go-cose J -

27 {GitHub Actions (PataTrails, DigiCe""’---)}[ vCon Conserver - SCITT Link J rETR
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So We're Done, Right?




SCRAPI Issues

© Minimally viable /.well-known/transparency-configuration CDDL for TS configruation?

#45 opened 14 hours ago by aj-stein

© Remove 'ResolveStatement' and associated IDs/references

#44 opened yesterday by JAG-UK

© Problems with example register signed statement

#43 opened yesterday by JAG-UK

© Clarify CLIENT AuthZ/AuthN early in doc

#42 opened yesterday by JAG-UK

© Nothing to hold TS to account

#41 opened yesterday by JAG-UK

(© Keys in configuration example have no stated purpose

#40 opened y

day by JAG-UK

© Introduction and body are inconsistent about what is mandatory and what is optional

#39 opened yesterday by JAG-UK

© Mixed JSON and CBOR is annoying for clients

#36 opened 2 weeks ago by JAG-UK

(© Capture a set of requirements that have must, should

#34 opened on Aug 27 by Stevelasker

(© Add support for multiple notaries

#33 opened on Aug 27 by StevelLasker

© Replace all encoded protected headers with better examples

#32 opened on Aug 20 by OR13

© Error code example MUST not be normative

#25 opened on Aug 6 by StevelLasker

(© 2.2.11ssue Signed Statement.

#24 opened on Jul 25 by roywill

3+

(© 2.1.2 Registration is Running

#23 opened on Jul 25 by roywill

© 2.1.2.2 Registration is running.

#22 opened on Jul 25 by roywill

(© 2.1.2 Fresh receipts may be requested through the resource identified in the Location header.

#21 opened on Jul 25 by roywill

(© 2.1.2 The identifier definitions are not clearly describing what it is meant to solve.

#20 opened on Jul 25 by roywill

© 2.1.1 & 2.1.2 Missing intent statements.

#18 opened on Jul 15 by mkhraisha

(© 2.2.4 Resolve Receipt encourages authentication

#14 opened on Jun 23 by robinbryce

(© 2.1.2.2 Status 202 requires the resolve receipts endpoint to do double duty

#13 opened on Jun 23 by robinbryce

© async registration policy checking apears disallowed by 2.1.2

#12 opened on Jun 23 by robinbryce

(© Workflow and details for signed-statement/issue

#10 opened on May 23 by Stevelasker

© API for Collections of Statements

#9 opened on May 22 by StevelLasker
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SCRAPI Issues

#24 opened on Jul 25 by roywill

) Remove 'ResolveStatement’ and associated IDs/references - © 2.2.11ssue Signed Statement.

#44 opened yesterday by JAG-UK

© Problems with example register signed statement
#43 opened yesterday by JAG-UK

© Clarify CLIENT AuthZ/AuthN early in doc -
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© Nothing to hold TS to account

#41 opened yesterday by JAG-UK
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SCRAPI Issues

© 2.2.11Issue Signed Statement.
e g‘“ o

© Nothing to hold TS to account
#41 opened yesterday by JAG-UK °

© 2.1.2 The identifier definitions are not clearly describing what it is meant to solve.

0 opened on Jul 2

(© Add support for multiple notaries
#33 opened on Aug 27 by Stevelasker ??

© API for Collections of Statements

pened on May 22 by StevelLasker

* None of these questions affect the architecture!




Issues Discussion - In PR

CBOR CONVERSION RELATED LONG-RUNNING REGISTRATIONS RELATED
* Change all inputs and outputs to CBOR * The original PR got caught up in lots of interconnected
e Take the opportunity along the way to tidy up issues
the examples * Resurrected as smaller PRs after the CBOR
* ERROR RETURNS conversion is done
Went back and forth on whether to use: * Learned a lot which will be recreated:
 RFC 9457 with CBOR extension according * Long-running registrations will be the norm in
to Appendix C; or practical transparency services
* RFC 9290 (but not assume CoAP) e Cleaning up ‘poll’ from ‘fetch’ in ways that don’t

require statefulness

 Determining long-lived identifiers for registration
attempts and receipts that don’t break causality
relations

* Make each endpoint do one thing well

33



Issues Discussion - Deemed Small

DOCUMENT FLOW RELATED RESOLVE STATEMENT ENDPOINT
* We've had feedback (twice) from MCR that the * Proposal to remove this
flow is confusing. * You can achieve the same thing with
* Need to harmonize mandatory vs optional ResolveSignedStatement and then stripping off COSE
endpoints  And that’s just better from a Transparency and Trust
* Need to better explain AuthN/AuthZ philosophy point of view

* More tidying up of the examples
» Attached payloads (COSE Hash Envelope)
e Better headers examples

U
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Issues Discussion — Need Discussion

#20 IDENTIFIERS

* Several implementers have come to consensus
that the meaning of the identifier as a locator is
important to standardize, but not the format

* |dentifiers are durable and reliable

#9 COLLECTIONS OF STATEMENTS

* Was dealt with last time, proposal saw no resistance

* Candidate solution trialed and being presented to
COSE WG

* Not in the SCRAPI document yet

#24 ISSUE SIGNED STATEMENT

* Designed for constrained environments, or
otherwise those that can’t access the appropriate
Issuer credential

z5* Just needs tidying up, but needs care

#41 HOLD THE TS TO ACCOUNT

* Mostly a question of auditing, and audit is out of scope

 However, IWBNI we could do things like prove
consistency

* |s this in scope for SCRAPI?

#33 SUPPORT FOR MULTIPLE NOTARIES

* Ability to have multiple (possibly regional) notaries all
countersign/register a Signed Statement

* Presently possible at the client

e Could be worth adding, but is it worth holding up the
document for?

* Is such operation in scope of SCRAPI, or could it just
happen ‘behind the curtain’?

#47 REQUEST NONCE
* |s this needed?

NS

None of these questions affect the architecture! 1 E T F



Hackathon Report




Hackathon Plans

e SCRAPI - CBOR All The Things

» draft-ietf-scitt-scrapi @EB

* Programmer accessibility
balanced with the CBOR mission

* Implement and the update the X
spec hand-in-glove

e Verify that common software use
cases are serviced by the spec

e Pick up vCon progress from last
time and refine

37



What Got Done

e We got done:
o Fresh implementation of RFC 9290 in python
o Fresh implementation of SCRAPI from first principles

o End-to-end registration and retrieval of receipts from a live
Transparency Service

o Lots of improvement to the SCRAPI spec itself
o Integration with vCons

38
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I'd like a simple Python module that implements RFC9290. Specifically, | would like:
* a function that takes a dictionary and turns it into a 9290 CBOR object
* a function that takes a 9290 CBOR object and turns it into a dictionary

1 E T F
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JSON Problem Details Example

json

"type": "https://example.com/error/validation-error",
"title": "Validation Error",

"detail": "Missing required field 'username'.",
"instance": "/requests/12345",

"response—code": 400

Corresponding RFC 9290 CDDL

In RFC 9290, each field has a numeric key:

- instance (1) - Corresponds to "type" in the JSON input.
- title (2)

- detail (3)

- instance (4)

- response-code (5)

Here's the CDDL to represent this structure:

cddl (@ Copy

problem-details = {

? 1 => tstr, ; URI identifying the type of problem (mapped from "type" in JSON)

? 2 => tstr, ; Short human-readable summary of the problem

? 3 => tstr, ; Detailed explanation of the problem

? 4 => tstr, ; URI to identify the specific occurrence of the problem

? 5 => uint ; CoAP response code representing the error N . s

1 E T F
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41

python @ Copy

import cbor2

# Define the mapping of field names to their numeric keys
FIELD_KEYS = {

||-type|| : 1'

“tatlets 2,

"detail": 3,

"instance": 4,

"response—-code": 5

def encode_problem_details(data):

Encodes a dictionary into a CBOR object according to RFC 9290 using numeric keys.

Parameters:
data (dict): Dictionary containing RFC 9290 problem details.

Returns:
bytes: CBOR-encoded bytes representing the problem details.
nun
# Map the dictionary keys to their numeric counterparts
numeric_key_data = {FIELD_KEYS[k]: v for k, v in data.items() if k in FIELD_KEYS}
return cbor2.dumps(numeric_key_data)

def decode_problem_details(cbor_data):

Decodes a CBOR-encoded problem details object with numeric keys into a dictionary.

Parameters:
cbor_data (bytes): CBOR-encoded bytes representing the problem details.

Returns:
dict: Dictionary containing RFC 9290 problem details with textual keys.
# Decode the CBOR data
decoded_data = cbor2.loads(cbor_data)
# Convert numeric keys back to their textual representation
text_key_data = {key: decoded_data.get(FIELD_KEYS[keyl]) for key in FIELD_KEYS if FIELD_KEYS[key] in
return text_key_data
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Usage Example

python

# Define problem details according to RFC 9290
problem_details = {
"type": "https://example.com/error/validation-error",
"title": "Validation Error",
"detail": "Missing required field 'username'.",
"instance": "/requests/12345",
"response—code": 400

¥

# Encode to CBOR
cbor_encoded = encode_problem_details(problem_details)
print("CBOR Encoded:", cbor_encoded)

# Decode back to dictionary
decoded_details = decode_problem_details(cbor_encoded)
print("Decoded Details:", decoded_details)

(9 Copy

= GG
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Imagine this JSON: what would be the CDDL? Assume all variables are tstr.

{

"metamap”: {
"key": value",
"key2": "value2"

}

}

@ To represent this JSON structure in CDDL, where all variables are tstr, you can define it like this:

cddl & Copy

my-object = {
"metamap": meta—-map
}

meta-map = {
* key => value
}

key = tstr
value = tstr

Explanation:

- my—-object: The main object containing the "metamap" field.

- meta—map: A map that allows multiple key-value pairs (* key => value indicates an open-ended set of key-value pairs).

N
e

- key and value: Both defined as tstr, meaning they are text v gs. 1 E T F
43



Applying the Science

e Nobuo-san from Sokendai applied SCRAPI to RFC9472 - Yang
statements

e Specifically to see if real application concepts map well to SCITT
concepts (eg Yang data model to SCITT Statements)

e Seems like the spec may be sufficient to cover the software supply
chain needs. Nothing missing discovered, but not completely proven

A \//\//
1 E T F
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What We Learned

Working with COSE/CBOR is not as easy as it should be
» But the specs must be fine, if ChatGPT can do it

* |It's still worth doing the work to make SCRAPI consistent

« We had some good conversations about improving
accessible tooling

« This is a great opportunity - lots of code exists in pockets on
the Internet, can we collect them together?

45
SCRAPI is on the right track, needs more implementations to
test it.

1 E T F
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Remember this From IETF 120

Conclusions/suggestions

* Since the URN is trivially derived from the
artifact, is it necessary for the TS to return
it at all? Could a different identifier with
different qualities be more useful?

* Since supply chain decisions typically
require more than one input, | need a way
to find associated statements. Thoughts:
o Resolve by subject

o Resolve by issuer
: ?
o Resolve by arbitrary header element whahds ‘ ‘
. * Maintains close connection to architecture 2.2.x Locate Statements
e_mmﬂ'*my'paﬁead—ehﬂ% . TE : Authentication SHOULD be implemented for this endpoint
and key interoperability points
* Avoids making additional implied Request:
N ] HIH : n
requirements over the 'auxilliary services Rl e T e e Ty
* Improves interoperability HOST: transparency.example
ACCEPT: application/cose
WHAT WOULD IT RETURN? Params:
* A pagEd list Issuer: OPTIONAL. Limit to all Transparent Statements for
» Of Transparent Statements Statements with this issuer in its CWT Claims header
Subject: OPTIONAL. Limit to all Transparent Statements
for Statements with this subject in its CWT Claims header
. N
P E T OF -_‘\v/\\\,// 2
| E T F
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vCon Conserver Usage

® Seal integrity & consistency,
providing assurance of A 'an
updateS | ';' <€——Blah Blah—) "' \

vCon

e vCon Lifecycle Examples: createg
O Creation

O Change of “Data
Controller” |

O Redaction
o Consent for Purpose o

Consent

revocathn Revoked

[ ~8

1 E T F

-

Right to Know

Compliance
Audit

47
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Envelope : COSE_SIGN1

18(
[
h'ad4012603...6d706c65",
h’ea478a4g... .a20abe28’ ,D
h'79ada558...3a28bae4’ ¢

SCITT Signed Statement (vCon)

/ COSE Sign 1

/ Protected
/ Payload
/ Signature

/ Unprotected

~N N N NN

/Chhj 3
vl on nas ,

Issuer

Artifact
vCon (UUID)

Statement

Ph—
/

Protected Header
{

16: 'application/hash+cose’

1: -7, (ECDSA w/ SHA-256)

4: h'50685f55...50523255",
TBD1, -16 (SHA-256)
TBD2: ‘'application/vcon+json',
TBD3: 'vcon.service/2aefa..af9',
-6804:[

]
15: {
1: 'ztelco.com',
2: 'vcon://2aefa..af9’,

}

Protected

type
Algorithm

Key identifier

~

d
<€

payload_preimage_content_type
Statement Location

meta-map

CWT Claims
/ Issuer
/ Subject

/
/
/
/ payload-hash-alg
/
/

~

Unprotected_Header

{
}

/ Unprotected

0: 'timestamp declared:2024-05-07T.."/ key:tstr => value:tstr
0: 'vcon operation: create'/ key:tstr => value:tstr

NN NN NN NN~
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Hackathon Team

Team members:
Jon Geater
Steve Lasker
Robin Bryce
Cedric Fournet
Roy Williams
Thomas Howe
Nobuo Aoki

U
GG

1 E T F
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Next Steps




SCITT Drafts

e SCITT Architecture

https://datatracker.ietf.org/doc/draft-ietf-scitt-architecture
o Ask: Working Group Last Call

e SCITT Reference API (SCRAPI)
https://datatracker.ietf.org/doc/draft-ietf-scitt-scrapi/

s \// N

1 E T F
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https://datatracker.ietf.org/doc/draft-ietf-scitt-architecture
https://datatracker.ietf.org/doc/draft-ietf-scitt-scrapi/

AOB (Open Mic)




Wrap-Up




Thank you
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