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An approach for RPKI Relying Parties to impose locally configured 
constraints on cryptographic products subordinate to publicly-trusted 
Trust Anchors, as implemented in OpenBSD's rpki-client validator.

The ability to constrain a Trust Anchor operator's effective signing 
authority to a limited set of Internet Number Resources allows 
Relying Parties to enjoy the potential benefits of assuming trust - 
within a bounded scope.

What is “constraining RPKI Trust Anchors”?



Trust Anchors can’t really 
constrain themselves.

Authority for any resource 
is just certificate issuance 

away!



1.1. Definitions

Assumed Trust
In the RPKI hierarchical structure, a Trust Anchor is an authority for which trust is assumed and not 
derived. Assumed trust means that violation of that trust is out-of-scope for the threat model.

Derived Trust
Derived Trust can be automatically and securely computed with subjective logic. In the context of 
the RPKI, trust is derived according to the rules for validation of RPKI Certificates and Signed 
Objects.

Constraints
The locally configured union set of IP prefixes, IP address ranges, AS identifiers, and AS identifier 
ranges for which the Relying Party operator anticipates CA operators under a given Trust Anchor to 
issue cryptographic products.

https://www.ietf.org/archive/id/draft-snijders-constraining-rpki-trust-anchors-06.html#section-1.1
https://www.ietf.org/archive/id/draft-snijders-constraining-rpki-trust-anchors-06.html#name-definitions


A mini policy language was created

The mini policy language uses two keywords: allow and deny

# cat example.constraints
allow 0.0.0.0/0
deny 10.0.0.0/8
deny 172.16.0.0/12

Causes the validator to reject End-Entity certificates which contain 10.0.0.0/24 in 
the RFC 3779 extensions



Simple example
# cat /etc/rpki/ripe.constraints
deny 0.0.0.0/0
deny ::/0

# rpki-client -t /etc/rpki/ripe.tal 2>&1 | grep violates | head -5
rpki-client: 
rpki.ripe.net/repository/DEFAULT/b4/566ef5-d13d-474c-a299-298fbe7dc168/1/ZCCXyxSxofpWvFbPyfQfVjyn
h4U.roa: resource violates ripe.constraints: 194.9.4.0/23
rpki-client: 
rpki.ripe.net/repository/DEFAULT/e9/f3891f-4dc7-4f4c-b519-6107eb7c48d2/1/KWIxqPkuvRu-x-V0dydEMVWL
BEI.roa: resource violates ripe.constraints: 185.204.197.0/24
rpki-client: 
rpki.ripe.net/repository/DEFAULT/e0/b3c215-d866-42d0-a6c3-20677d80e838/1/NRqEkvjaiHLhP7YwHQ36JqAy
dNk.roa: resource violates ripe.constraints: 185.75.120.0/22
rpki-client: 
rpki.ripe.net/repository/DEFAULT/e0/b3c215-d866-42d0-a6c3-20677d80e838/1/GuBACEaaLKhTCHhpo7PwnylC
eoo.roa: resource violates ripe.constraints: 185.75.120.0/22
rpki-client: 
rpki.ripe.net/repository/DEFAULT/59/1759da-c66e-43c8-881d-6db090214035/1/fzSUNgxMmiJxsae3BEa4N-LT
cSs.roa: resource violates ripe.constraints: 194.35.104.0/22



Operational considerations

● ARIN has no IPv6 transfer policy
● AFRINIC has no IPv4 transfer policy
● AFRINIC has no IPv6 transfer policy
● AFRINIC has no ASN transfer policy
● LACNIC has no IPv6 transfer policy
● LACNIC has no ASN transfer policy
● APNIC has no IPv6 transfer policy
● RIPE NCC has no other RIR to transfer IPv6 space from or to
● None of the RIRs manage RFC1918 / RFC6598 / RFC 6890 / etc IP space
● None of the RIRs manage RFC 5398 / RFC 6996 / etc ASN identifiers



Lot of research - constructed a 5 way filter

# wc -l *.constraints
631 afrinic.constraints
984 apnic.constraints
980 arin.constraints
754 lacnic.constraints
987 ripe.constraints

https://github.com/openbsd/src/tree/master/etc/rpki

https://github.com/openbsd/src/tree/master/etc/rpki












Other approaches

Single root trust anchor managed by NRO

The experiment: https://labs.apnic.net/nro-ta/

A monitoring archive: https://nro-tal.rpkiviews.org/

I really really like this

https://labs.apnic.net/nro-ta/
https://nro-tal.rpkiviews.org/


Blockers for a (NRO) single trust anchor

Revision of the RPKI Validation Algorithm

https://datatracker.ietf.org/doc/html/draft-ietf-sidrops-rpki-validation-update

Two implementations underway:

● rpki-prover
● rpki-client

https://datatracker.ietf.org/doc/html/draft-ietf-sidrops-rpki-validation-update


Next steps?

● Request WG Adoption?
● Publish via Independent Stream Editor (ISE)?


