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Typical Telco Service Constructs

« 3 flavors of service constructs exist in broadband : subscriber steering, service chains, traffic-engineering

 Typically, all designed independently BUT SHOULD BE viewed as one architecture

+ All require some control-plane functionality to achieve the expected results
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Optimized Workload Placement (Scheduling and Movement)

Service Deployment Complexity
o Guaranteed service ordering (traffic
symmetry)
o Service scalability (local/geographical)
o Service resiliency
(individual/combined health, re-routing)
Service observability
Multi-access / multi-vendor
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Rethinking Service Composition

« SRv6 simplifies extending network policy constructs to the host and application level.
 RFC 8986 already provides the essential tools to build upon.
» Many drafts proposed in IDR WG to look at service path design extensions.

But ...

» Following simplification rule of protocol abuse avoidance OR the “not everything needs to be

solved by a new IETF standard”

» Couldn’t there be a more Cloud / SDN like approach ?

Importance of the proxy
capability
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'21) . Association for Computing Machinery, New York, NY, USA,
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First Use Case — 5G GiLAN

» Service insertion done in BITW mode with packet
broker devices physically inline between fabric devices

*  Mix of L1/L2 traffic redirection, IP routing or EVPN nbong RO
bridging to interconnect functions U
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« Similar pattern not applicable to wireline or enterprise
« Hard to reuse for CSP workloads (GEC, Outpost) AntSpam

« Solution ($/complexity) cannot be deployed with
distributed UPFs.
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Evolved GiLAN — Dynamic Inline Service Insertion

» Leverage SRv6 stateless traffic steering to dynamically insert services

* SR-Proxy function attaches Network Functions to traffic path
» SR-Proxy can create complex “chains” agnostic to underlay network (no recirculation, no BSID)
» Can be used with on-prem CSP based workloads

» Control-Plane mechanics independent (BGP, PCE, SDN, GitOps)
- 1strelease using BGP Color-Aware Routing https://datatracker.ietf.org/doc/draft-ietf-idr-bgp-car/10/

* Provided 80% reduction in service function appliance and ancillary costs

Color Based Explicit Path Steering Explicit Path Steering could
also be done here
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Evolved GiLAN — Dynamic Inline Service Insertion
MEC ToR colors targeted prefixes and advertise through BGP

MEC Leaf creates explicit-path SRTE policy based on color

Ingress traffic on MEC Leaf gets encapsulated® and forwarded to SR-Proxy

SR-Proxy performs END.SC operation and creates a custom ethernet header to send to network function
Network function returns packet with custom header

SR-Proxy performs PSP operation https://www.rfc-editor.org/rfc/rfc8986.html#section-4.16.1 and replaces outer header DA
with next instructions

Egress ToR performs USD operation https://www.rfc-editor.org/rfc/rfc8986.html#section-4.16.2 (decap and lookup of inner
packet)
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SRv6 Proxy Operations

Proxy capability was essential day 1 for feasibility.

Could not / cannot assume value add functions and midpoint services will ever be SRv6 compliant (learnings from
SFC/NSH).

Introduced a proxy variant for binding : Service Chain Segment (End.SC).

« Support for a mix of different service types (aware, passthrough, unaware)

# Configuration example
. . . # ports, SID locator and SID's
 Avoids datapath recirculation

"RouterPorts": [ 1,6, 11-15],
. . . "ServicePorts": [ 20-27 ],
* Service independence and opacity "SID_Locator_prefix": 2001:db8:0:a5:/64,

"SIDs": [ 2001:db8:0:a5:1::, 2001:db8:0:a5:3:;, 2001:db8:0:a5:8:: ]

Each service in a chain can be scaled to multiple instances
"SID": 2001:db8:0:a5:1::,
° hlgh-avallablllty rel|ab|l|ty |Oad "EgressSIDs": [2001:db8:0:a2:1:;, 2001:db8:0:a101:1::]

. . . . . # Service chains
Each service in a chain is monitored { (
. . . "SID": 2001:db8:0:a5:1::,
* Failure modes of fail-closed, fail-open rservices'” | "firewall", *ddos" ]
}
}

# Services

"ServiceClass":"firewall",
"ServicePorts": [ 20-23 ],
"ServiceType": 3

"ServiceClass":"ddos",
"ServicePorts": [ 24-27 ],
"ServiceType": 2




Extending the capabilities — Cloud and Value Add

» Coming full circle with the extensions done to Cilium CNI for SRv6 support

» Allow insertion of external value-add services to cloud workloads
» Allow creation of explicit policies or Flex-Algo for cloud workloads.
»  Currently measuring massive OPEX savings for cloud and DC fabric operations.

» Similar concept can be applied in broadband through BBF WT474— Subscriber Session Steering
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