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What 1s NIST/NCCoE?

* NIST = National Institute of Science * National Cybersecurity Center of Excellence

and Technology nccoe.nist.gov
~ many many things « “Accelerate aploption of secure tec_hnologies:
collaborate with innovators to provide real-world,
- AES! standards-based cybersecurity capabilities that
3 : : ddress busi ds.”
« “To promote U.S. innovation and Aqress BUSINESS NEEAs
: : .o - Collaboration with Industry, Federal/State/Local
Industrial competitiveness by Governments, and Academia
advancing measurement science , - DEFINE
standards , and technology in ways « ASSEMBLE
that enhance economic security and . BUILD
improve our quality of life” . ADVOCATE
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https://nccoe.nist.gov/

Project Abstract

Provisioning network credentials to 10T devices in an untrusted manner leaves networks vulnerable to having
unauthorized IoT devices connect to them. It also leaves I0T devices vulnerable to being taken over by unauthorized
networks. Instead, trusted, scalable, and automatic mechanisms are needed to safely manage IoT devices throughout
their lifecycles, beginning with secure ways to provision devices with their network credentials—a process known as
trusted network-layer onboarding. Trusted network-layer onboarding, in combination with additional device security
capabilities such as device attestation, application-layer onboarding, secure lifecycle management, and device intent
enforcement could improve the security of networks and IoT devices.

NIST SP 1800-36 (Complete draft guide)

NIST SP 1800-36A: Executive Summary (Dratft)

NIST SP 1800-36B: Approach, Architecture, and Security Characteristics (Dratft)
NIST SP 1800-36C: How-to Guides (Dratft)

NIST SP 1800-36D: Functional Demonstrations (Dratft)

NIST SP 1800-36E: Risk and Compliance Management (Draft)

https://www.nccoe.nist.gov/projects/trusted-iot-device-network-layer-onboarding-and-lifecycle-management
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Project Timeline

1) 2020-ish, rumours about the effort

2) 2021 — Federal Registry Notice released giving formal notice
3) June 2022 — Project launch, engineering day to install lab

4) 2022/2023 — Twice Monthly collaborator calls

5) work on various project briefings

6) 2023 — Build 5 and build 6 deployed

7) 2024 — project wrapping up

8) Winter 2025 — engineer day wrap up
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Build 1: Wi-Fi Easy Connect Protocol (DPP),
Aruba/HPE

* Independent Application-Layer Onboarding to UXI Cloud
Collaborators: Aruba, an HPE Company (Build Champion), CableLabs, NXP Semiconductors, SEALSQ,

a subsidiary of WISeKey

Build 2: Wi-Fi Easy Connect Protocol (DPP),
CableLabs, OCF

+ Streamlined Application-Layer Onboarding to OCF loTivity
Collaborators: CableLabs (Build Champion), OCF, Aruba, an HPE Company, NXP Semiconductors,

SEALSQ, a subsidiary
of WISeKey
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Build 3: Bootstrapping Remote Key Infrastructure
(BRSKI:RFC8995) Protocol, Sandelman Software
Works

Collaborators: Sandelman Software Works (Build Champion), SEALSQ, a subsidiary of WiSeKey,
NquiringMinds

Build 4: Thread Protocol, Silicon Labs, Kudelski 0T

Independent Application-Layer onboarding to AWS loT Core
Collaborators: Kudelski 10T, Silicon Labs

Build 5: Bootstrapping Remote Key Infrastructure
(BRSKI:RFC8995) Protocol, NquiringMinds

Collaborators: NquiringMinds (Build Champion), Sandelman Software Works, SEALSQ, a subsidiary of
WISeKey
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Factory Provisioning Use-Case (cross-build application)

Collaborators: Aruba, an HPE Company, Sandelman Software Works, SEALSQ, a subsidiary of
WISeKeyWhat's Nex

This case (notionally build6) is actually applicable to all other cases, and a prerequisite.
This is about device id (802.1AR) provisioning.
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Management Architecture (Fig 4-1) (WITH NUMBERS)

> Device Manufacturer Premises

2. Device ownership and bootstrapping information transfer Supply Chain

1. Device manufacture and
factory provisioning

Integration Service

Devicel Device I
Device Owner’s Network ownership| bootstrapping |
_ information)  information
3. Trusted networklayer onboarding transfer | transfer :
M m e e I I
loT Devices secure | § I
K J storage I
I
I
I
4. Trusted |
Access Point, Router, or Switch application- I
layer |
5. Continuous onboarding

verification

Network-
Continuous Layer
Authorization Onboarding
Network Service Authorization
Onboarding v Service

Component

Application
Server
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DPP and the loT Onboarding Notional Architecture

2024-11-07

(5) DPP Authentication
Followed by Provisioning

Aruba Central
Network

Onboarding
Component

(4) Verification that device is
authorized to be provisioned

Access Point, Router, or Switch

(7) Connect to
network securely
using connector

loT Devices

(2) Device begins to chirp when powered up

IETF121 T2TRG

Authorization
Service I e

-~ (B) Device’s DPP URl is
provided to cloud
authorization service

Supply Chain

Integration
Service

(A) Device is manufactured
(1) DPP URl for
device is created,
device retains keypair —




Build 1: Network-Layer Onboarding/Aruba(HPE)/DPP (Enterprise)

> loT Device Manufacturing and Ownership Transfer Activities

_________________________________ >
. h (A) Create the IoT Device HPE Cloud
Device Manufacturer Install the device’s unique birth credential into the device’s secure storage

Send the device’s DPP URI to the HPE Cloud (via the REST API)

(B) Provide the
Network-Layer Onboarding Steps device’s DPP
URI to the

device owner’s
I —~ : account in the
\‘) loT Devices cloud

(1) Device enters onboarding
mode and waits for DPP
exchange to begin

(6) Acquire an IP address via DHCP and use the network
credentials to connect to the network securely

a

(3) Configurator and device Access Point, Router, or Switch <
perform the authentication
phase of DPP—a 3-way
handshake that authenticates
the device and establishes a
secure channel with it

(5) Assign any special roles or
ACLs pertaining to the device

(4) Configurator and device perform the configuration phase
of DPP—a 3-way handshake that provisions network
credentials to the device (e.g., SSID, unique PSK)

o \
Authorization
Configurator > Service

National Cybersecurity Center of Excellence kev from tﬁ‘é?‘if§‘tsb‘f’6ne deV|ce DPP URl -
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h (A) Create the I0T Device, install the device’s unique birth credential, and either install itapplication-layer
bootstrapping information or ensure that it can generate onedime applicationlayer bootstrapping

Device Manufacturer

information at runtime.
Provide the device’s DPP URI to the device’s owner either via th&€CableLabs web server or via QR code

Network- and Application -Layer Onboarding

and inputs the device’s DPP URI,
which is sent to the configurator,
thereby performing the trusted
introduction of the device’s
bootstrapping information

FD (B) Person opens a web app

(1) The device enters onboarding
mode and waits for the DPP
exchange to begin

(3) The configurator and the device
perform the authentication phase
of DPP—a three-way handshake
that authenticates the device and
establishes a secure channel with it

(4) The configurator and the device
perform the configuration phase of
DPP. During this threeway
handshake, the device sends its
application-layer bootstrapping

Natieomfidjeiration ereeuestabject and

2024-11-07

Wi-Fi Easy

Connect
Configurator

Access Point and Router

Build 2:

(7) The OCF OBT
discovers the device and

(6) The device uses its newlyprovisioned
network credentials to connect to the
network securely and then acquires an IP
address via DHCP

a

\ 4

Network-
Layer

(2) The configurator verifies that
the device is authorized to be
gnboarded to the network

<

\ 4

(5) The configurator sends the Service

device’s applicationlayer

IETF121 T2TRG

Onboarding
Authorization

prompts the user for
confirmation. Assuming
user confirmation is
received, the OBT
authenticates the device
and establishes a secure
channel with it

a

(8) The OBT installs
operational trust
anchors on the device
and sends it an access
control list that dictates

which bulbs each i ’E

bootsttappingcinformation to the __

rnsidals ia AnibtlhAvisadd +A
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> Build 4: Network-Layer Connection/Thread - Silicon Labs

loT Device Manufacturing Activities

(A) Prepare the device for network connection and applicatiodlayer onboarding (See the Supply Chain
h previous figure for detailed device preparation steps.) Integration
. (B) One aspect of this preparation involves providing device information to the device owner Service
Device (perhaps via the supply chain integration service, as depicted here)
Manufacturer (©) Provide thel
- Vi I
Network-Layer Connection Steps device info to |
the device |
owner’s |
I = loT Devices authorization |
\ service I
G T (3) Device requests to join the network and provides I
the pre-shared key as its network credential I
(1) Device generates a |
pre-shared key. (4) Router authenticates the device based on the |
L pre-shared key and grants the join request I
(2) Owner shares this key A (5) Verify that the device is authorized I
® with the OpenTh_read - to connect to the network I
border router using the Border Router < - - |
router’s web interface (6) AS_S|gn the device network I
permissions |

Thread

Network (7) The device is able to access the IP network via Authorization Service
Onboarding the border router. for Device Owner
Component

National Cybersecurity Center of Excellence nccoe.nist.gov
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Build 5: Network-Layer Onbrding/BRSKI-wifiManySecured (Continuous Verificati

I()' Device Manufacturing and Ownership Transfer Activities
(A) Create the 10T Device and give it a serial number

Install the device’s unique birth credential into the device’s secure storagelDevID)

Device Manufacturer Provide the location of the device's MASA and a trust anchor for the MASA

Network-Layer Onboarding

7
II T loT Devices (Pledges)

(1) Device establishes an https
connection to the local Domain
Registrar

A
i (11) Device uses network credentials to connect to the network securely

Access Point and Router

(12) Monitor and control the router
according to policy on an ongoing basis
to verify that the device and its
operations continue to be authorized

(2) Device creates a pledge
voucher request, signs it using its
IDevID certificate, and sends the
reqguest to the Registrar

(7) Registrar examines the new
voucher and other info. Based on
this info, the Registrar makes the
decision to continue bootstrapping

a

v

Continuous

v

and passes the voucher to the

Authorization

v

-
<

Domain
Registrar ®

(3) Registrar determines if t
device was expected. If so, it
creates, signs, and sends to the
CAS a registrar voucher

device

Service (CAS)

(4) CAS consults policy to
(8) Device verifies the voucher
signature by using pre-provisioned

trust anchors associated with the the voucher-request to the

determine if the device should
be onboarded. If so, it forwards

Supply Chain |
Integration
__ Service _ _,
I B) Store the
I device serial #
I and IDevID in
I the MASA

I database.

: (C) Eventually,
when the
device is
purchased, the

I manufacturer

I may also

I record the

I device owner

I information in

4 the MASA

Manufacturer
Authorized

Signing Authority
(MASA)

MASA request containing the info from MASA
_ the pledge voucherrequest and
2024-11-07 IETF121 T2TRG 13



> BRSKI and Infineon Factory Provisioning Architecture

The Provisioning Code

performs the following steps

1. Instruct the SE to generate
and store a public/private

key pair

2.Create a CSR and have the

SE sign it

3. Send the signed CSR to the

CA

Nquiring
Minds On-

= ! 4. Receive certificate | § LTl Q
Code

CA from the CA

>

5. Load the certificate into
the SE

6. Send the certificate and
ownership information to
the manufacturer’s

loT Device
(Raspberry Pi)

Infineon Optiga SLB 9670 TPM 2.0(SE)

Key Pair

Secure

Generation Storage

Component

Operations performed in the SE:

* Generate private/public key pair

* Sign the certificate signing
request (CSR)

 Receive and store the signed
certificate

database (i.e., the MASA)

National Cybersecurity Center of Excellence

2024-11-07

nccoe.nist.gov

IETF121 T2TRG
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> Build 3: Network-Layer Onboarding/Sandelman/BRSKI

loT Device Manufacturing and Ownership Transfer Activities

| Supply Chain !
—————————————————————————————————— » | Integration :
(A) Create the lIoT Device and give it a serial number I__ _Service _ _,
; Install the device’s unique birth credential into the device’s secure storagdiDevID)
Device Manufacturer
Provide the location of the device's MASA and a trust anchor for the MASA B) Store the

device serial #

I
|
| .
Network-Layer Onboarding | and IDevID in the
I MASA database.
(1) Device establishes/discovers an https loT Devices (Pledges) I C) Eventually,
connection to the local Domain Registrar | when the device
(2) Device creates a pledge voucher request (9) Device uses network credentials | is purchased, the
. reates a pledg werreq ’ to connect to the network securely I manufacturer
signs it using itsIDevID certificate, and a | may also
sends the request to the Registrar | record the
(5) Registrar examines the new voucher and Access Point, Router, or Switch | pliwce (;\_Nne_r
information in
other info. Based on this info, the Registrar I the MASA
makes the decision to continue (8) Registrar provisions network credentials I
bootstrapping and passes the voucher to to the device using EST (e.g.LDevID) |
the device a8 a }
< Manufacturer
(6) Device verifies the voucher signature b SRS (3) Registrar determines if the device was Authorized
using pre-provisioned trust anchors SR expected. If so, it creates, signs, and sends to Signing Authority
associated with the MASA the device’s MASA a registrar voucherrequest (MASA)

containing the info from the pledge voucher

(7) Device uses EST to requests new request and info about the registrar/owner.

credentials
4) MASA verifies that the Registrar owns the device (or

S trusts on firstuse), creates a new voucher indicating

2024-11-07 IETF121 T2TRG
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Build 3: Network-Layer Onboarding (BRSKI)

Project components available

Network Onboarding (4) Verify device is authorized Authorization Service

Component: to be onboarded to network BRSKI MASA:

BRSKI registrar: . highway

fountain (4) BRSKI-MASA protocol .
(3) Trusted a : (B) Send the authorization service
:;‘ltrOdUGt'(:’ﬂ of " 1 information about devices that the

evice and netwo il I organization has purchased
bootstrapping (6) EST provisions '
information, LDevID to device !
including device -
attestation token RFC8366 -
i voucher
Device and network BRSKI JOIN-proxy Device Manufacturer
authentication = i (A) The device
: (C) Send manufacturer may
Verify network is ; the device provide information
authorized to (7) EAP-TLS  information about devices that the
onboard device (W;f A'E”‘f_eép”fg) - about its organization has
e Ley } mer purchased
4
(5) BRSKI provisional A ¥

TLS connection (1) Secure Boot
established, voucher- loT Devices Q (future work)
request sent reach, rustybeach

(2) Device enters onboarding mode

NI NE NN
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MASAL..3

masa.honeydukes.sandelman.ca

serial console

brski.org

NCCoE
VM host

server f i

o

nerva

satine Fountain
Registrar

(VM)
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http://brski.org/
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Overview Factory buildé demo

oLy Factory
s 7 %, Firmware

Operating
Firmware

IDevID
Certification
Authority

Registrar
DPP server
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QUESTIONS/DISCUSSION

20
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