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üConstrained Application Protocol (CoAP)

ïPossible transport: UDP/IP; TCP and WebSockets(RFC 8323), é

ïé SMS, CIoT, Bluetooth, LoRaWAN, IEEE 802.15.4, é

üRESTful, web-transfer protocol between client and server

ïMethods GET, POST, PUT, DELETE, FETCH, PATCH, and iPATCH

üExtensibility through CoAP Options, including:

ïObserve: the client ñsubscribesò to changes at the serverôs resource

ïBlock-wise: large content split into chunks, each sent in one message

üSupport for:

ïProxies, to forward messages between client and server

ïGroup communication, e.g., UDP over IP multicast

üSecurity originally relying on DTLS, at the transport layer

ïNo support for IP multicast

ïHop-by-hop but not end-to-end Č Security terminates at a proxy

Background: CoAP(RFC 7252)
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üGoal: end-to-end security between data originator and data consumer

ïMessages selectively opaque to intermediary proxies

ïOperations at proxies are still possible to perform

üObject Security for Constrained RESTful Environments (OSCORE)

ïEnd-to-end security at the application layer

ïEncryption, integrity, and replay protection

ïSelective protection of CoAP messages

üLightweight: based on COSE (RFC 9052) and CBOR (RFC 8949)

üA protected message is still a CoAP message, with an OSCORE Option

ïOSCORE works wherever CoAP works, while preserving CoAP features

Background: OSCORE (RFC 8613)
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üAuthentication and access control for constrained environments

üEfficient enforcement of fine-grained access control

ïA Client accesses protected resources at a Resource Server, ...

ï... according to access tokens issued by an Authorization Server

ïThe evaluation of access policies occur at the Authorization Server

üSeparate transport profiles of the framework specify:

ïCommunication and security protocols to use

ïSecure association between Client and Resource Server

ïDetails about the message format and processing

üE.g., OSCORE profile of ACE (RFC 9203)

ïThe Client and Resource Server use CoAP and OSCORE

Background: ACE (RFC 9200)
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üVery efficient and convenient message exchange

ïDevices are members of a same group

ïOne request sent to the whole group at once, e.g., over IP multicast

ïMultiple corresponding responses sent back as unicast messages

üMain benefits

ïMore efficient bandwidth utilization

ïReduced latency and processing on the client side

üGroup communication for CoAP over UDP/IP (RFC 7390)

ïLimited to CoAP functionalities available back then

ïNo security solutions for group communication were available

üA lot has happened since then, including:

ïObservation for CoAP (RFC 7641)

ïGroup OSCORE for secure communication

ïMore potential features and issues to solve

Group communication paradigm



IETF 121 Meeting ïDublin  |  2024-11-07  |  Page 6

üLighting control

ïGroups reflect physical locations in the building

ïOn/Off/Dimming commands addressing a whole group

üIntegrated building control

ïNatural extension of lighting control

ïWider variety of commands for more device types (heaters, doors)

üSoftware and firmware updates

ïThe amount of data is typically quite large in size

ïReduce network load and propagation delay

üParameter and configuration update

ïReconfigure common settings of multiple devices

ïSimultaneous updates, fast and efficiently

üDistribution of updated content to a set of subscribers

Relevant use cases for group comm.

v 0.2
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1. CoAP over IP multicast

2. Proxy operations for CoAP group communication

3. Group OSCORE ïOSCORE (9) in group communication settings

4. Observe notifications over multicast ïSecurity with Group OSCORE

5. Cacheable OSCORE responses ïUsing deterministic requests

6. Key management for groups ïThrough a Group Manager (GM), using (11a)

7. Creation/configuration of OSCORE groups at a GM ïUsing (11a)

8. Discovery of OSCORE groups as links for joining ïUsing the CoRE Resource Directory

9. OSCOREïEnd-to-end secure communication for CoAP, using COSE

10. OSCORE-capable proxies ïEnabling OSCORE security also at proxies; useful for (2)(4)

11. Related access control, using the ACE framework

a) One-to-one interaction with the Group Manager, using ACE profiles (11b)

b) One-to-one for resource access, e.g., DTLS profile, OSCORE profile, EDHOC and OSCORE profile

c) One-to-one or one-to-many for resource access among group members ïGroup OSCORE profile

Components at a glance
Operational

Management

Reference

marker
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üCreation and setup of security groups (for administrators)

üDiscovery of security groups and information to join

üProvisioning of group keying material

üSecure exchange of messages in the group

This is the chronological order. Letôs rather go through the building blocks!

Group lifecycle



Operational components
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üNow defined in draft-ietf-core-groupcomm-bis

ïIntended to obsolete RFC 7390

ïIntended to update RFC 7252 (CoAP) and RFC 7641 (Observe)

üUDP/IP as default and main considered transport

üNotable features

ïCoAP groups, application groups, and security groups

ïNaming groups and relation among groups

ïToken processing on the client (longer retention)

ïHandling of multiple responses on the client

ïSupport for proxies (detailed in a separate document)

ïSupport for Block-wise (with limitations) and Observe

ïRevised caching and validation of responses

üGroup OSCORE is used for secure communication

Group comm. for CoAP

Src: 192.168.0.3

Dst: 192.168.0.1

Token: 0x77ac

Src: 192.168.0.2

Dst: 192.168.0.1

Token: 0x77ac

Src: 192.168.0.1

Dst: 224.0.1.188

Token: 0x77ac

Src: 192.168.0.4

Dst: 192.168.0.1

Token: 0x77ac
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üIf a proxy is used ...

ïThe client sends a unicast request to the proxy, including a Group URI

ïThe proxy forwards the request over multicast to the servers in the group

üRelevant issues to address

ï (*) The client may receive multiple responses to a single unicast request

ï (*) The client may not be able to distinguish responses and origin servers

ï (*) The proxy does not know when to stop handling responses

ï (**) Clients to be allowed-listed and authenticated on the proxy

ü(*) draft-ietf-core-groupcomm-proxy

ïEmbedded signaling protocol, using two new CoAP options

ü(**) draft-ietf-core-oscore-capable-proxies

ïAuthentication through OSCORE-based communication

between client and proxy (more on this in a later slide)

Proxies for Group CoAP

CoAP option

Send me responses for 60 s

S1

S3

CoAP option

Address of server S3

59 s

57 s

S3Received 

from

S1

S3

S2

S2
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üGroup OSCORE ïdraft-ietf-core-oscore-groupcomm

ïNatural extension to secure CoAP group communication

ïBased on the same primitives and mechanisms of OSCORE

ïFulfilling the same security requirements of OSCORE

üBinding of multicast requests with multiple related responses

üKeying material at group members

ïShared keying material to locally derive individual keying material

ï Individual keying material used to protect group messages

üSource authentication ïTwo modes of operation

ï "Group mode" ïFor 1-to-N messages Č signature and cipher MAC

ï "Pairwise mode" ïFor 1-to-1 messages Č only the cipher MAC, by using pairwise keys

üGroup Manager

ïCoordinate the join process and group key management

ïEnsure uniqueness of group/node identifiers

ïRepository of public keys of group members

Group OSCORE
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Group OSCORE

Secure group request Secure individual responses
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üA CoAP proxy (P) can be used between client (C) and server (S)

ïA security association might be required between C and P

ïGood to use OSCORE between C and P (not defined in RFC 8613)

üNow enabling the use of OSCORE at proxies

ïBetween origin client/server and a proxy

ïBetween two proxies in a chain

üAdmit a nested OSCORE protection

ïTypically, 1 layer end-to-end  +  1 layer between two adjacent hops

ïPossible to apply 2 or more OSCORE layers to the same message

üdraft-ietf-core-oscore-capable-proxies

üSome relevant use cases

ïGroup communication through a proxy

ïCoAP transport indication through trusted proxies

ïOSCORE-protected "onion forwarding", a la TOR

ïOMA LwM2M: reach out to external devices or Application Servers

OSCORE-capable proxies

C

S

Unicast

Request
P

Group

Request S

S

S
Unicast

Response

Group OSCORE

Unicast

Responses

OSCORE

Nested OSCORE protection applied to

CoAP group communication with a proxy
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üMany clients may observe the same resource on the same server

ïSingle notification sent over multicast to all clients

ïSecurity end-to-end with Group OSCORE

üNotifications are responses to a Phantom Request

ïGenerated inside the server, it does not hit the wire

ïLike if sent by the group, from the group IP multicast address

ïProtected with Group OSCORE, if security is used

üThrough 5.03 error responses, the server synchs all clients as to:

ïThe Phantom Request

ïRequest-response transport binding

üSame Token for Phantom Request and its notifications

ïRequest-response security binding with Group OSCORE

üSame AAD fields for Phantom Request and its notifications

üdraft-ietf-core-observe-multicast-notifications

Observe multicast notifications
Server

CoAP  Phantom Request

GET /status

Observe: 0 (register)

Server

Client

Multicast

Notification

(CoAP response)

Client

The representation of  /status  changes

Observing  /status

ServerClient

GET /status

Observe: 0 (register) /status

5.03 (Service Unavailable)

{ IP multicast address & port number,

Token,

Phantom Request

}

Observing  /status
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üNormally proxies cannot effectively cache OSCORE responses

ïEach OSCORE request will be different

ïResult: no hits on the proxy cache

üSolution: use a common "Deterministic Request"

ïSent by all clients accessing a same resource

ïProtected end-to-end with Group OSCORE

ïPossible to generate for any client in the group Č Cache hit

üNote that:

ïThe proxy is still not a member of the OSCORE group

ïNo extra communication is needed for clients

üdraft-amsuess-core-cachable-oscore

Cacheable OSCORE
Deterministic 

Request Deterministic 

Request

Later on é

Deterministic 

Request



Management components
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üJoin OSCORE groups over ACE

ïJoining node Č ACE Client

ïGroup Manager Č ACE Resource Server (RS)

üOn the Group Manager

ïOne "join resource" per OSCORE group

ïAccess control is enforced through ACE

ïSecurity as per the used ACE profile

üMessage 4 ïJoin Response

ïProvide group keying material and parameters

üRevocation and renewal (rekeying)

ïDistribute new keying material to current group members

ïE.g., upon a change in group membership

üdraft-ietf-ace-key-groupcomm-oscore

Key management for OSCORE groups
Joining node

(ACE Client)

Authorization

Server

Group Manager

(Resource Server)

1

2
3. Join 

Request
4. Join 

Response
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üTwo logically separated domains of access control

ïTo the secure group communication channel, i.e., for joining the OSCORE group (see previous slide)

ïTo the resource space of servers in the OSCORE group (see this slide)

üFine-grained access control within the OSCORE group

ïAccess to resources of group members

ïThe group joining has to happen first

üIn general

ïBeing a group member does not grant access rights

ïDifferent clients have different access rights

ïAccess rights may change over time

üGroup OSCORE profile of ACE ïdraft-ietf-ace-group-oscore-profile

ïGroup OSCORE used as security protocol between ACE Client and Resource Server(s)

ïThe access token is also bound to the Group OSCORE Security Context

ïAligned with the Zero Trust paradigm from NIST (see NIST Special Publication 800-207)

Group OSCORE profile of ACE

POST /r1 POST /r1

C1 C2

/r1

/r1
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üRESTful interface at the Group Manager

ïAccess control enforced with ACE

ïAdmin Č ACE Client

ïGroup Manager Č ACE RS

üSingle group-collection resource

ïOne group-configuration resource per

group, including related parameters

üdraft-ietf-ace-oscore-gm-admin

üdraft-ietf-ace-oscore-gm-admin-coral

Administration of OSCORE groups

Group 

Memberships

Group Manager

Admin

Candidate

member

Create and 

configure

Join and 

leave

üCreate a new OSCORE group (POST)

ïCreate 1 group-configuration and 1 group-membership resource

üRetrieve the list of OSCORE groups

ïAll groups (GET); or

ïGroups selected by filters (FETCH)

üRetrieve the group configuration

ïEntirely (GET) or partly (FETCH)

üUpdate the group configuration

ïEntirely (POST) or partly (PATCH/iPATCH)

üDelete the group (DELETE)
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üNewly deployed IoT device

ïSome information to join an OSCORE group might be missing

ïSpecial cases: group not created yet, or Group Manager (GM) not deployed yet

üUse the CoRE Resource Directory (RD) (RFC 9176)

üThe GM registers itself and the links to its membership resource to the RD

ïMost of the the group configuration is signaled with link attributes

üClients lookup at the RD and get the links to join

ïEarly knowledge of the group configuration from link attributes

ïAutomatic notifications are possible, using CoAP Observe

üdraft-tiloca-core-oscore-discovery

Discovery of OSCORE groups

?

Group 

Manager

Candidate 
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Resource 

Directory

Register the 

link to join

Retrieve the 

link to join
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Group lifecycle (reprise)

Group creation 

and configuration

Group registration 

and discovery

Group joining and 

key provisioning

Secure group 

communication

Group 

Manager

Group 

Manager

Resource 

Directory

Admin Group 

Manager

t

Group 

lookup

Link 

to join
Group 

configuration

Link 

to join

Authorized 

join request

Keying

material

With resource 

access control
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Message exchange models

Plain setup Setup with proxy Multicast notifications

Observe

Observe

Observe

Phantom 

request
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üSecure and efficient distribution of SW/FW updates

ïTarget a group of devices at once: they all want the same thing!

üOne-to-many distribution, with CoAP multicast responses

ïProtected end-to-end, between the Distributor and the recipient Devices

ïSent over multicast to the Devices, from an advertised point in time

üDelivered by an intermediary CoAP proxy that

ïFetches large ñinnerò chunks from the Distributor, as protected responses

ïCaches those protected responses generated by the Distributor

ïSends small ñouterò chunks to the Devices as responses over multicast

üEarly design presented to T2TRG

ïInterim meeting on 2024-05-21 [1]

ïPlan to write an Experimental Internet Draft for T2TRG

One beneficiary use case
Distributor 

(Server)

Device 

(Client)

Device 

(Client)

Proxy

Split the SW/FW 

image into big 

inner chunks

Split each 

inner chunk 

into smaller 

outer chunks

End-to-end 

security

[1] https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg

https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
https://datatracker.ietf.org/meeting/interim-2024-t2trg-01/session/t2trg
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Å CoAPςhttps://datatracker.ietf.org/doc/html/rfc7252

Å CoAPObserve ςhttps://datatracker.ietf.org/doc/html/rfc7641

Å CoAPBlock-wise ςhttps://datatracker.ietf.org/doc/html/rfc7959

Å OSCORE ςhttps://datatracker.ietf.org/doc/html/rfc8613

Å CBOR ςhttps://datatracker.ietf.org/doc/html/rfc8949

Å COSE ςhttps://datatracker.ietf.org/doc/html/rfc9052 https://datatracker.ietf.org/doc/html/rfc9053

Å ACE framework ςhttps://datatracker.ietf.org/doc/html/rfc9200

Å DTLS profile of ACE ςhttps://datatracker.ietf.org/doc/html/rfc9202

Å OSCORE profile of ACE ςhttps://datatracker.ietf.org/doc/html/rfc9203

Å EDHOC and OSCORE profile of ACE ςhttps://datatracker.ietf.org/doc/html/draft-ietf-ace-edhoc-oscore-profile

Å Group communication for CoAPςhttps://datatracker.ietf.org/doc/html/draft-ietf-core-groupcomm-bis

Å Proxies for Group CoAPςhttps://datatracker.ietf.org/doc/html/draft-ietf-core-groupcomm-proxy

Å Group OSCORE ςhttps://datatracker.ietf.org/doc/html/draft-ietf-core-oscore-groupcomm

Å OSCORE-capable Proxies ςhttps://datatracker.ietf.org/doc/html/draft-ietf-core-oscore-capable-proxies

Å Observe multicast notifications ςhttps://datatracker.ietf.org/doc/html/draft-ietf-core-observe-multicast-notifications

Å Cacheable OSCORE ςhttps://datatracker.ietf.org/doc/html/draft-amsuess-core-cachable-oscore

Å Key management for OSCORE groups ςhttps://datatracker.ietf.org/doc/html/draft-ietf-ace-key-groupcomm-oscore

Å Group OSCORE profile of ACE ςhttps://datatracker.ietf.org/doc/html/draft-ietf-ace-group-oscore-profile

Å Administration of OSCORE groups ςhttps://datatracker.ietf.org/doc/html/draft-ietf-ace-oscore-gm-admin

Å Discovery of OSCORE groups ςhttps://datatracker.ietf.org/doc/html/draft-tiloca-core-oscore-discovery
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Thank you! 
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Step-by-step setup

Start
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Step-by-step setup

Step 1

Creation and configuration 
of OSCORE groups at a 
Group Manager (GM)
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Step-by-step setup

Step 2

Discovery of OSCORE groups 
as links for joining, using the 
CoREResource Directory
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Step-by-step setup

Step 3
Authorized joining of an 
OSCORE group and group 
key provisioning, through a 
GM
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Step-by-step setup

Step 4

Fine-grained access control 
to access resources of group 
members


