
Dennis Jackson

Abridged Certs
draft-ietf-tls-cert-abridge



Dennis Jackson

Recap

● Adopted as a WG document by TLS WG @ IETF 117

● A new TLS certificate compression scheme which achieves much better 
compression ratios and suppresses intermediates certificates.

● Core idea: 
1. Compress the certificate chain down to just the end-entity certificate 

using a pre-shared list of WebPKI CA Certificates. 
2. Compress the end entity certificate using a pre-shared Zstd dictionary.
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Issue: Complexity of Second Pass

Many folks gave feedback that pass 2 was more complex than it was worth:

○ Defining the pre-shared dictionary relied on a messy algorithm for sampling from CT logs 
○ Zstd is not currently widely deployed for TLS Certificate Compression

Proposed Resolution: Switch to Brotli with no dictionary for Pass 2 (PR 26)

+ Much simpler 
- A few % less compression

https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/26
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Issue: Specifying the Pass 1 Dictionary

● CCADB now offer a public export of the certificate lists

● Two options previously considered:
○ Baking it into the draft in an appendix 
○ Migrating to a TLS extension which specifies (oldest, newest) entries known to client. 

● RFC 7932 - Brotli, takes the first approach with a 244 KB appendix. Propose 
to keep in the appendix for now (PR 33)

https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/33
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Issue: Codepoint Assignment

Happily, RFC 8879 allocates 0x4000 and up for experimental use, with no IANA 
approvals required.

Propose using 0xab00 for this experimental iteration (PR 30). 

https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/30
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Effectiveness 

Scheme p5 p50 p95

Current Certificate Chains 2308 4032 5609

Existing TLS Certificate Compression 1619 3243 3821

This Draft 881 1256 1716

Byte sizes of certificate chains taken from sample of Tranco Top Sites
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Estimates for PQ Certificate Chains

Working assumptions: 

● ML-DSA 44 (Dilithium) for Handshake Signatures and Certificates

● FN-DSA (Falcon) for 2 SCTs 

● Classical Cross Sign for Backwards Compatibility

● Fully FIPS & PQ Secure

● 0.2 to 1 KB of Leaf Certificate Metadata 
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Estimates for PQ Certificate Chains

Scheme Median p95

Estimated PQ Chains 12 KB 13 KB

Classical Chains Today 4.0 KB 6 KB

Estimated PQ with This Draft 7.5 KB 8.5 KB
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Deployability

● Can be deployed by applications via existing TLS Cert Compression Library 
hooks even if the TLS library does not include Abridged itself.

● Can be deployed by TLS Libraries by default 
○ Usage is unobservable to applications
○ Doesn’t impact trust decisions
○ No risk of connection breakage

● Doesn’t rely on DNS, OS integration or other external mechanisms

● Existing CA Practices make for easy versioning: 
○ ISRG currently issues new intermediates at 2 year intervals and new roots at 5 year intervals. 
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Implementation Status

● Firefox 132 (October 28th) shipped TLS Certificate Compression support
○ Abridged Certificates support in final review, expected in next Nightly

● abridged-certs-rs
○ Standalone Rust Library implementing compression and decompression
○ Integrates Rustls to build a TLS client and server with Abridged Certificates support
○ 500 LoC including tests

● Aware of at least one other prototype being developed for evaluation

https://www.mozilla.org/en-US/firefox/132.0/releasenotes/
https://github.com/dennisjackson/abridged-certs-rs
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Next Step: Experimental Evaluation

What performance impact will there be for real world users if…

1. …we compress existing certificate chains from 4 KB to 1.2 KB? 

2. …we inflate existing certificate chains from 4 KB to 7.5 KB (or more)?   

Most interested in happy eyeball metrics like time to first paint, rather than less 
directly observable metrics like TLS handshake latency or TTFB / TTLB. 

https://web.dev/articles/fcp
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FIN
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Issue: Complexity of Second Pass

Many folks gave feedback that pass 2 was more complex than it was worth:

○ Defining the pre-shared dictionary relied on a messy algorithm for sampling from CT logs 
○ Zstd is not currently widely deployed for TLS Certificate Compression

Proposed Resolution: Switch to Brotli with no dictionary for Pass 2 (PR 26)

+ Much simpler 
- A few % less compression

Scheme p5 p50 p95

Draft 00 661 1060 1437

After PR 881 
(+220)

1256 
(+196)

1716 
(+279)

https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/26
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Issue: Specifying the Pass 1 Dictionary

…
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Minor Changes

● Require unrecognised identifiers to result in decompression failures (PR 27)

● Editorial Cleanups 
○ Remove old DISCUSS tags (PR 28)
○ Update Benchmarks (PR 29)
○ Optimize server-side footprint (PR 31)
○ Update Acknowledgements (PR 32) 

https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/27
https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/28
https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/29
https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/31
https://github.com/tlswg/draft-ietf-tls-cert-abridge/pull/32

