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Status

● Full exploration of the 
design space

○ Pre-handshake: attested CSR
○ Intra-handshake: attested TLS
○ Post-handshake: application 

layer and based on Exported 
Authenticators (RFC9261)

● Formal verification 
(Usama)

● Implementations exist

https://www.ietf.org/archive/id/draft-ietf-lamps-csr-attestation-14.html
https://www.ietf.org/archive/id/draft-fossati-tls-attestation-08.html
https://www.rfc-editor.org/rfc/rfc9261.html


● The use of remote attestation in TLS is applicable to these use cases:

● Confidential computing (main priority)
● Device onboarding

The web is not a use case for this document!

Use Cases



● Aiming for experimental status
● Adopt?

Next Steps
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