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IPR Declarations

@ draft-westerlund-tsvwg-sctp-dtls-chunk-03
- https://datatracker.ietf.org/ipr/6219/

@ draft-westerlund-tsvwg-sctp-dtlis-handshake-03
- https://datatracker.ietf.org/ipr/6220/
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Implementation Experience

The PoC has been developed on User Space SCTP
protocol stack owned by Ericsson and developed by
Tieto.

Development activity was done by a team of 5
people and lasted 3 months, strictly using the drafts
as input and adapting to OpenSSL 1.1.1 in Linux OS.

SCTP Client was also adapted as the API is slightly
different, for instance it contains the rekeying
interval parameters for the DTLS Connections.

The protocol stack has been verified on Linux clients,
with the help of internal logging and Wireshark logs

The most common test cases have been executed,
with focus on DTLS rekeying and Message
segmentation/reassembly.
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Frame 1: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) Frame 2: 276 bytes on wire (2208 bits), 276 bytes captured (2208 bits)
Linux cooked capture v2 Linux cooked capture V?
Internet Protocol Version 4, Src: 10.225.41.2, Dst: 10.225.41.54 Internet Protocol dErepinod Srss Lledmedlolo et Lfilifo ol
Stream Control Transmission Protocol, Src Port: 1001 (1001), Dst Port: 2801 (2001) Stream Control Transmission Protocol, Src Port: 2601 (2001), Dst Port: 1061 (16e1)

Source port: 1801 SOUPFE p?rt: 2001

Destination port: 2001 Desfi?atl?n port: 1601

Verification tag: 0x00000000 v:m 1$at}on ‘faj- ?xg}ﬁi?z e 4 .

[Association index: disabled (enable in preferences)] £h552C1a Eg:c;;c?fle 133? ;? (enable ;" preferences)]

Checksum (CRC32C): @xdc166f97 [correct] Sels5n : @xaBc7e77c [correct]

el Srrtis: Eaed [Checksum Status: Good]

[Checksum atus: Good] . INIT_ACK chunk (Outbound streams: 2, inbound streams: 2)

INIT chunk (OQutbound streams: 2, inbound streams: 2)

* Chunk type: INIT_ACK (2)
¥ Chunk type: INIT (1)

. ) B... .... = Bit: Stop processing of the packet
@... .... = Bit: Stop processing of the packet

L .@.. .... = Bit: Do not report
.8.. .... = Bit: Do not report Chunk flags: exee

Chunk flags: ©x@0 Chunk length: 224

Chunk length: 36

o Initiate tag: @x86f3d4fc
Initiate tag: @x8163902c Advertised receiver window credit (a_rwnd):
Advertised receiver window credit (a_rwnd): 16384

Number of outbound streams: 2
Number of outbound streams: 2 T rET T SmrEiTE SEmEemEss L

Number of inbound streams: 2 Initial TSN: 15979772

Initial TSN: 23382188 Unknown parameter (Type 32773, value length: 4 bytes)

Coockie preservative parameter (Increment :0 » Parameter type: Unknown (©x8005)

Unknown parameter (Type 32773, value length: Parameter length: 8

» Parameter type: Unknown (@x80@5) Parameter value: 90010082
Parameter length: 8 State cookie parameter (Cook

ie length: 192 bytes)
Parameter value: 80018802 - i s Lt fn nnno

02 00 82 @0 f3 d4 fc 80 ©5 ©0 B8 ©0 01 09 B2

28 00 07 90 c4 83 e9 07 d1 80 f3 d4 fc 81 63 90 2c

A1 @ 00 f3 d4 fc @1 63 90 2c ©O 00 PO OO GO OO 60 B0

Pa 00 00 40 G0 0O 00 40 G@ 0O 02 9O 02 @B PO la fc

dc 00 00 90 c5 @0 PO la c@ ©O 60 00 c5 00 60 e vl

o0 00 00 00 ©1 @0 PO OO OO0 0O 60 00 B0 Qa el 29 B2

2050 80 e 00 00 00 0O O PO OO OO0 ©O 60 00 00 00 Be 0V VO
00 00 00 00 @a el 29 36 ©O 6O 00 OO OO B0 @O PO

0.: 2+ Time: 12:47:38,606661 - Source: 10.225.41.54 - Destination: 10.225.41.2 - Protocol: SCTP - Length: 276 - Info: INIT_ACK
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Frame 5: 304 bytes on wire (2432 bits), 304 bytes captured (2432 bits)

Linux cooked capture v2
Internet Protocol Version 4, Src: 18.225.41.2, Dst: 16.225.41.54
Stream Control Transmission Protocol, Src Port: 1801 (1881), Dst Port: 2881 (20081)

Source port: 1001
Destination port: 20801
Verification tag: @x@0f3d4fc

[Association index: disabled (enable in preferences)] Frame 48: 104 bytes on wire (832 bits), 184 bytes captured (832 bits)
Checksum (CRC32C): ©xc9b24a62 [correct] Linux cooked capture v2

(ee sem SiaEns: Erail] Internet Protocol Version 4, Src: 18.225.41.2, Dst: 10.225.41.54
DATshchlL(m: (or‘dg;Tes,(;;}mplete segment, TSN: 233062188, SID: @, SSN: ©, PPID: 4242, payload length: 233 bytes) Stream Control Transmission Protocol, Src Port: 1001 (1001), Dst Port: 2001 (2001)
v un e:
9...y?... = Bit: Stop processing of the packet SourFe p?rt: leel
.8.. .... = Bit: Do not report Destination port: 2001
b Chunk flags: @x@3 Verification tag: @x88f3dAfc
Himrls Lemgih: 299 [Association index: disabled (enable in preferences)]
' ;:iz::l:;;EZi:jZifngi@g;gber (zbealniz)z ZZRENIE Checksum (CRC32C): 0x1cc92469 [correct]
Stream sequence number: @ [ChQCKsum Status: GOOd]
Payload protocol identifier: Unknown (4242) RESERVED chunk (Type: 248, value length: 45 bytes)
Chunk padding: 000000 * Chunk type: Unknown (248)
» Data (233 bytes) 1... .... = Bit: Skip chunk and continue processing of the packet
.1.. .... = Bit: Do report
Chunk flags: 8x@e
Chunk length: 49

Chunk value: 17fefdB8810000000000010020885025b8cee8bcedlbfTe24d19¢87cd77ae8d3fbbdc®485c439cb8516124c2dd

1e fe ff 6@ @0 90 e o0 Be Chunk paddlng: TEEEAY

ee 80 60 8@ 08 e 88 do fe

81 al f3 a9 96 79 2b 59 db

a8 23 57 ac 1f ab S5e 34 a@

dc €O 30 c®@ ad co c@ 24 co

a8 €@ 2f ¢®@ ac co c@ 23 co

a3 00 6a 80 9e 090 cc aa 00

Qa c@® 99 ce@ 13 00 o0 38 00

0. 5+ Time: 12:47.38,651105 « Source: 10.225.41.2 + Destination: 10.225,41.54 - Protocol: SCTP - Length: 304 - Info: DATA (TSN=23302188)
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Data transfer with different CID

Frame 98: 176 bytes on wire (1488 bits), 176 bytes captured (1488 bits)
Linux cooked capture v2
Internet Protocol Version 4, Src: 18.225.41.54, Dst: 10.225.41.2
Stream Control Transmission Protocol, Src Port: 2001 ( 1), Dst Port: 1001 (1e@1)
Source port: 2801
Destination port: 1861
Verification tag: @x@1l c
ciation index: disabled (enable in preferences)]
sum (CRC32C): @xche8@74b [correct]
[Checksum Statu 1
* RESERVED chunk (Type: 248, wvalue length: 117 bytes)
¥ Chunk type: Unknown (248)
1... .... = Bit: Skip chunk and continue processing of the packet
.1.. .... = Bit: Do report
Chunk flags: 6xee
Chunk length: 121

Chunk value [..]: 17fefd@ clelelelele ol Te ok ) 68affdB829c44dbc966bd7be52e5a4b@7bT8119

Chunk padding: ©eeeee

(2]
c9
f4
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f fe
e al
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il
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Frame 119: 104 bytes on wire (832 bits), 104 bytes captured (832 bits)
Linux cooked capture w2
Internet Protocol Version 4, Src: 18.225.41.2, Dst: 18.225.41.54
Stream Control Transmission Protocol, Src Port: 1881 ( 1), Dst Port: 2001 (2¢
Source port: 1881
Destination port: 2601
Verification tag: @x88f3daAfc
[Association index: disabled (enable in preferences)]
Checksum (CRC3 : Oxd1b4929b [correct]
[Checksum Status: Good]
* RESERVED chunk (Type: 248, value length: 45 bytes)
* Chunk typ Unknown (248)
1... ... Bit: Skip chunk and continue processing of the packet
I R Bit: Do report

Chunk flags: B8x@1 CI D — 1
Chunk length: 49 -
Chunk value: 17fefdBea1t PBBBN1062012235e2284b8af5c18cTe7flcf96f@714dfa3e2e

Chunk padding: 336528



| essons learned

The PoC demo is based on DTLS 1.2 because the
OpenSSL library used does not yet support DTLS
1.3.

Different messages sizes have been tested, with
MTU length from 100 bytes up to 8 kbytes

As expected, rekeying is smooth and doesn’t
affect traffic latency

With small packets, for instance “paging” (~100
bytes) and message bundling, DTLS in SCTP
encryption use is very efficient.

Having a Wireshark SCTP parser that supported
this draft would have simplified debugging.
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| essons learned

PVALID retransmissions

® Found a race conditions that could deadlock entering
Validation

® Clarified the need to first install receive keys then enable
sending encrypted chunk when sending PVALID

Security Solutions Options with Chunk Protected
- Stack supports RFC 6083

- Multiple set of parameters requires evaluating all
parameters and select the most appropriate

DTLS Handshake for rekeying uses plain DATA with PPID=4242

@® This exposes endpoint to security weaknesses where
attacker manipulates receiver window using DATA chunks
with PPID=4242

@® Spec now requires encryption of all chunks including
rekeying DTLS Handshake after endpoint has reached
PROTECTED state
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Further Updates

® Chunks

- Optimization for completing VALIDATION if the PVALID response packet was lost and
encrypted data would appear

- Privacy consideration has been clarified
- AEAD Limits clarification

@® Handshake
- Clarified on removal of DTLS sessions
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