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IPR Declarations

● draft-westerlund-tsvwg-sctp-dtls-chunk-03
– https://datatracker.ietf.org/ipr/6219/

● draft-westerlund-tsvwg-sctp-dtls-handshake-03
– https://datatracker.ietf.org/ipr/6220/

https://datatracker.ietf.org/doc/draft-westerlund-tsvwg-sctp-dtls-chunk/
https://datatracker.ietf.org/ipr/6219/
https://datatracker.ietf.org/doc/draft-westerlund-tsvwg-sctp-dtls-handshake/
https://datatracker.ietf.org/ipr/6220/
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Implementation Experience
The PoC has been developed on User Space SCTP 
protocol stack owned by Ericsson and developed by 
Tieto.

Development activity was done by a team of 5 
people and lasted 3 months, strictly using the drafts 
as input and adapting to OpenSSL 1.1.1 in Linux OS.

SCTP Client was also adapted as the API is slightly 
different, for instance it contains the rekeying 
interval parameters for the DTLS Connections.

The protocol stack has been verified on Linux clients, 
with the help of internal logging and Wireshark logs

The most common test cases have been executed, 
with focus on DTLS rekeying and Message 
segmentation/reassembly.
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Data transfer with different CID
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Lessons learned

The PoC demo is based on DTLS 1.2 because the 
OpenSSL library used does not yet support DTLS 
1.3.

Different messages sizes have been tested, with 
MTU length from 100 bytes up to 8 kbytes

As expected, rekeying is smooth and doesn’t 
affect traffic latency

With small packets, for instance “paging” (~100 
bytes) and message bundling, DTLS in SCTP 
encryption use is very efficient.

Having a Wireshark SCTP parser that supported 
this draft would have simplified debugging.
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Lessons learned
PVALID retransmissions
● Found a race conditions that could deadlock entering 

Validation
● Clarified the need to first install receive keys then enable 

sending encrypted chunk when sending PVALID

Security Solutions Options with Chunk Protected
- Stack supports RFC 6083
- Multiple set of parameters requires evaluating all 

parameters and select the most appropriate

DTLS Handshake for rekeying uses plain DATA with PPID=4242 
● This exposes endpoint to security weaknesses where 

attacker manipulates receiver window using DATA chunks 
with PPID=4242

● Spec now requires encryption of all chunks including 
rekeying DTLS Handshake after endpoint has reached 
PROTECTED state
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Further Updates

● Chunks
– Optimization for completing VALIDATION if the PVALID response packet was lost and 

encrypted data would appear
– Privacy consideration has been clarified
– AEAD Limits clarification

● Handshake
– Clarified on removal of DTLS sessions
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