
Additional Formats of Authentication Credentials for the Datagram 
Transport Layer Security (DTLS) Profile for Authentication and 

Authorization for Constrained Environments (ACE)

draft-ietf-ace-authcred-dtls-profile-01

Marco Tiloca, RISE
John Preuß Mattsson, Ericsson

IETF 122 Meeting – Bangkok – March 19th, 2025



draft-ietf-ace-authcred-dtls-profile  |  IETF 122 Meeting  |   2025-03-19  |  Page 2

› The DTLS profile of ACE is defined in RFC 9202

– “RPK mode”: asymmetric authentication credentials as raw public keys (RPKs), only as COSE Keys

› Update to RFC 9202: enable the use of alternative formats for public authentication credentials

– Seamlessly applicable if TLS is used between Client and Resource Server (RFC 9430)

› Update breakdown

– Extend the “RPK mode”, to support also:

› CWT Claims Sets (CCSs) [1] transported by value

› COSE Keys identified by reference [2]

– Define a new “Certificate mode”, to support  X.509 *3+ and C509 *4+ public key certificates

› Possible to transport by value or to identify by reference

Recap

[1] https://datatracker.ietf.org/doc/rfc8392/

[2] https://datatracker.ietf.org/doc/rfc9679/

[3] https://datatracker.ietf.org/doc/rfc5280/

[4] https://datatracker.ietf.org/doc/draft-ietf-cose-cbor-encoded-cert/
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› The draft was adopted as a WG Document after IETF 121

› Editorial improvements

– Expanded acronyms on first use 

– Fixed examples in CBOR Diagnostic Notation

› Placeholder CBOR abbreviations for CWT confirmation methods

– Values start after 5, now taken by the registered ‘ckt’

› Updated references related to X.509 certificates

– Removed RFC 8398 and RFC8399, as obsoleted by RFC 9598 and RFC 9549

– Added RFC 9549, RFC 9598, RFC 9608, and RFC 9618

Recent updates



draft-ietf-ace-authcred-dtls-profile  |  IETF 122 Meeting  |   2025-03-19  |  Page 4

› New Section 2.2 “Raw Public Keys as COSE_Keys Identified by Reference”

– For the “RPK mode”, as an alternative to transporting COSE_Keys by value

– Using the CWT confirmation method ‘ckt’ defined in RFC 9679

› A “ckt” structure transports a thumbprint of a COSE Key (see Section 3 of RFC 9679)

› SHA-256 MUST be used as hash function; it is mandatory to implement in RFC 9679

› For the client’s authentication credential COSE_KEY_C, a “ckt” structure is included:

– In the “req_cnf” parameter of the C-to-AS access token request

– In the “cnf” claim of the issued access token

› For the resource server’s authentication credential COSE_KEY_RS, a “ckt” structure is included:

– In the “rs_cnf” parameter of the AS-to-C access token response

› Both COSE_KEY_C and COSE_KEY_RS can be identified by reference, or only one instead

Recent updates
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Example in “RPK mode” using ‘ckt’ 
Client  Authorization Server

Access Token Request in “RPK mode”

Authorization Server  Client

Access Token Response in “RPK mode”

Client’s RPK as COSE_Key by reference Resource server’s RPK as COSE_Key by reference
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› “RPK  mode”

• COSE_Key transported by value (‘COSE_Key’)  // already in RFC 9202

• CCS transported by value (‘kccs’)  (*)

• COSE_Key identified by reference (‘ckt’)

› “Certificate mode”

• X.509 certificate transported by value (‘x5chain’ or ‘x5bag’)  (*)

• C509 certificate transported by value (‘c5c’ or ‘c5b’)  (*)

• X.509 certificate identified by reference (‘x5t’ or ‘x5u’)  (*)

• C509 certificate identified by reference (‘c5t’ or ‘c5u’)  (*)

› The authentication credentials of C and RS can independently be in either of the 7 formats above

Overview of available options

(*) CWT confirmation method defined in draft-ietf-ace-edhoc-oscore-profile
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› Placeholder CBOR abbreviations for CWT confirmation methods

– Align with values in other documents, especially in [5]

› Informative reference to [6]

– The new formats can also be used in the “rs_cnf2” parameter of the access token response

– What is defined in [6] can assist when the AS (C) has forgotten the credential of C (RS)

› Security considerations on validating CCS

– Starting point: related security considerations in Section 9.8 of RFC 9528 (EDHOC)

› More examples with hybrid settings in Appendix A

› Comments are welcome!

Next steps

[5] https://datatracker.ietf.org/doc/draft-ietf-ace-edhoc-oscore-profile/

[6] https://datatracker.ietf.org/doc/draft-ietf-ace-workflow-and-params/
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Thank you!

Comments/questions?

https://github.com/ace-wg/ace-authcred-dtls-profile
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Backup
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Example in “RPK mode”
Client  Authorization Server

Access Token Request in “RPK mode”

Authorization Server  Client

Access Token Response in “RPK mode”

Client’s RPK as CCS

Resource server’s RPK as CCS
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Example in “Certificate mode”
Client  Authorization Server

Access Token Request in “Certificate Mode”

Authorization Server  Client

Access Token Response in “Certificate Mode”

Client’s X.509 certificate

Resource server’s X.509 certificate


