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BRSKI-PRM
History of main changes 15 18

– Alignment with latest version of JWS-voucher 
– Specific comments from several expert reviews in preparation of IESG 

evaluation led to 
– AD review: Enhancements to terminology; Section 8 and Section 11 added more 

detailed recommendations for logging; new Section 9 to outline operational 
considerations; Section 12.3  added details regarding misuse of Registrar-Agent  
 

– IANA expert review: included registered service names in headings 
– IOTDIR review:  clarification regarding minimum supported discovery approach  
– SECDIR review: included reasoning for using short lived certificates and optional 

use of TLS; added hint for handling if the accept header is not used and 
additional hints for response body encoding; 

– Various nits addressed from AD/DNSDIR/GenArt/IOTDIR/OPSDIR 
reviews
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BRSKI-PRM 
Status & Next Steps

– Status: IESG Evaluation
– On telechat agenda for April 17

– Further Interop testing with other parties welcome ,
PoC implementations of all components available, please get in 
touch
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Backup: BRSKI-PRM – Abstract Protocol Overview
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Trigger Voucher-request {
{reg-cert, agent-signed-data}

Pledge-Voucher-Request (PVR)
{S/N, reg-cert, agent-signed-data, …}

Pledge-Voucher-Request 
{S/N, reg-cert, …}

• S/N verification
• Verification „reg-cert“ 
in voucher is own cert

Registrar-Voucher-Request {prior-signed-voucher, …}
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Voucher {reg-cert, assertion, …}
Voucher {LDevID(Reg), assertion, …}, signed

Basement no connectivity to backend
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Trigger Enrollment-request

Pledge-Enrollment-Request (PER)
{signature-wrapped CSR}

Voucher {reg-cert, assertion, …}, signed
Voucher-status

Enrollment-response {LDevID cert}
Enrollment-status

Pledge-Enrollment-Request (CSR)
Enrollment-response (LDevID 

cert)

• IDevID
• Manufacturer 
trust anchor

• LDevID (RegAgt)
• LDevID Cert (Reg)
• S/N Pledge

• LDevID (Reg)
• IDevID Cert CA
• S/N Pledge

• Domain CA 
credentials 

• MASA 
credentials 

Step1: Collect 
Bootstrapping 
request 
information 
from pledge

Step2: 
Infrastructure 
Interaction 
based on BRSKI 
approach to 
collect 
voucher and 
LDevID Cert 

Step3: 
Provisioning 
of voucher, CA 
certs, and 
LDevID cert to 
pledge

First floor, connectivity to backend

Device audit log
Voucher status

Enrollment status
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Issue operational 
certificate for 
pledge for target 
domain

Request CA certificates
CA Certificates, signed 

Request CA certificates
CA certificates

CA Certificates, signed
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