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BBS CFRG Drafts

BBS Pseudonyms
draft-irtf-cfrg-bbs-per-verifier-linkability-01 2025-03-03,
“Pseudonyms”, Repo:
https://github.com/cfrg/draft-irtf-cfrg-bbs-pseudonyms

BBS Blind Signatures

Dependency

draft- |rtf-cfr-bbs blind- S|natures 01, 2025-03- 03
“Blind”, Repo: ; )

BBS Signatures

draft-irtf-cfrg-bbs-signatures-08, 2025-03-03, “Core”, Repo:
https://github.com/decentralized-identity/bbs-signature

Note: e All drafts use the three-party model
e Repos contain the latest verified test vectors in JSON format as well as complete draft history.


https://www.ietf.org/archive/id/draft-irtf-cfrg-bbs-signatures-08.html
https://github.com/decentralized-identity/bbs-signature
https://www.ietf.org/archive/id/draft-irtf-cfrg-bbs-per-verifier-linkability-01.html
https://github.com/cfrg/draft-irtf-cfrg-bbs-pseudonyms
https://www.ietf.org/archive/id/draft-irtf-cfrg-bbs-blind-signatures-01.html
https://github.com/cfrg/draft-irtf-cfrg-bbs-blind-signatures

BBS Signatures

Prover Verifier
@ 9,
Issue ‘ Present
ah — @4 — @
Signs an ordered set of Chooses a subset of messages to Verifies the disclosed messages
messages (statements) disclose and provides a BBS proof. against the BBS proof with the
signers public key
Features Status/Update

Extensive set of test vectors

Multiple interoperable implementations

Open source implementations

Updated draft to address cryptographic review comments

A constant size multi-message signature provided by
signer. Allow prover to selectively disclose a subset
of the messages, and create unlinkable proofs for a
verifier.


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-signatures/08/

Blind BBS Signatures

Signer Prover Verifier
‘ Commit '\ ‘
‘ (BlindProofGen/BlindProofVerify)
ah — —— MR
BlindSign Present

Commit — Hiding commitment over Prover chosen
messages

BlindSign — Sign over both Prover messages (hidden from
the Issuer) and Signer chosen messages

Note: most operations are re-used from the main draft


https://www.ietf.org/archive/id/draft-irtf-cfrg-bbs-blind-signatures-01.html

Blind BBS Signatures

Signer Prover Verifier
‘ Commit '\. ‘
(BlindProofGen/BlindProofVerify)
- ) —— -
BlindSign Present
Features Updates:
) _ _ e Refined API (mostly naming)
Provides for selective disclosure and e  Added full set of test vectors for both SHAKE-256 and SHA-256.
unlinkable proofs over committed messages e At least two independent implementations have verified test vectors.
from prover as well as the messages from
signer To Dos:

e  Get wider review of API within the community.

e Editorial review
e  Abstractions for APl and internal operations


https://www.ietf.org/archive/id/draft-irtf-cfrg-bbs-blind-signatures-01.html

Blind BBS Signatures: APl and Reuse

e Commit(com_msgs, api_id) Reuse from BBS Signature Scheme:
e BlindSign(SK, PK,

commitment_with_proof, header, * BBS.CoreVerity
messages) e BBS.CoreProofGen
e VerifyBlindSign(PK, signature, header, ° BBS.create_generators
messages, committed_messages, * BBS.messages_to_scalars
secret_prover_blind) e BBS.get random_scalars
e BlindProofGen(PK, signature, header, * BBS.hash_to_scaIar.
ph, msgs, com_msgs, dis_indexes, * BBS.calculate_domain
dis_com_indexes, secret_prover_blind) API changes:
e BlindProofVerify(PK, proof, header, ph,
L, dis_msgs, dis_com_msgs, e commit => Commit

dis_indexes, dis_com_indexes) e Verify => VerifyBlindSign



BBS Pseudonyms (per verifier linkability)

Pseudonym: Prover controlled linkability. A value bound to a signature, constant in a context,
unlinkable across contexts

Signer Prover Verifier
‘ CommitWithNym A (BlindProofGenWithNym/ ‘
‘ BlindProofVerifyWithNym)
- ) ——)
BlindSignWithNym Present

(Proof + Pseudonym)

CommitWithNym — Hiding commitment over Prover chosen
messages and a pseudonym secret

BlindSignWithNym —— Sign over both Prover messages (including the
pseudonym secret) and Signer chosen messages.

BlindProofGenWithNym — Proof + Pseudonym


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-per-verifier-linkability/01/

BBS Pseudonyms (per verifier linkability)

Pseudonym: Prover controlled linkability. A value bound to a signature, constant in a context,
unlinkable across contexts

Signer Prover Verifier
‘ CommitWithNym A (BlindProofGenWithNym/ ‘
‘ BlindProofVerifyWithNym)
- ) ——)
Present

BlindSignWithNym
(Proof + Pseudonym)

High Level Features

Provides for “controlled/limited” linkability when a prover revisits a verifier or group of verifiers while
maintaining general unlinkability and untraceability.

Provides a general cryptographic pseudonym capability bound to a BBS signature. Such pseudonyms are also
useful across multiple verifiers, e.g., “Personhood credentials”


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-per-verifier-linkability/01/

BBS Pseudonyms (per verifier linkability)

Pseudonym: Prover controlled linkability. A value bound to a signature, constant in a context,
unlinkable across contexts

Signer Prover Verifier
‘ CommitWithNym A (BlindProofGenWithNym/
‘ BlindProofVerifyWithNym) ‘
- ) ——)
BlindSignWithNym Present

(Proof + Pseudonym)

To Dos
Updates/Status
API Updates (mostly naming)
Incorporated a full set of test vectors
At least two independent implementations °
verified test vectors. °
e At least two open-source implementations °

e Add explanatory text: (a) cryptographic pseudonym
concept/history, (b) types of pseudonyms, (c) features of
credential bound pseudonyms, (d) application examples

Change name to BBS pseudonyms
Add security & privacy sections
Get wider API review in the community to finalize


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-per-verifier-linkability/01/

BBS Pseudonyms: Nym secret and Pseudonym Calcs

Signer

g

Commit to prover_nym

Prover

o
<

Add randomness: signer_nym_entropy

Sign (blindly) pseudonym secret
nym_secret = prover_nym + signer_nym_entropy

s N

Privacyl/Security note:

Unlike BBS proofs which have

“everlasting unlinkability”, pseudonyms

only have computational unlinkability.
&

signature,
signer_nym_entropy

v

@
dh

nym_secret =
prover_nym + signer_nym_entropy

Pseudonym =

HashToCurve(ContextIiD) * nym_secret
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BBS Pseudonyms (per Verifier Linkability): APl and Reuse

Refined API

CommitWithNym(com_msgs, prover_nym,
api_id)

BlindSignWithNym(SK, PK, com_with_proof,
signer_nym_entropy, header, msgs)
VerifyFinalizeWithNym(PK, sig, header, msgs,
com_msgs, prover_nym, signer_nym_entropy,
secret_prover_blind)

ProofGenWithNym(PK, sig, header, ph,
nym_secret, context_id, msgs, com_msgs,
dis_indxs, dis_com_indxs, secret_prover_blind)
ProofVerifyWithNym(PK, proof, header, ph,
pseudonym, context_id, L, dis_msgs,
dis_com_msgs, dis_indxs, dis_com_indxs)

Reuse from BBS Signature Scheme and Blind
BBS Signatures:

BBS.create_generators
BBS.messages _to_scalars
Blind.deserialize_and_validate _commit
Blind.FinalizeBlindSign
BBS.get_random_scalars

BBS.hash _to_scalar
BBS.calculate_domain

BBS.Prooflnit

BBS.ProofFinalize

BBS.ProofVerifylnit

11



BBS Pseudonyms: Planned Explanatory Text

e Selective History of cryptographic e BBS Pseudonym features
pseudonyms ©  Bound to BBS signature
o0 [Chaum85] D. Chaum, “Security without ©  Nym_secret uniqueness per signer
identification: transaction systems to make big ©  Flexible use of context_id
brother obsolete,” e Application Scenarios
o  [Lysya2000] A. Lysyanskaya, R. L. Rivest, A. o  Certifiable pseudonyms
Sahai, and S. Wolf, “Pseudonym Systems, o  Scope exclusive pseudonyms
° [ABCTZOM] § BIChS.eI etal, "D2.2 - : o Scope exclusive with monitoring
Architecture for Attribute-based Credential .
o  Personhood credentials

Technologies — Final Version,”

e Pseud T ABCA4Trust . .
seudonym Types ( rust) See Cryptographic Pseudonyms: A short history

o Verifiable pseudonyms
o  Certified pseudonyms
o  Scope-exclusive pseudonyms

, February 2025.
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https://blog.identity.foundation/cryptographic-pseudonyms/

Thank Youl!
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