ML-DSA for JOSE and COSE

draft-ietf-cose-dilithium-05

Brent Zundel for the Authors
IETF 122 Bangkok

19 March 2025




e Draft Status Update
e Proposal to Align with LAMPs
e Next Steps

1l ETF



Status Update

e WGLC finished

e Just entered AD Evaluation

e Waiting for LAMPs to decide how to represent
private keys
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Solution: LAMPS has settled on

ML-KEM-1024-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (3168)),
both SEQUENCE {
seed OCTET STRING (SIZE (64)),
expandedKey OCTET STRING (SIZE (3168))
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Solution COSE hopes for:

{
/ kid /  2: h'b8969ab4...8d3a8059%a",

/ kty /  1: 7, / AKP /

/ alg / 3: -48, / ML-DSA-44 /

/ pub / -1: h'ba71f9...8dbed"',

/ priv (seed) / -2: h'00000...0000'

/ priv (expanded) / -3: h'87adf...123abc'’
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Solution JOSE hopes for:

{
"kid": "T4x176S...00Gu60",
"kty": "AKP",
"alg": "ML-DSA-44",
"pub”: "unH59k4R...djbDQ",
"priv": "AAAAAAA...AAAAAAA",
"priv-exp": "EwpI ZJeri...Y9MH3an4RdDL"
}
}
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Next Steps

- Add support for expanded private keys in next
draft version (-11)

- Make sure the text around handling both when

present is mirroring whatever text exists in
LAMPs .

- Address any follow up comments from AD
Evaluation
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