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Note Well
This is a reminder of IETF policies in effect on various topics such as patents or code of conduct. It is only meant to point you in the 
right direction. Exceptions may apply. The IETF's patent policy and the definition of an IETF "contribution" and "participation" are set 
forth in BCP 79; please read it carefully.

As a reminder:

● By participating in the IETF, you agree to follow IETF processes and policies.
● If you are aware that any IETF contribution is covered by patents or patent applications that are owned or controlled by you or 

your sponsor, you must disclose that fact, or not participate in the discussion.
● As a participant in or attendee to any IETF activity you acknowledge that written, audio, video, and photographic records of 

meetings may be made public.
● Personal information that you provide to IETF will be handled in accordance with the IETF Privacy Statement.
● As a participant or attendee, you agree to work respectfully with other participants; please contact the ombudsteam 

(https://www.ietf.org/contact/ombudsteam/) if you have questions or concerns about this.

Definitive information is in the documents listed below and other IETF BCPs. For advice, please talk to WG chairs or ADs:

● BCP 9 Internet Standards Process)
● BCP 25 Working Group processes)
● BCP 25 Anti-Harassment Procedures) 
● BCP 54 Code of Conduct)
● BCP 78 Copyright)
● BCP 79 Patents, Participation)
● https://www.ietf.org/privacy-policy/Privacy Policy)

https://www7.ietf.org/contact/ombudsteam/
https://www.rfc-editor.org/info/bcp9
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp54
https://www.rfc-editor.org/info/bcp78
https://www.rfc-editor.org/info/bcp79
https://www.ietf.org/privacy-policy/


Note Really Well

● IETF meetings, virtual meetings, and mailing lists are intended for professional collaboration 
and networking, as defined in the IETF Guidelines for Conduct RFC 7154, the IETF 
Anti-Harassment Policy, and the IETF Anti-Harassment Procedures RFC 7776. If you have 
any concerns about observed behavior, please talk to the Ombudsteam, who are available if 
you need confidentiality to raise concerns confident about harassment or other conduct in 
the IETF.

● The IETF strives to create and maintain an environment in which people of many different 
backgrounds and identities are treated with dignity, decency, and respect. Those who 
participate in the IETF are expected to behave according to professional standards and 
demonstrate appropriate workplace behavior.

● IETF participants must not engage in harassment while at IETF meetings, virtual meetings, 
social events, or on mailing lists. Harassment is unwelcome hostile or intimidating 
behavior—in particular, speech or behavior that is aggressive or intimidates.

● If you believe you have been harassed, notice that someone else is being harassed, 
or have any other concerns, you are encouraged to raise your concern in confidence 
with one of the Ombudspersons.



IETF 122 Meeting Tips

In-person participants
● Make sure to sign into the session via Datatracker or the QR Code in this session.
● Use Meetecho (usually the “Meetecho liteˮ) client to:

○ join the mic queue
○ participate in shows of hands

● Keep audio and video off if not using the onsite version.
Remote participants 
● Make sure your audio and video are off unless you are chairing or presenting 

during a session.
● Use of a headset is strongly recommended.
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Resources for IETF 122 Bangkok

● Agenda
https://datatracker.ietf.org/meeting/agenda 

● Meetecho and other information:
https://www.ietf.org/how/meetings/preparation 

● If you need technical assistance, see the Reporting Issues page:
http://www.ietf.org/how/meetings/issues/
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Agenda

● Administrivia, including the purpose of the WG, and brief discussion 
on the charter 15 Minutes - Chairs)

● Motivations document 15 Minutes - Bron)
● Header document 15 Minutes - Bron)
● Modifications document 15 Minutes - Bron)
● AOB (remaining time - whoever)
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The View From The Chair

● You should expect us to be on the strict side of Code Of Conduct 
application
○ Assume good intent
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The View From The Chair

● Compatibility with each other and with the deployed base will be 
considered critical
○ Interoperability is definitely a bonus
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The View From The Chair

● We assume that this can be accomplished with a new thing that isn’t DKIM
○ But if it ultimately seems like we can do this incrementally, we can shift
○ If it’s new, it needs a new name

■ We can deal with that later
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The View From The Chair

● Bring the right players to the room; for example, we will strongly prefer not 
to develop new ways to interact with MLMs unless they’re participating
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The View From The Chair

● We must all agree that changes are allowed to any input documents
○ We’re not rubber stamping anything
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The View From The Chair

● Participation by small and large operators alike will be seen as a good 
thing
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The View From The Chair

● Don’t mess around with core email protocols
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The View From The Chair

● This topic/area seems to draw a lot of peripheral ideas which become 
distractions; please be judicious about introducing or engaging in 
off-charter topics
○ DMARC took ten years, so let’s not do that again
○ The chairs plan to be – let’s say “diligent” – in enforcing this
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Charter: Issues

● There is a desire to maintain validation of a message's signing identifier across common transit and forwarding 
modifications. When a message goes through a re-posting, such as through a mailing list, the validation signature 
typically does not survive and cannot be recovered. Fixing this would permit a more robust evaluation of the 
message.

● DKIM “replayˮ exploits the absence of a protected recipient address, where an authorized user of a site sends a 
message that is signed by that site to a collaborating receiver, which then re-sends the message to other recipients 
not in the original set of recipients, but without any indication that the message has been re-posted. This way, the 
domain name of the DKIM signature is intended to result in a positive reputation analysis that will obtain deliveries 
that otherwise would not succeed.

● “Backscatterˮ can result from unauthorized use of the (envelope) sender of a message, where bulk failure 
notifications go to an address that is not responsible for such unauthorized use.

● Service providers that generate mail on behalf of an entity have no visibility into any resulting errors, as they are 
sent to the entity and not the provider.
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Charter: Goals

● The working group will develop a new technology suite that seeks to address these 
concerns.

○ Provide assurances against unauthorized use of the (envelope) sender, 
reducing the success of direct domain name misuse and improving the value 
of delivery status notifications;

○ Identify message mutations made by any handling agent that affect signature 
validity; and

○ Attach annotations in transit of the intended chain of handling to assure 
accountability for each delivery, aiding in the mitigation of backscatter.
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Charter: Constraints

● Pursuit of incremental enhancements to DKIM and/or novel applications of DKIM 
are preferred, but not required.

○ Kinda sounds contradictory…
● The working group will prefer a result that is incremental to the deployed 

ecosystem. It may, however, determine that a technology which supersedes 
existing technologies such as DKIM, DMARC, and ARC, is a superior solution. In 
either case, the working group will be expected to document support for its 
decisions.

● To allow for widespread adoption, proposed solutions are expected to be robust in 
terms of interoperability and scalability.
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Charter: Deliverables

● An overview document describing the problem area and proposed mechanism 
Informational)

● One or more documents specifying the new mechanism(s) Standards Track)
○ The working group may optionally introduce the mechanism document at 

Experimental status first to gain operational experience before pursuing 
Standards Track status.

● An Applicability Statement guiding use during any deployment period, in 
which interoperability with existing mechanisms needs to be maintained 
Standards Track)
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Motivations Document

Bron; 15 minutes
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Header Document

Bron; 15 minutes
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Modifications Document

Bron; 15 minutes
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Any Other Business/Open Mic

● Do we want to arrange any interim meeting(s)?
● What else?
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