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https://datatracker.ietf.org/doc/draft-thomassen-dnsop-cds-consistency/

Reminder

e CDS/CDNSKEY/CSYNC convey intended target state, but it's often unclear

o NS hijack (lame delegation takeover), out-of-sync multi-signer, replication lag /
key rollover timing violation, bogus provider change, ...

e Risk of fatally breaking resolvability / of privilege escalation
e Draft asserts that parents MUST NOT apply C* updates with unclear intent

e Method: parent to check C* records for consistency
o Query CDS/CDNSKEY/CSYNC (+ related records) from all authoritative servers
o Maydisregard unresponsive servers (after retry), or servers not serving C* RRsets
o Otherwise, require consistency across responses
o If yousee aninconsistency — abort

e Zerooverhead unless C* records have actually changed


https://datatracker.ietf.org/meeting/119/materials/slides-119-dnsop-measurement-of-cdscdnskey-inconsistencies-01

Status

e “Clarifications on CDS/CDNSKEY and CSYNC Consistency”

e Evolution

o Helpful feedback from WG (e.g., on retries, CSYNC processing)
o Draft stabilized

e SWITCH working on implementation for .ch/li
e More changes needed? WGLC?



