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Space & Interplanetary Communication

The terrestrial internet as we know it operates under certain assumptions.

Terrestrial Communication Interplanetary Communication

Continuous availability of links and devices Discontinuous availability
Low latency and fast RTT, e.g., RTT between | Latency

two points is approximately 100 to 300 ms

Low packet loss rate Packet loss, attenuation, jamming potential
Bi-directional data links Data links can be simplex
Ubiquitous client-server model Handshakes are unreliable/costly

Session establishment handshakes can be unreliable
packet loss incurs further delays in key establishment



Bundle Protocol

e Bundle Protocol is (roughly) comparable to IP

e BPSec integrates confidentiality and integrity guarantees
(viewed as roughly similar to IPSec, but application layer)

Application HTTP/TLS Application BPSec
Transport TCP/UDP Transport BP
Network IP/IPSec Network LTP
Physical /Datalink | Ethernet Physical /Datalink | Radio

Internet Protocols Deepspace Protocols



Generic Bundle Message Format

Bundle
Primary Extension | Payload
Block Block Block
Similar to primary header i: Contains the actual data payload

Immutable Mandatory block
Uniquely identifies bundle
Mandatory block

— Optional block (0 to many)

— Contains additional information
L Leveraged to integrate security in BPSec (later!)




BPSec: Bundle Integrity/Confidentiality Block

For a bundle block ﬁ,-, a BIB/BCB can be constructed in two ways:

Key wrapped keys BIB: Key wrapped keys BCB:
1. Tag; < MAC.Auth(kgg, M;) 1. G +Enc(kges, M)

2. Ck + KeyWrap.Enc( kyw , Kei) 2. Cy + KeyWrap.Enc( kyw. Kece)

3. kg + KeyWrap.Dec( kyy , Ck) 3. kges — KeyWrap.Dec( kyw. Ck)
4. {0,1} « MAC.Vfy(kss , Tag;) 4. M; +Dec(kecs, Ci)

MAC Enc
/\ /\
Header BIB #1 | Payload Header BCB Payload
Tag; #1
Block MAC.pars.#2| Block Block Enc.pars.#2 Block
#0 keywrap[Cy] #2 #0 keywrap[Cy] Enc(#2)




Bundle Protocol Security: Assumptions and Goals
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e Goal: Non-interactive application layer secure channel

e Extreme distances and intermittent availability discourage handshakes/key negotiations
e Assumes pre-established keys/symmetric keys and identities sharing keys known

® https://eprint.iacr.org/2025/023.pdf


https://eprint.iacr.org/2025/023.pdf

Bundle Protocol Security: Assumptions and Goals

e Goal: Non-interactive application layer secure channel
e Want authorized intermediate nodes to be able to process messages on behalf of destination
e authorized — share secret keys
e thus, can consider groups of nodes

® https://eprint.iacr.org/2025/023.pdf
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Bundle Protocol Security: Assumptions and Goals
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e Problem: Symmetric keys potentially not updated for long periods of time

e Goal: Need to consider and handle usage limits

e Goal: Multiple groups (with distinct keys) processing messages without re-encryption?
e Solution (7): Key wrapping: Two birds, one stone?



Key Wrapping Limitations

Key wrapping merely prolongs, does not solve the issue:
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Also, what happens when keys are compromised, due to bad usage, bad handling?

How can we refresh these keys?



Proposed Solution: Key Exchange

Key exchange protocols enable two (or more) parties to generate fresh, independent, shared,
session keys

Most famous example of a key exchange protocol is TLS:

Handshake Protocol

Ghotro. . & 1 ° Compromise of
: glekie Nrole long-term keys don't impact previous
ki, ks = KDF(g*info) 8 no o
. scert: Encll, pke). communciation security.

SCertVEy:Enc(kn, Sign(sks, H(transcripts)))

SFin:Enc(kp, MAC(kr, H(transcript's))) m )
° Alice and Bob

CCert*: Enc(ky, pka),

D
=

CCertVEy*:Enc(kp, Sign(ska. H(transcripta)))

can ratchet forward their secrets

+ 4+ 4

CFin:Enc(ky, MAC(ks, H(transcript” 4)))

secret, 1 = HKDF-Expand(secret,,
traffic update, (), H_len).

But, TLS isn’t a good choice for the asynchronous setting.
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Proposed Solution: Key Exc e Handshakes

TLS's handshake requires synchronous communication:

Handshake Protocol . -
Getlo: s, & N e No Post-Compromise Security: Future
¢ iEe s Confidentiality lost once keys
ki, k = KDF(g" info) .
Aice ; Scert: Enclky phs). Bob compromised.
: SCertVfy:Enc(ky, Sign(sks. H(transcripts))) q . . .
E et MG o) I\) e High Risk in Low Latency: 0-RTT
e’ Encly i) mode has known issues (see RFC 8446)

CCertVEy™:Enc(ky, Sign(ska, H(transcripta)))

CFin:Enc(kp, MAC(kf, H(transcript” 4)))

+ 4+ ¥

e Assumes Synchronous Communication:
Alice and Bob both must be interactive to
perform handshake.

But, once we establish keys, we could use Key Update to establish fresh keys, right?
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TLS Key Update

TLS's key update mechanism does not refresh randomness

ys used ° Alice and Bob
>4 C >d ke dentified with @N). The
value of the Key Phase bit is indicated in brackets []. can ratch et fOrWa rd it h e| r secrets
Initiating Peer Responding Peer

secret,;; = HKDF-Expand(secret,,

@M [0] QUIC Packets

RS, traffic update, (), H-len).
» Update to GN ...
QUICPP;(EetE [1] N ° Com promise of
QUIC Packets [1] aN

i (K previous secrets don't impact previous
communication security.

@N [1] QUIC Packets
containing ACK for @GN packets

Gy Uk (i ooc e No Post-Compromise Security: Future

Figure 9: K

Confidentiality lost once keys
compromised.

But TLS has ORTT, right?
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TLS ORTT

One potential solution proposal that has been floated to support asynchronous communication
is ORTT.

Handshake Protocol
CHello: ra, g”, psk id

\ However:

. = KDF(psk, H(c) e TLS does not provide inherent replay
N = protection for 0-RTT data.

o 4
E m ) e very much leaves things to

application/implementor...

e Loses Forward Secrecy: Once the PSK
is leaked, all messages using PSK are
known.

Which led us to the question...
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...Is key exchange the right protocol here?

Support for asynchronicity, recovery from packet loss, achieving PFS and PCS implies an demand
signal for Continuous Key Agreement (CKA)

e Key exchange protocols are not CKAs — KEX are session-based protocols.

e The analysis of TLS focuses on the per-session guarantees. Their composition is also
analysed, but these guarantees are broadly session-oriented and TLS is not analysed for
security in the “spread out” handshake sense of a CKA. Compromise models are different

for CKAs and KEX!

...Why not use an existing standardized CKA and use it to establish keys for BPSec? RFC9420,
Messaging Layer Security.

(**Bonus: this only adds key establishment messages
the rest of BPSec can be used as-is)
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Why MLS?

Goals — Setting Goals — Security
e secure continuous key agreement e E2E Authenticity and Confidentiality
protocol

e Adversarial Model

Asynch key updat b
¢ Asynchronous, key updates can be e MiTM: Network, Delivery Service

unidirectional :
compromised

e Sessions are long-lasting, can evolve e Corruption: Can heal from state
updates over even years compromise

e Low bandwidth & complexity e Adaptive and Active Adversary

e (Optional) Can handle groups of devices e Forward and Post-Compromise
and dynamic group membership Security
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MLS: Epochs

ki ki1 Kit2

" Sit2

sti_1 KDF L st; KDF L Stit1 KDF Stiyo
S1

Si+1

e Keys k found at the root of a Ratchet Tree are called “commit secrets” and are used to
generate keys for encrypting messages.

e Members can “Update” the tree, generate a new commit secret k; 1, which advances the
group to the next epoch i + 1

e Commit secrets k; are combined with secrets generated from the previous epoch to achieve

post-compromise security

(The key schedule has more to it than this... this is an overly simplistic view but gives a sense of
CKAs) 16



Proposal: BPSec-MLS

U R e Addition of key agreement messages to
________________________________________________ BPSec

e Achieve PCS and Asynchronous Updates

Security Context ™ K

e be resilient against delays from session

| I \
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PoC and Benchmarking

PoC & Benchmarking Specs /{ Iic,e ,,,,,,,,,,,,,,,,,,,,, I??IT ,,,,,
e Testbed: 11th Gen Intel(R) Core(TM) (1) Create KeyPackage kP -
iR7'—A‘1|$|370H ©3.30GHz with 16GB onboard (2) Proc(KP)—> {Welcome, Commit, state}

Welcome, Commit

e PoC developed using quic-go (for TLS)

3) Update to stat
and cisco/go-mls (for MLS) libraries (3) Update to state

MLS Group Formed
Secure Channel Established

Security Function TLS MLS (4) Generate New KP’
Handshake/Join Group | 1.7 ms | 2 ms e Ukt Comuuily i)
Update, Commit
PCS Key Update N/A | 1.7 ms
Table 1: Performance Comparison between TLS and MLS (5) Update to state’

Cryptographic Operations ~ TTTTT oo oo oo oo oo oo oo oo oo oo oo oo
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Summary

Core ldea:

e Add MLS key agreement within BPSec.
e Otherwise BPSec remains the same.

e Is the WG interested in this approach?

Security Context

Security Context
% a

Bundle Protocol

Parameters
Parameters

BPSec

Next Steps:

e |f WG interest in this approach, we
propose BPSec extension

(1) Create KeyPackage o

(2) Proc(KP)— {Welcome, Commit, state}

Welcome, Commit

(3) Update to state

MLS Group Formed
Secure Channel Established

(4) Generate New KP’
Proc(KP')— {Update, Commit, state’}

Update, Commit

(5) Update to state’
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MLS Key Schedule

However, MLS isn't quite this simple - we combine the updated i-th commit secret k; with the
previous “secret state” st;_; to generate keying material for various purposes.

ke Label
6w —— koF sender_data_secret sender data
| encryption_secret “encryption”
i,

exporter_secret “exporter”

—l authentication_secret | “authentication”
external_secret external

confirmation_key “confirm”

PSK

ER

fo membership_key “membership"”

. —l resumption_secret “resumption”
N

>

le—|

-

.
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One Step Further? Post Quantum MLS

Traditional

T Update
T Update
T Update
T Update
T Update

‘Sesslon for transmitting
| application messages !

a GIAQATES e PQ can be costly
K— Membership —
PQ Update T Update PQ Update . a g
PQ Update T Opdarte e Hybrid strikes a balance between security
PQ Update T Update o 8
PQ Update T Update & eﬂ:ICIenCy
PQ Update T Update PQ Update ) ) )
e Potential amortized design
,,,,,,,,, e )
! Session for transmitting| | Session for transmitting| No application e Use two sessions — T and PQ
| application messages 1 | application messages C data '
Qs e combine via exported PSKs.

NOT PQ secure

e Flexibility: PQ updates are tunable
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