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Updates since IETF 121 (Dublin)

» Still mainly work in the background

» New I-D with basically no updates
- Will start working on it more again from now on
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Running code

» Proof-of-Concept in hostap (hostapd and wpa_supplicant)
- Registration of credentials via web portal
- Possibility to set specific auth (up/uv) requirements per credential

- Re-Authentication if a silent authentication was performed, but up/uv was
required for this specific credential

- Works in eduroam, tested here at IETF with @eap-fido.eu

» New interoperable code from the hackathon (Thanks Q!) for the server side
- FreeRADIUS with a new Rust module for EAP-FIDO

- Review from Q regarding the I-D: Seems complete, but text could use a
rewrite, there are some complicated text phrases in it
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Still ongoing discussion:
external FIDO Servers and FIDO Challenge

» Current Design: Custom FIDO challenge format
- Binary format (opposed to the JSON-like format in WebAuthn)
- Challenge exported from TLS keying material
- Server can send additional challenge parts

» Problem with this design: External FIDO servers are not possible
- FIDO Servers expect to supply the challenge themselves

- FIDO challenge signed by FIDO token is expected to be in JISON-Structure
defined in WebAuthn (as far as I know)
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Pro/Con for FIDO Challenge format change

» Update to WebAuthn-like structure has several disadvantages
- No cryptographic binding to TLS channel

* Challenge is generated by FIDO server independent of the TLS keying
material

* May not be a big problem, because the server is generating the challenge
and not the client

- Possibility for Cross-Protocol attacks due to the identical structure of
challenge

* If certificate check is done properly this may not be that bad?

» Aligning Challenge with WebAuthn allows to use FIDO servers without
(significant) changes

- Possibly still changes necessary to allow silent authentication
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Next steps

» Talk to W3C and FIDO Alliance
- Maybe they can specify a general clientData format?

» Decision about Crypto Agility
- WebAuthn is fixed on SHA-2 to generate clientDataHash from clientData

- Re-use the hash algorithm negotiated in TLS
* Used for HMAC, can we use it for ,traditional™ hashing?
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Discussion/Questions?

» Contact

> Jan-Frederik Rieckers

Mail: rieckers@dfn.de
Phone: 0049 30 884299-339
Fax: 0049 30 884299-370

Address:
DFN-Verein, Geschaftsstelle

Alexanderplatz1l
10178 Berlin
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