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Hackathon Plan

ICMP error messages provide feedback about IP network

communication problems

ORFC 792 / 1122 specifies:

¢ Every ICMP error message includes the Internet header and at least the first 8 data octets of the
datagram that triggered the error; more than 8 octets MAY be sent; this header and data MUST be
unchanged from the received datagram

ORFC 1812 specifies:

¢ The ICMP datagram SHOULD contain as much of the original datagram as possible without the length
of the ICMP datagram exceeding 576 bytes

ORFC 4443 specifies:

& Every ICMPv6 error message (type < 128) MUST include as much of the IPv6 offending (invoking)
packet (the packet that caused the error) as possible without making the error message packet exceed
the minimum IPv6 MTU
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Hackathon Plan

Current ICMP/ICMPv6 specifications have inherent limitations that allow

off-path attackers to spoof ICMP error messages
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OAttackers can leverage ICMP error
messages for attacks: Atacker
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OWhat should we do to solve it?
¢ Design a Challenge-Confirm Mechanism to solve it
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What got done

e Attack PoC
» For two ICMP-based attacks (ICMP Fragmentation/Redirect)
» We verified the attacks

e Mitigation
» We realized a challenge-confirm mechanism

» Using Netfilter hook

e Open Source
> https://github.com/yyxRoy/challenge-icmp
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Wrap Up

Team members:

On-site

* Yuxiang Yang: yangyx22 @mails.tsinghua.edu.cn

Ao Wang: wangao@seu.edu.cn
e Zigiang Wang: zigiangwang@seu.edu.cn
* Ke Xu: xuke@csnetl.cs.tsinghua.edu.cn

Remote
* Xuewei Feng: fengxw06@126.com

Related documents

» draft-xu-intarea-challenge-icmpv4-
00

» draft-xu-intarea-challenge-icmpv6-
00

Open Source
» https://github.com/yyxRoy/challeng
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