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What is Areion
• Low-latency crypto, Areion

– Areion is a secure and low-latency cryptographic permutation

• cryptographic permutation based AES instructions

• Areion can be applied to encryption and hashing

– For more details, please refer the IETF117 hackathon slides and I-D

• IETF117 Hackathon slide
– https://github.com/IETF-Hackathon/ietf117-project-presentations/blob/main/Ultra-Low-Latency-Crypto-Areion.pdf

• Internet Draft
– https://datatracker.ietf.org/doc/draft-sakemi-areion/

• Use case of Areion

– Use case that requires real-time secure communication

• ex) e-Sports, remote surgery, satellite communication…
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Performance Characteristics of Areion

• Following performance characteristics are confirmed during 
IETF120 hackathon

– it was experimentally found that Areion is faster than 
current cryptography (AES256-GCM and SHA-256)

• A situation where keys are frequently updated.

• The message length is short (around 32 ~ 256 bytes)
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IETF122 Hackathon Plan
• Motivation

o We received inquiries the impact of Areion in IPsec from 
other IETF participants

• Goal
o Applying Areion to IPsec

▪ add Areion to dpdk (Data Plane Development Kit) 
crypto library
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Result

• Successfully Applying Areion to dpdk implementation

o verified the Areion operation  by dpdk test program

• The performance check is future work
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Summary of Activities
• We had prepared the following some codes related to  Areion!

Feel free to try them out! :-)

o Reference implementation of Areion (Encryption)

o Reference implementation of Areion (Hash)

o OpenSSL with Areion

o Areion by ARM NEON 

o QUIC with Areion

o Areion by Rust

o dpdk crypto with Areion

• The above codes will be released below.

o https://github.com/gmo-ierae
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IETF Hackathon – Ultra Low-Latency Crypto Areion

Wrap Up
Champions:

• Yumi Sakemi
yumi.sakemi@gmo-cybersecurity.com

• Satoru Kanno
satoru.kanno@gmo-cybersecurity.com
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For more details
・Open Source
- Reference code

https://github.com/gmo-ierae/low-
latency-crypto-areion

- For OpenSSL

https://github.com/gmo-ierae/areion-
openssl

・Internet Draft
- https://datatracker.ietf.org/doc/draft-

sakemi-areion/
- Areion for IPsec (available soon)

mailto:yumi.sakemi@gmo-cybersecurity.com
mailto:satoru.kanno@gmo-cybersecurity.com
https://github.com/gmo-ierae/low-latency-crypto-areion
https://github.com/gmo-ierae/low-latency-crypto-areion
https://github.com/gmo-ierae/areion-openssl
https://github.com/gmo-ierae/areion-openssl
https://datatracker.ietf.org/doc/draft-sakemi-areion/
https://datatracker.ietf.org/doc/draft-sakemi-areion/
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