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The working group will also document the impact of the Happy Eyeballs 
algorithm on the detection of misconfigured deployments, such as networks 
with configured (but non-functional) IPv6 connectivity. This can include 
recommendations for how to report issues that might otherwise be hidden by 
the algorithm's automatic failover. Any reporting mechanisms need to 
preserve user privacy, accurately detect broken deployments, and produce 
actionable reports.

Source: https://datatracker.ietf.org/doc/charter-ietf-happy/ 

From Happy Charter:

https://datatracker.ietf.org/doc/charter-ietf-happy/


● Support for many protocols in Happy Eyeballs*

● Operations may happen in parallel
○ AAAA vs. A races
○ TCP Connections over IPv6 vs. IPv4
○ QUIC vs. TCP
○ SVCB
○ Alt-Svc

● Happy Eyeballs Preference given to newer protocols (eg, IPv6/QUIC/SVCB)

● W3C Network Error Logging via W3 Reporting API provides error reporting:
○ Browsers (Chromium only today) report the winning path only
○ Reporting only the absolute successes or failures

* Happy Eyeballs v2 (RFC 8305) only specifies A/AAAA and IPv4 vs IPv6, but many clients don’t follow exactly and have added in handling for QUIC 

and SVCB 

HE Overview & Browser Behavior 



Example

“AAAA” DNS lookup

“A” record DNS lookup

IPv6 TCP handshake

Delay IPv4 TCP handshake

Request/Response

(Abandoned)

Normal (IPv6 Successful)

“AAAA” DNS lookup

“A” record DNS lookup

IPv6 TCP handshake

Delay IPv4 TCP handshake

Fallback (IPv6 fails or takes too long)

(Failure)

Request/Response

* This is a very rough approximation, and client behaviors vary



DNS Problems

● AAAA was tried and timedout

IPv6 Problems

● IPv6 was tried but timeout – broken/misconfigured? 
● IPv6 was slower than IPv4 and lost the HE race – longer v6 routes?
● If server operator breaks Path MTU discovery for IPv6?

QUIC Problems

● QUIC connections timing out – may be ISP dropping QUIC traffic?

We Don’t Know If Fallbacks Happen Because…



Summary of Network Error Logging

success
(success_fraction)

Navigation Post-Navigation

dns.*

failure
(failure_fraction)

http (4xx, 5xx)

http (2xx)tcp.* tls.*
ipv6 fallback

quic fallback

svcb recs

tcp reset (eg, NAT rebinding)

h2/h3 stream reset / upgrade

path mtu

partial success
(not optimal!)

may degrade / improve 
performance

= not visible to NEL today



● What problems is this causing?

○ Because HE failovers simply work, network issues may not be detected and fixed.

○ CDNs and server operators lack visibility into aggregate edge-case network issues, 
preventing them from being proactively addressed.

○ ISPs / network providers don’t know when they’ve broken IPv6, QUIC, etc for a 
population, and content partners don’t have an easy way to collect/share aggregate 
stats.

● Examples:

○ ISPs breaking IPv6 due to renumbering events, bad set-top-boxes, etc.

○ Some CDN customers with clients not implementing Happy Eyeballs have switched 
back to IPv4-only due to broken last-mile ISP issues.

HE Masks Network Issues



Network Error Logging currently assumes a simplistic flow of DNS -> Secure 
Connection Establishment -> Request/Response that doesn’t fully cover many 
modern real-world scenarios.

● IETF

○ Propose better model for modern HTTP(S) full-lifecycle request flows for reporting

○ Propose dimensions for W3C to surface in logging/reporting

○ Looking for collaborators / co-authors to write a draft(s)

● W3C

○ Request surfacing this information in the Network Error Logging and Reporting APIs

Ask/Proposal



● "Happy Eyeballs" failure reporting in Reporting API

○ https://github.com/w3c/network-error-logging/issues/175

● Network failures after connection establishment 

○ https://github.com/w3c/network-error-logging/issues/176

● TPAC 2024 Discussion

○ Meeting minutes

● Discussed in IETF HAPPY BOF 

○ Privacy concerns raised as an issue that will need to be addressed

Ongoing Discussions

https://github.com/w3c/network-error-logging/issues/175
https://github.com/w3c/network-error-logging/issues/176
https://docs.google.com/document/d/1wL8Re4atVHVpfKTxhFfh8TNkkK4VCBbVJ-U70q5PWjo/edit?tab=t.0#heading=h.twqa27hfic7l


Possible Solutions (Maybe?)
Network Error Logging + Reporting APIs

● Today they report absolute connection 
failures (failure_fraction)

● Optionally, successes 
(success_fraction)

Options:

● Generic: Extend success reports to 
include info on failed attempts when 
there were multiple paths for DNS, IP, 
QUIC

● Specific: New report for e.g. Happy 
Eyeballs IPv4 fallback

{ // success report

 "age": 0,

 "type": "network-error",

 "url": "https://w3.org/",

 "body": {

   "sampling_fraction": 0.1,

   "referrer":  "https://w3.org/",

   "server_ip": "123.123.123.123",

   "method": "GET",

   "status_code": 200,

   "elapsed_time": 1234,

   "type": "ok",

   "protocol": "h2",

   "protocol_fallbacks": { // OR something more complex?

     "aaaa": true,

     "ipv6": true,

     "quic": true

   }

 }

}


