draft-pwouters-ipsecme-delete-info

Paul Wouters

IETF 122 Bangkok
18 Mar 2025




draft-pwouters-ipsecme-delete-info-02

e Enum list or free text? people wanted both.
o enum plus optional text field
o Example section changed to initial IANA Registry

3. DELETE_REASON Notify Status Message Payload format

il 2 3

012 3456 7890123456789 0123456173890.1
e -

| Next Payload |C| RESERVED Payload Length




draft-pwouters-ipsecme-delete-info-03

e Free text comes with complications - removed
e Downtime field removed

o lgnoring is beneficial (aggressive retry)

o Hard to predict for implementation

3. DELETE_REASON Notify Status Message Payload format

i pi 3
01 234567 89612345¢678961]1234567389601
i e e -

| Next Payload |C| RESERVED Payload Length




Status, comments, questions ?

e Some people want free text field back
o Allow enum reason with text field ?
o Or either reason or text, not both ?
o Can we say “debug only, no i18n needed”?
e Some people want downtime field back
o please speak up why
o (I found it very speculative to implement)
e Suggestion made: Add a relevant SPI field
o eg for INITIAL_CONTACT, which SPI replaced it
o Hard to predict for implementation

1l ETF
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draft-pwouters-ipsecme-child-pfs-info-00

e Convey PFS/KE for Initial Child SA

CHILD_PFS_INFO Notify Status Message Payload

1 2 3
0 2 345 667890123456 789 06012345667 89 6 1
e e +
Next Payload !C! RESERVED ! Payload Length !
——————————————— e e et
Protocol ID ! SPI Size ! Notify Message Type !
——————————————— ¢

Key Eexchange methods list (KE list) ~
——————————————————————————————— e b

Protocol ID (1 octet) - MUST be 0. MUST be ignored if not 0.
SPI Size (1 octet) - MUST be 0. MUST be ignored if not 0.
Notify Status Message Type (2 octets) - set to [TBD1]

list of one or more Key Exchange Methods

The Key Exchange method list (KE list) contains KE values from the
IANA "Transform Type 4 - Key Exchange Method Transform IDs" registry.
Each entry is two octets. If the KE list payload is a not a multiple
of two, the entire payload MUST be ignored.




draft-pwouters-ipsecme-child-pfs-info-01

e Convey PFS/KE/ADDKEs for Initial Child SA as
(sub)set from Initial Exchange

2. CHILD_PFS_INFO Notify Status Message Payload

1 2 3
0123 4567T89 68123 4567T89612345673896 1
e T i e et e e -
! Next Payload !C! RESERVED ! Payload Length
b b
! Protocol ID ! SPI Size
o —— o ——

! Transform Type| REQUIRED?




draft-pwouters-ipsecme-child-pfs-info-01

e Example

Initiator proposes KE(DH31) or DH14(no KE) with suggestions
ADDK1 (DH35,DH36,DH37) and ADDK2 (DHXX)

Responder picks KE(DH31), ADDKE1l(DH36)
Depending on reponder configuration:

1) Prefer doing only classic PFS for Child SA, but willing to PQ
Responder adds CHILD_PFS_INFO(KE,Y,DH31,ADDKE1,N,DH36)

2) Prefer doing only same PFS for Child SA
Responder adds CHILD_PFS_INFO(KE,Y,DH31,ADDKE1,Y,DH36)

3) Does not want any PFS
Responder adds CHILD_PFS_INFO(KE,N,NONE)

Assumption: Required KEs needed for PFS for Initial Child rekey
were part of negotiated IKE+Child negotiation.




draft-pwouters-ipsecme-child-pfs-info-00

e Currently only coves basic case
e Cannot convey info on INTERMEDIATE params
e Cannot convey info on multiple KE

e Leave for only simply case or make complicated?

1l ETF



draft-pan-ipsecme-anti-replay-notification-00

e Missing method to convey “no replay support”
e Should we add value for “ESN separate from anti-reply”

4., ANTI_REPLAY_STATUS Notify Payload Format

The ANTI_REPLAY_STATUS Notify Message type notification is used by
the initiator and responder to indicate their own anti-replay status
to each other when creating the Child SAs.

1l 7) 3
0123456789 012345678901234567328901

Protocol ID (1 octet) - this field MUST contain either (2) to
indicate AH or (3) to indicate ESP.

SPI Size (1 octet) - MUST be 0.

Notify Message Type (2 octets) - MUST be set to the value TBD1.
Status (4 octets) - this field MUST be 0 to indicate the anti-
replay is enabled or 1 to indicate the anti-replay is disabled.




