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Why?

» Reliable connectivity -
integrate geographically
dispersed SD-WAN
segments.

» Integrated Security -
easier to utilize Cloud-
based security services.

» Advanced Threat
Intelligence - Cloud
based SaaS analytics
tools.




Traffic Steering Challenges in Multi-Segment SD-WAN

Cloud Backbone Network
Goal:
» steer the IPsec encrypted flows
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‘ IPsec ESP encrypted flow from “a” to “b”
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HMAC-Based Authentication Method

* Key Establishment:

— Need a secure channel for network edges to share a secret key.
manual configuration or through a secure key exchange
protocol.

e HMAC Auth-Val SubTLV (to be assigned by IANA):
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Figure 1 HMAC Sub-TLV

— Before sending the packet, the edge node computes the HMAC
of the entire header (excluding the HMAC-Auth-Val field) using
the shared secret key.
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Key Management

Key Generation:
— The backbone network controller is responsible for generating a set of symmetric keys.
— These keys are specific to each SD-WAN session and
— securely distributed to edge devices.

Key Storage:

— Edge devices are responsible for securely storing the keys
Key Rotation: edge devices initiate key rotation. The new index is indicated in the Auth-
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K Flag (2 bits): indicates the index of the key used for computing the HMAC Authentication Value present in
the TLV.

Key Revocation: The backbone controller is responsible for revoking keys; when timer is
expired, or key compromise is detected.



Key Distribution

Initial Distribution: Keys are distributed to edge devices at the start of each SD-
WAN session.

Key Updates: new set of keys are distributed when SD-WAN session is restarted

Via Secure Control Plane

— assumes the presence of a secure channel exists.

Via Secure Data Plane Tunnel

— IPsec tunnel provides a secure channel for transmitting

e IPsec Backbone
authentication keys

onel Netwo

existing IPsec keys can be used as input to a key derivation function (KDF)

— The KDF generates unique authentication keys that are cryptographically linked to the
IPsec keys
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Control Plane

* The configuration:

— Specific flows that undergo real authentication

* When higher than usual security risks are detected:
— Increase the frequency of flows to be fully authenticated
— All packet headers are authenticated, rather than just selective flows
— Adding another layer of encryption for the header between CPEs and Cloud GWs
— Use Stronger Encryption Algorithms
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