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Summary

» Simply says “here’s how we use ML-KEM as a ‘key exchange method’ in IKE”
* It takes the patently obvious approach

* Does not define any new mechanisms

 This can be used in
« IKE_INTERMEDIATE (RFC9242)
« IKE_FOLLOWUP_KE (RFC9370)
e IKE_SA_INIT

* Assigned “Transform Type 4 - Key Exchange Method Transform IDs” IANA
codepoints
e 35 for ML-KEM-512
* 36 for ML-KEM-768
* 37 for ML-KEM-1024

* In use
* Is the last step needed for IKEv2 postquantum privacy
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Path Forward?

* [IPSECME WG adoption?
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