
Deprecate “none”
and “RSA1_5”

Neil Madden

IETF 122, Bangkok, March 2025
draft-ietf-jose-deprecate-none-rsa15

https://datatracker.ietf.org/doc/draft-ietf-jose-deprecate-none-rsa15/


Summary
Deprecates two JOSE algorithms with known security
issues:

none  - no security, many CVEs due to poor handling–

RSA1_5  - old RSA encryption format, known attacks,
better replacements (RSA-OAEP, ECDH-ES), forbidden
by NIST/FIPS since 2023

–

Updates designated reviewer instructions to establish
baseline security requirements for new algorithms

–



Current status
Few comments on list

Majority of responses support deprecations

Only updates have been editorial (mentioning
updated reviewer instructions in abstract &
intro–resolved in pending update)

Ready for Last Call?


