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Updates Since IETF 121 T\%EW?'/\,@?

@ Defined CBOR representation of JSON Proof Token (JPT)
Called (unsurprisingly) CBOR Proof Token (CPT)
@ Defined media types for JPT and CPT



BBS Signatures Update T\%EW?'/\,@?

@ draft-irtf-cfrg-bbs-signatures -08 just published
Addressed cryptographic review comments
No breaking changes

@ Meanwhile, two BBS-related drafts adopted by CRFG

Blind BBS Signatures
Enables signatures over messages not known to the Signer

BBS per Verifier Linkability
Enables Verifier to track presentations intended for it


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-signatures/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-blind-signatures/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-per-verifier-linkability/

Open Issue: Parameter Unification SEOD
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@ Currently three kinds of parameters used, with different registries

JWP Header Parameters (registry to be established)
JWT Claims
CWT Claims

@ And each used In distinct places (Headers, Payloads)

@ But one might want to selectively disclose Header Parameters
ISsuer, eftc.
Application context specific
How do we enable that?

@ Sece


https://github.com/ietf-wg-jose/json-web-proof/issues/149

Parameter Unification Possibilities (1) T\éwv/@f;,%

@ Continue using params from distinct registries in distinct locations
Upsides
Aligns with decisions made in JOSE, JWT, COSE, CWT, SD-JWT, SD-CWT
Leverages rich set of claims already registered for JWTs, CWTs

Downsides
Means that different registrations are needed for same logical parameter when

used in different locations
For example, “iss” in header a separate registration from “iss” in payload
Of course, for JISON, same values can typically be used both places
For CBOR, different values used in different places



Parameter Unification Possibilities (2) T\éwv/@f;,%

@ Use params from same new registry in both headers and payload
Upsides
Same parameters can be placed either in header or payload

Downsides

Means that JWP parameters will all be distinct from those used for JOSE, JWT,
COSE, CWT, SD-JWT, SD-CWT

In particular, params from JWT Claims and CWT Claims can’t be used directly
Could be used by marking them in some way
For instance, proposes using JWT Claims parameters with a colon (*:”) prefix
“iiss”, “:sub”, “;aud”, “:name”, etc.

@ Your feedback on unification possibilities wanted! :


https://github.com/ietf-wg-jose/json-web-proof/pull/152

Open Issue: Ditch JSON Serialization T\éwv/@f;,%

@ Like JOSE, JWP currently has two JSON-based serializations
Compact Serialization — URL-safe representation like JWTs
JSON Serialization — Top-level representation JSON

@ Unlike JWS JSON Serialization, JWP JSON Serialization cannot

represent anything not representable by Compact Serialization
For instance, no equivalent of JWS “signatures” array in JWP

@ | believe this Is a strong argument for simply dropping it



Open Issue: New BBS Extensions T\%EW?;%

@ Evaluate possible use of new BBS extensions within JWP

Drafts were adopted by the CFRG
@ Can these be used with JWP with no updates to JWP?
@ Are these useful for JWP use cases?


https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-blind-signatures/
https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-per-verifier-linkability/

Open Issue: ZKP Using ECDSA T\éwv/@f;,%

@ ‘Anonymous Credentials from ECDSA” developed by Google
See and

@ Should we add this as a JWP algorithm?
@ \What additional capabillities would this give us?


https://github.com/ietf-wg-jose/json-web-proof/issues/148
https://eprint.iacr.org/2024/2010

Participation Opportunities T\%EW?;%

@ Seeking implementer feedback
Including on new CBOR representation
@ Adding more cryptographic algorithms to increase diversity
ECDSA-based ZKP
Post-guantum safe algorithms
Your suggestions?
@ Interop testing
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Your Turn S ad
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@ What are your use cases for JSON Web Proofs?
@ What would you like to see us do next?
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