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Agenda

● We describe changes to the draft from -02 to -06
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JOSE-HPKE Algorithm and JWE 
Encryption Modes
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● When "alg" is a JOSE-HPKE algorithm
● If "enc" is "dir", HPKE JWE Integrated Encryption is used
● If "enc" is an AEAD algorithm, the recipient Key Management mode is key 

encryption



Update to Key Encryption
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● The protected header is passed to HPKE AAD
● The protected header encoding remains consistent with existing JWE 

formatting rules

● When all recipients use the same HPKE algorithm to secure the Content 
Encryption Key, the JWE Protected Header SHOULD contain "alg".  
Otherwise, the JWE Protected Header (and JWE Shared Unprotected Header) 
MUST NOT contain "alg".



Update to Key Encryption
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● Recipient JWE Encrypted Key MUST be the ciphertext from HPKE Encryption
● The HPKE plaintext MUST be set to the CEK
● The processing of "enc", "iv", "tag", "aad", and "ciphertext" is already defined in 

RFC 7516



Update to Integrated Encryption
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● The "ciphertext" MUST be the base64url-encoded ciphertext, as defined in 
Section 5.2 of RFC 9180.

● The HPKE aad parameter MUST be set to the "JWE Additional Authenticated 
Data encryption parameter", as defined in Step 14 of Section 5.1 of 
[RFC7516].



Update to Integrated Encryption
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● If protected header contains the parameter "zip" (Section 4.1.3 of       
[RFC7516]), the plaintext is the message compressed with the indicated 
algorithm.  Otherwise, the plaintext is the raw message.

● When decrypting, the checks in Section 5.2 of RFC 7516, Steps 1 through 5 
MUST be performed.  The JWE Encrypted Key in Step 2 is the base64url-
encoded encapsulated key.



Key Management
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● We avoid key reuse across algorithm combinations
● The same key MUST NOT be used for both key wrapping and content 

encryption
● A single recipient or sender key MUST NOT be used with both JOSE-HPKE 

and other algorithms, as this might enable cross-protocol attacks



Authentication using Asymmetric Keys
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● The use of authenticated KEMs is not recommended to be used with key 
encryption
● For example, a malicious recipient could decrypt the CEK, modify the 

decrypted message, and re-encrypt it using the same CEK
● Other recipients, unaware of the tampering, might mistakenly trust the 

altered message as if it came from the authenticated sender



Short Names

● We use short algorithm identifiers (e.g., “HPKE-0”), per the JOSE naming 
conventions
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Mapping HPKE Keys to JWKs for JOSE
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JWE Algorithm JWK kty JWK crv

HPKE-0 EC P-256

HPKE-1 EC P-384

HPKE-2 EC P-521

HPKE-3, HPKE-4 OKP X25519

HPKE-5, HPKE-6 OKP X448



TBD: HPKE Setup Info

● Current Text: The HPKE Setup info parameter MUST be set to an empty 
string
● Matches current COSE HPKE specification

● We plan to create a header parameter to set this value
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Next Steps

●Ready for WGLC after addressing TBD item?
●Comments and suggestions are welcome
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