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Recap

» Scope: considerations on side-topics related to the implementation of EDHOC [1]
— Those topics are out of scope for EDHOC itself

» Topics that are currently covered
— Handling of EDHOC sessions and derived applications keys, if become invalid
— Trust policies for learning peers’ public authentication credentials on-the-fly
— Branched, side-processing of incoming EDHOC messages. This includes:
Fetching and validation of authentication credentials
Processing of EAD items, which may play a role in validating authentication credentials
— Guidelines/advice on using EDHOC over CoAP with Block-wise transfers

» Explored cases in point, in addition to plain EDHOC
— EDHOC and OSCORE profile of ACE --- draft-ietf-ace-edhoc-oscore-profile
— Lightweight authorization using EDHOC (ELA) --- draft-ietf-lake-authz
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Updates since version -02

» Updated references
— Now referring to RFC 9668 (was draft-ietf-core-oscore-edhoc)

» Consistent use of “Trust policy” instead of “Trust model”
— Used for the trust policies LEARNING and NO-LEARNING

> Reorganized Section 3 “Trust policies for learning new authentication credentials”
— No changes in the actual content
— More linear to read and modular to maintain/extend
— 3.0 High-level discussion
3.1 “Trust Policy LEARNING”
3.2 “Trust Policy NO-LEARNING”
3.3 “Enforcement of Trust Policies in Specific Scenarios”
- 3.3.1 “In the EDHOC and OSCORE Profile of ACE”
- 3.3.2 “In the Lightweight Authorization using EDHOC (ELA) Procedure” (still TBD)
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Updates since version -02

Alignment with the EDHOC and OSCORE profile of the ACE framework [2]

» Section 4.4.1in the previous version -02 was found moot and has been removed
— Its text was covering a non-problem on special processing in the ACE profile
— Thanks Goran and Rikard for the discussion!

» Revised text on uploading the access token to the ACE Resource Server (RS)
— In the typical case, the client (C) and RS do not have a secure association yet
— In the profile, C uploads the access token to RS within an EAD item when running EDHOC
There is no unprotected POST to /authz-info at RS for uploading access tokens
— Mostly affecting the text in:
Section 2.3 “Application Keys or Bound Access Rights Become Invalid”
Section 3.3.1 “In the EDHOC and OSCORE Profile of ACE”
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Updates since version -02

New Section 4.4.1 — Consistency checks on the other peer’s authentication credential

> A peer’s credential is specified (by value or reference) in the ID_CRED_X message field
— ID_CRED_| (EDHOC message_3) if the peer is Initiator
— ID_CRED_R (EDHOC message 2) if the peer is Responder

> A peer’s credential might also be specified within an “envelope” conveyed by an EAD item
— Case in point: the EDHOC and OSCORE profile of ACE [2]
The envelope is the access token (by value or by reference)
The access token specifies the credential of the ACE Client (by value or by reference)
EAD item in EAD_3 (if forward message flow) or EAD _2/EAD 4 (if reverse message flow)

» A peer receiving an EDHOC message must check these to be the same:
— The other peer’s credential as specified by the ID_ CRED_X message field
— The other peer’s credential as specified by the envelope in the EAD item
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Next steps

> On learning authentication credentials
— Add content in Section 3.3.2 on using the NO-LEARNING policy in ELA (draft-ietf-lake-authz)
Building on the high-level text already in Section 3.2 “Trust Policy NO-LEARNING”

» On processing of authentication credentials in EAD items
— Consider also EAD items in EDHOC message_1
E.g., use of an ACE access token for EDHOC with PSK-based authentication [3]

» Security considerations

» Appendix with example certificates to plug-in for testing
— Ready-to-go certificates and/or help to generate new ones are welcome

» Process comments and reviews as they come — Please do provide input!
— Most welcome from authors/implementors of -lake-authz, -lake-ra, and -lake-edhoc-psk
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Thank you!

https://github.com/lake-wg/edhoc-impl-cons
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