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Status / Queued PRs

Status: Need to merge outstanding PRs; then ask for WGLC

Outstanding PRs:

® Erratum 8137 (clarifies SHA-1 used with noSig); see PR
® Crypto Requirements; see PR

Proposal for Crypto:

@® 1st pass gets parity with RFC 9481 (128-bit)
® 2nd pass (in another I-D) deals with PQ algorithms



https://github.com/lamps-wg/cmcbis/pull/79
https://github.com/lamps-wg/cmcbis/pull/78
https://www.rfc-editor.org/rfc/rfc9481.html

MTI Algorithm Changes

Going for KISS, specifying MTIl and then say EnvelopedData:
others are allowed (as previously

discussed). KTRI: Drop RSA-OAEP (SHOULD) keep

using RSA (3072)

KARI: Keep using DH

Hash: Drop SHA-1 use SHA-256
PWRI: Keep using PBKDF2; update ref

HMAC: Drop HMAC-SHA use HMAC-SHA256 to -rfc9579bis
Signatures: Drop RSA-SHA1 (MUST) & RSA- Controls with Crypto: Drop SHA-1 use

256 SHA256



Backwards Compatibility Suggestion

For backwards compatibility with the previous version of CMC, servers
MAY offer the algorithms specified therein, but SHOULD use the CMC
requests to identify which certificates should be transitioned to more

secure algorithms, if possible.



Freshness

draft-ietf-lamps-csr-attestation:
Just works because, CMC carries PKCS#10 and CRMF
draft-ietf-lamps-attestation-freshness:
There is no generic/general “hey CA give me some random thing” message
CMC requests must include a PKCS#10, CRMF, or “other” request

Suggest defining an other request message and use
NonceRequestValue/NonceResponse InfoType OID as CMC Control

Suggest doing this in draft-ietf-lamps-attestation-freshness



WGLC Please!
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