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DNS Root Server Ontology

* Only 1% of RIPE Atlas VPs flip constantly in 2016 (Wei and
Heidemann)

 Compile a site ontology of 1,014 different replies
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DNS Root Server Flipping - Occurrence

 Extend measurement from Jan-2017 to Jan-2024
* “mean time between flips is 10 minutes or less”
* For all available VPs: 1.1% -> 3.5%
* For active VPs for 8 years: 0.8% -> 3.2%
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DNS Root Server Flipping - Performance

* Extra time incurred for flipping
probes
* A-root: 90% <12 ms
* B-root: 80% > 120 ms

CDF

 RIPE Atlas Probe #6505 in SG

* Flip between C-root SG site and
C-root LA, US site
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How about CDN?

* The deployment could be different (A tale of two systems)

* TCP session multiplex
e HTTP 1.1 use 6
e HTTP 2 use 1

* Challenge - Locating Site without CHAOS
* Awebsite/80 pixels hosted on the Anycast CDN
* Use Bright Data Resident Proxy to download the webpage/pixels



BrightData Workflow

e Consistent Session

e Performance Info
* VP loc/AS connect

time
e CDN site
e *CDN Server IP
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CDN measure —
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Simulation — Popular Websites
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Contributions

« Anycast flipping, first observed in 2016, is still present in 2024
and has grown more prevalent;

* Anycast flipping also impacts a small but significant number of
CDN’s vantage points, can incur more than 50 ms extra delay;

« Simulation shows the impact of anycast flipping on web
performance can be significant.
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Possible Causes of Anycast Flipping

Inter AS flipping

BGP multipath
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Fig. 2: Flipping at the border between two ASes

Fig. 3: Flipping internal to an AS
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