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MLS Challenges in distributed systems

MLS requires agreement on commit history

Universally Consistent Commit Order
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Shared Cryptographic State
(over time, through PCS updates)



Distributed MLS

Local State
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Evolving cryptographic state
through PCS updates



Distributed MLS

e For a universe of participants

o Each participant operates their own MLS send group

o Locally control the evolution of the group

o Senders use their send group to encrypt application messages
m to recipient set under sender’s control

o Import PCS across groups with export PSK’s



DMLS Sender Groups
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DMLS Update — Exporter-PSK

e [ntroduce PCS with a commit in

your send group
o (with non-empty path) e psk type = external

e |ncorporate across groups with e psk id=M]| X
Exporter-PSK -

Exporter-PSK(Epoch M, Group X):

e psk_secret = X.MLS-Exporter(
label = “exporter-psk”,
context = psk_id,
length = KDF.Nh)



DMLS Update — lllustration

e Senders introduce PCS updates relative to themselves...
e Other members incorporate senders’ PCS updates...
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Summary

e Sender Group mode of operation of MLS groups
o 1 per participant
e Mechanism to introduce PCS in own send group and incorporate across send
groups with exporter PSK

Opens:

e Credential updates



DMLS Commit

e If I've observed no DMLS updates:
o | canintroduce PCS with an empty commit to my send group
e If I've observed some DMLS updates ( empty/full commits) in other send
groups
o | can incorporate those updates by committing PSK'’s from the updated send groups, either:

m  With a PCS update of my own (full commit)
m  Without my own PCS update (partial commit)



