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Group Messaging

Need integrity against attackers in the group I.e. attackers that know Kg
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INsider Attacks and MLS

MLS aims to protect against forgeries by group members (aka insiders)

“‘IKnowledge] of the AEAD keys allows the attacker to send an encrypted
message using that key, but cannot send a message to a group which
appears to be from any valid client since they cannot forge the signature.”
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Encryption Key Derlvation in MLS

?AII group members know the entire data structure

? Encryption key is uniguely identified by (group, epoch, leafindex, generation)
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INnsider Replay Attack

Not authenticating the generation allows a malicious insider to replay messages

sent by honest members by decrypting then re-encrypting previous ctxts
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INnsider Re-ordering Attack

MLS relies on the generation for ordering information:

“Since each application message contains the group identifier, the
epoch, and a generation counter, a client can receive messages out of
order. When messages are received out of order, the client moves the
sender ratchet forward to match the received generation counter. Any
unused nonce and key pairs from the ratchet are potentially stored so

that they can be used to decrypt the messages that were delayed or
reordered.”

Arch:

“The "generation" counter in MLS messages provides per-sender loss
detection and ordering”

18
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INsider Re-ordering Attack

Message generation cannot be trusted to convey order information!
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INT-CTXT Style Attack

Value of this attack is guite uncertain since attacker can compromise ciphertext

INntegrity but not the integrity of the underlying plaintext
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