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Privacy Integrity

Symmetric 
Encryption

Sender Authenticity

(against group insiders)

Digital 
Signatures

(against group outsiders)

Symmetric Signcryption 
Model

Natural to think about security against insiders and outsiders

This is the part where we 
found attacks against MLS

MLS aims to protect against forgeries by group members (aka insiders)


“[Knowledge] of the AEAD keys allows the attacker to send an encrypted 
message using that key, but cannot send a message to a group which 

appears to be from any valid client since they cannot forge the signature.” 
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Encryption key is uniquely identified by (group, epoch, leafIndex, generation)

All group members know the entire data structure
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Did you join protest?

Yes!

Insider Replay Attack

Not authenticating the generation allows a malicious insider to replay messages 
sent by honest members by decrypting then re-encrypting previous ctxts
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4. generation
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between generations!

This is not 
unidirectional!

MLS relies on the  for ordering information:


“Since each application message contains the group identifier, the 
epoch, and a generation counter, a client can receive messages out of 
order. When messages are received out of order, the client moves the 

sender ratchet forward to match the received generation counter. Any 
unused nonce and key pairs from the ratchet are potentially stored so 
that they can be used to decrypt the messages that were delayed or 

reordered.” 

Arch:


“The "generation" counter in MLS messages provides per-sender loss 
detection and ordering” 

𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛
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  Not good𝑚0 ←

  My dog ate an 
entire birthday cake!
𝑚1 ←

  He’s going to be 
eating that dry dog 

food for a while now. 


𝑚2 ←

  And𝑚3 ←

  My son forgot to 
get half the groceries 

on the list!


𝑚4 ←
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𝑒
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 Dec( ) 

 Enc( )

𝑠𝑖 | |𝑚𝑖 ← 𝑘𝑔𝑖
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𝑐𝑖′￼← kgj
, nj, si | |mi, adi

e

Interchange 

generations
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Insider Replay Attack
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c′￼i
c′￼i

Re-ordered ciphertexts

Insider Replay Attack
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How are things?

Not good

My dog ate an entire 
birthday cake!

And

He’s going to be 
eating that dry dog 

food for a while now. 

My son forgot to get 
half the groceries on 

the list!
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How are things?

Not good

My dog ate an entire 
birthday cake!

And

He’s going to be 
eating that dry dog 

food for a while now. 

My son forgot to get 
half the groceries on 

the list!
Message generation cannot be trusted to convey order information!



24

3. Insider INT-CTXT (but not INT-PTXT) Style Attack
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Recall: Chat encryption in MLS

MLS-Sign-then-Encrypt
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(𝑠,  𝑚)

𝑐

ki n ade

Sign

sku

𝑠
ms = < m, group, epoch, leafIndex, ad >

message body

authenticated data
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(𝑠,  𝑚)

𝑐
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𝑠
ms = < m, group, epoch, leafIndex, ad >

message body

authenticated data

Intuition:  should authenticate the encryption nonce so that group insiders cannot re-encrypt  
using a different nonce and replay message to group

𝑠 𝑛  (𝑠,  𝑚)
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…
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Encryption nonce  
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𝑟 ←$ {0,1}32
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Secret tree

ku0 ku1 ku2 ku3

u0u0

kes

AR0

AR1

…

k0
pn0

k1
pn1

encryption keys

key schedule nonces

Encryption nonce  
where 

𝑛 = 𝑝𝑛 ⊕ 𝑟
𝑟 ←$ {0,1}32

Signature should either 
authenticate  or 𝑛 (𝑝𝑛,  𝑟)



INT-CTXT Style Attack

27



INT-CTXT Style Attack

27



INT-CTXT Style Attack

27

m  Hi!←



INT-CTXT Style Attack

27

MLS-Sign-then-Encrypt
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 Enc( )

𝑠 ← 𝑠𝑘𝑢,  𝑚𝑠
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: key_id
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𝑔 

m  Hi!←

𝑐 𝑐
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MLS-Sign-then-Encrypt


 Sign( )


 Enc( )

𝑠 ← 𝑠𝑘𝑢,  𝑚𝑠

𝑐 ← 𝑘𝑔,  𝑛,  𝑠 | |𝑚,  𝑎𝑑𝑒

  : user_id 
: key_id

𝑢 
𝑔 

m  Hi!←

𝑐 𝑐

Block messages!

𝑛 = 𝑝𝑛 ⊕ 𝑟
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: key_id𝑔 
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: key_id𝑔

Decrypt-then-Re-Encrypt

 Dec( ) 

 Enc( )

𝑠  𝑚  𝑘𝑔 𝑛 𝑐 𝑎𝑑𝑒

𝑐￼ 𝑘𝑔 𝑛￼ 𝑠  𝑚 𝑎𝑑𝑒

 𝑛  𝑝𝑛  𝑟

𝑛￼ 𝑝𝑛  𝑟￼

𝑐￼
𝑐￼

Undetected by group members!
Value of this attack is quite uncertain since attacker can compromise ciphertext 

integrity but not the integrity of the underlying plaintext
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