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RFC 9700 just got published … why updating it?

● Two new attacks discovered since finalization
○ Audience Injection Attacks
○ Authorization Server Mix Up Variant

● January 27: WG Interim Meeting on Audience Injection Attacks
○ Security BCP should be published now
○ Instead: Start work on an update now
○ Unrealistic to have a “finished” Security BCP
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Audience Injection Attacks (1)
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Audience Injection Attacks (2)
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client authentication assertion
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● client identifier of c at as ✅
● correct audience of as ✅
● signed with key registered 

by c at as ✅

sig([iss: cid, sub: cid,
     aud: honest.com/token, …], privKeyc)
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Audience Injection Attacks (3)

Blog post with link to technical description: 
https://openid.net/notice-of-a-security-vulnerability/
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Mix Up Reloaded

● Variant of the Mix Up already described in the BCP
● Integration Platform Context (e.g.: Google Home, Microsoft Power Automate)
● Presented during last OAuth Security Workshop by Kaixuan Luo:

https://talks.secworkshop.events/osw2025/talk/WG9TEW/
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Outlook

● Any further security issues that came up recently?
○ Feel free to contact us!

pedram.hosseyni@sec.uni-stuttgart.de | tim.wuertele@sec.uni-stuttgart.de
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● Any questions or comments?

mailto:pedram.hosseyni@sec.uni-stuttgart.de
mailto:tim.wuertele@sec.uni-stuttgart.de

