
OpenPGP @ IETF 122 March 2025

HKP(S)
draft-gallagher-openpgp-hkp 

Daphne Shaw, Andrew Gallagher



Design
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• Versioned API


• Type-safe getters (“vfpget”, “kidget”, “authget”,…)


• “op” and “search” fields in path (allows for static sites)


• Key discovery (similar to WKD, alternative policy file)


• Handling of detached revocations (“mixed” keyring)


• Backwards compatibility (“Legacy” mode)



Recent Changes
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• Confidence


• Represents verification state of User IDs


• “authget” operation


• Only returns authoritative (high confidence) results


• Required for discovery, KOO


• “since” operation


• Fingerprint prefix log to reduce information leakage on refresh



Future work
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• Authentication


• Email delivery test


• Post-submission confirmation, pre-submission token request


• Out of band (discussion document in repo)


• Recursive lookups?



Next Steps
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• Finalise authentication methods


• Adoption



Further information
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• Draft: https://datatracker.ietf.org/doc/html/draft-gallagher-openpgp-hkp


• Repo: https://andrewgdotcom.gitlab.io/draft-gallagher-openpgp-hkp


• draft-gallagher-openpgp-hkp.md (Internet Draft)


• oob-verification.md (discussion document)


• Out of band email delivery verification

https://datatracker.ietf.org/doc/html/draft-gallagher-openpgp-hkp
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