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Summary:
[bookmark: _Hlk191379635]This contribution models nodes in chains of quantum repeaters at two abstraction levels.
· Nature of their quantum interfaces: transmitting and/or receiving
· Functionality of the node: abstract elementary functions
The contribution introduces terminology that will enable quantum hardware/software vendors, system integrators, and quantum-network operators to univocally classify equipment for design, planning and configuration.


Motivation:
The purpose of this contribution is to evoke feedback from the QIRG community.
· Is the proposed modelling useful?
· Is the timing right for this type of modelling?
· Is QIRG the right place for this work?
· How can this best be documented?


Details:
see next pages.






Modeling of Quantum Repeater Chains
[bookmark: _Toc174374313][bookmark: _Toc191379586]Summary
This document models nodes in chains of quantum repeaters at two abstraction levels.
•	Nature of their quantum interfaces: transmitting and/or receiving
•	Functionality of the node: abstract elementary functions
The document introduces terminology that will enable quantum hardware/software vendors, system integrators, and quantum-network operators to univocally classify equipment for design, planning and configuration.
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[bookmark: _Toc174374314][bookmark: _Toc191379587]Abbreviations
	Abbreviation
	Meaning

	B2B
	Business to Business

	BSM
	Bell-State Measurement

	CC
	Classic Communication

	DWDM
	Dense Wavelength Division Multiplexing

	EN
	End Node

	EPP
	Entangled Photon-Pair

	EPPS
	Entangled Photon-Pair Source

	LO
	Local Operation

	LOCC
	Local Operations Classic Communication

	NNI
	Network-Network Interface

	R-port
	Optical port that transmits photonic qubits

	QKD
	Quantum Key Distribution

	QM
	Quantum Memory

	QR
	Quantum Repeater

	QNO
	Quantum-Network Operator

	T-port
	Optical port that transmits photonic qubits

	UNI
	User-Network Interface




[bookmark: _Toc174374315][bookmark: _Toc191379588]1. Introduction
Quantum repeaters (QR) are an essential network element of a future quantum internet that can distribute entanglement over large distances. Achievable distances without repeaters are predominantly limited due to photon losses, which increase exponentially with distance for optical fiber and quadratically with distance for optical free-space and satellite. Components for quantum repeaters include entangled photon-pair sources (EPPS), Bell-state measurement (BSM) for entanglement swapping[footnoteRef:2], quantum memory (QM), classic communication (CC) and other. QM is essential, as entanglement swapping should ideally only have happened for photons that have successful traversed a transmission link. CC is essential to convey the results of entanglement swaps, among others. [2:  A.k.a. quantum teleportation] 


Figure 1 shows a hypothetical supply chain related to quantum repeaters. This supply chain assumes that quantum-network services[footnoteRef:3] are provided by quantum-network operator[footnoteRef:4] (QNO) to their customers, similar to B2B internet services. A QNO purchases its equipment from a system integrator, or performs this system-integrator role itself. The system integrator purchases components and subsystems from vendors lower in the supply chain. Such components include optical hardware, electronics and software. The present document focusses on CC software stacks and electronics for QR chains. We conjecture that dedicated electronics and software are needed for CC for QR chains, because of stringent requirements on timing and synchronization. Hence common internet solutions (IP packets, Ethernet interfaces) will likely not suffice and specialized solutions with specialized expertise are needed for these components. [3:  We use “quantum-network services” as shorthand for “services that require a chain of quantum repeaters”. Alternative terms may be “quantum services”, “quantum communication services” or “quantum internet services”. Note that quantum services may include services beyond entanglement distribution, for example QKD services, and support for distributed quantum computing or sensing services.]  [4:  The telecommunication (telco) industry often distinguishes “network operator” from “service provider”. The former operates the network, making it available to the latter to offer services to their customers. This distinction is beyond the scope of the present paper.] 

[image: ]
Figure 1: Hypothetical supply chain for quantum repeaters (QR).

The present document explores and analyses the required functionality of those software and hardware components, in order to support quantum-network services. The purpose of this exploration is identifying potential topics for standardisation and/or technology development.

Note the similarity with DWDM transport systems. DWDM networks are highly-proprietary because amplifiers and ROADMs from vendor A do not work with amplifiers and ROADMs from vendor B. We expect this will be similar for QR chains. Only at the level of a quantum computer or quantum processor it might be possible to interwork QR chains supplied by different vendors. It is this interworking interface that must be standardized on qubit level and on control plain. This would be the equivalent of an Ethernet Interface. A QM would make this easy because it would break the time critical relation between a QR chain from vendor A and QR chain of vendor B.

[bookmark: _Toc174374316][bookmark: _Toc191379589]2. Modelling quantum-repeater chains
This section models QR chains at different levels of abstraction. Abstraction is essential to achieve a common understanding of the bigger picture without getting lost in details. We note the previous work “A Quantum Internet Architecture”[footnoteRef:5], which identifies ten different types of quantum nodes. This could provide further detailing of the abstractions in this section, e.g. different types of Bell-State Measurement, or the absence/presence of error management. [5:  Rodney Van Meter, et al, „A Quantum Internet Architecture“, https://arxiv.org/pdf/2112.07092, ] 


[bookmark: _Toc174374317][bookmark: _Toc191379590]2.1 Functional roles and network elements
Figure 2a provides the highest level of abstraction. It recognizes two functional roles[footnoteRef:6]. [6:  Sometimes also called “business roles”, December 2021.] 

· Quantum network operator (QNO)
· Customer (with one or more users)
The QNO offers a quantum-network service, which includes distribution of entanglement from one customer domain to another customer domain. Note that this model assumes a single QNO domain. Interconnection between different QNO domains is left out of scope of the present document.

Figure 2b provides a bit more technical detail. The customer role is implemented as user-equipment (UE), and the QNO role as a QR chain. Note that this model assumes a linear QR chain. Routing[footnoteRef:7] of quantum information is left out of scope of the present document. [7:  Routing is used here as a generic term for switching, cross-connecting and other ways to meaningfully connect more than two UE to a quantum network.] 


[image: ]
Figure 2: Abstract models of QR chains.

Figure 2c provides an architecture with network elements. A QR chain consists of a set[footnoteRef:8] of network elements, namely QR at QNO premises, and end nodes (EN) at customer premises. An EN is akin to an internet modem, which is installed at a customer premise, but managed by an internet service provider as part of their internet service. Two types of interfaces are distinguished. [8:  A set: zero, one or multiple.] 

· UNI: short-distance[footnoteRef:9] (in-premise) user-network interface. [9:  Short-distance: in-building cabling up to a few tens of meters] 

· NNI: and long-distance[footnoteRef:10] network-network interface. [10:  Long-distance: kilometers or more] 


In telco terms, the UE is the Customer’s Edge Router and the EN is the Provider’s Edge Router. In this equivalence, the UNI interface may be over an optical fiber[footnoteRef:11]. The UNI is arguably the more important interface. It is the interface through which a QNO offers its quantum-network services. There may be a wide variety of UNI, depending on what service is provided. If the service is a QKD service, then the UNI may be purely classical, e.g. for conveying secret keys. The UNI may also be optical/quantum if the service involves delivering EPP. However, the purpose of the present document is the analysis of QR chains, and not interoperability of quantum-network services. Hence, the document focusses on NNI, and leaves the UNI out of scope. [11:  Problem with quantum-network services is that the equivalent may not hold and that the demarcation between domains is actually inside a device where the QNO delivers entangled electron spin for the UE to consume using a qubit interface of his liking and a very simple control protocol.] 


[bookmark: _Toc174374318][bookmark: _Toc191379591]

2.2 Categorization of network elements
Figure 3 provides an illustration of different categories of EN and QR based on the types of network ports that they support.
· T port: NNI port for transmission of photonic qubits.
· R port: NNI port for receiving of photonic qubits.

Hence, the following categories of network elements (QR or EN) may be distinguished
· EN-R: EN with an R port and a UNI
· EN-T: EN with a T port and a UNI
· QR-RR: QR with two R ports
· QR-TT: QR with two T ports
· QR-RT: QR with one R port and one T port

[image: ]
Figure 3: Different types of EN and QR, and their communication. T=transmit, R=receive.

Figure 3 illustrates exchanges of photonic qubits from T ports to R ports, as well as exchanges of classical information in both directions. The sequence diagram suggests that QR are used as repeaters to distribute CC as well. There are other options for this as well, for example a CC overlay network. An important requirement for the CC is speed, as stored quantum states may have a fairly limited life span due to limitations of quantum-memory technologies. This is why CC may require dedicated hardware and software.

Note that Figure 3 provides just an example configuration of QR. Different configurations may be used for different applications. Some applications may benefit from symmetry, with e.g. a QR-RR in the middle. Other applications may benefit from asymmetry, chaining only QR-RT.

Figure 3 includes exchange of multiple photonic qubits over an NNI over time. Other forms of multiplexing are wavelength multiplexing of photonic qubits, space multiplexing (multiple fibers or modes) and polarization multiplexing (polarization modes). These are left out of scope of the present document.

[bookmark: _Toc174374319][bookmark: _Toc191379592]2.3 Technologies and functionalities of quantum repeaters
Figure 4 provides further detailing of elementary functions that may be present in a network element, QR or EN.
· EPPS: entangled photon-pair source
· BSM: bell-state measurement
· QM: quantum memory
· TT: time tagger
· LO: local operation
· CC: classical communication

[image: ]
Figure 4: Functionality that may be present in a network element, QR or EN.

EPPS exist in many variations. They may be based on SPDC (Spontaneous Parametric Down Conversion), on SFWM (Spontaneous Four Wave Mixing), on quantum dots or other. A photonic qubit may be encoded as polarization, time-bin, wavelength/frequency or other. They may require or provide heralding. They maybe pulsed (e.g. driven by a mode-locked laser) or continuous wave.

BSM exist in many variations. The operation of a BSM depends on how a photonic qubit is encoded, as described above. A BSM may be able to distinguish all four possible Bell states, |Φ⁺⟩, |Φ⁻⟩, |Ψ⁺⟩, and |Ψ⁻⟩[footnoteRef:12], or only two or one of these. Additionally BSM may be able to distinguish cause of failure, e.g. “no photon detected”, “only one photon detected”, “more than two photons detected”, “two photons detected, but unable to distinguish |Ψ⁺⟩ and |Ψ⁻⟩”, “two photons detected that violate HOM indistinguishability”[footnoteRef:13]. Also the single-photon detectors used in a BSM exist in multiple variations, like short dead-time detectors and multiplexed detectors. [12:  Wikipedia, “Bell state”, https://en.wikipedia.org/wiki/Bell_state.]  [13:  When two indistinguishable photons enter a 50/50 beam splitter, they should “bunch” and exit the beam splitter together at one side or the other. See also Wikipedia, “Hong–Ou–Mandel effect”, https://en.wikipedia.org/wiki/Hong%E2%80%93Ou%E2%80%93Mandel_effect] 


QM exist in many variations. Fixed-time short-duration photon storage can be achieved with short pieces of optical fiber, possibly in combination with optical switches to select delay times. Longer-time more-flexible quantum memories use photon absorption and emission of photons in a material, using e.g. the DLCZ[footnoteRef:14] protocol, the AFC[footnoteRef:15] protocol, the Raman protocol or an NV[footnoteRef:16] center. [14:  DLCZ: Duan–Lukin–Cirac–Zoller]  [15:  AFC: Atomic Frequency Comb]  [16:  NV: Nitrogen-Vacancy center in diamond] 


LO is an optional functionality. The most used forms are an electronically-controlled X operation (a.k.a. NOT) and an electronically-controlled “Z” operation (a.k.a. phase flip). LO enables the conversion of one Bell state into another, which may be useful for some quantum applications. Hence it may be offered as part of a quantum-network service. LO are only for EN and not for QR, as an LO is only applied after a full concatenation of successful BSM has been performed. Instead of LO, EN could signal over their UNI.

TT provides precision time-stamping for accurate synchronization. TT enable controlling the QR-chain in timeslots when continuous-wave EPPS are used. When pulsed EPPS are used, then those need to be synchronized, and TT may not be needed. In both cases, the timeslot size and EPPS power should be tuned such that the likelihood of multiple EPP per timeslot is sufficiently small.

CC may support synchronization between QR; heralding of transmitted, received and stored photons; conveying results from BSM; signaling failed BSM and not-received photons; signaling information to control LO; locally decisions to clear a QM cell; local selection photons for BSM; fault situations; and other. Use of quantum synchronization and quantum clocks may be an option.

[bookmark: _Toc174374320][bookmark: _Toc191379593]2.4 Examples of QR configurations
Figure 5 shows some examples of QR configurations.
· Simple QR-TT (Fig. 5a).
This configuration features a stand-alone continuous-wave EPPS. The CC is purely used as repeater for CC from other network elements.
· Simple QR-RR (Fig. 5b).
This configuration features a stand-alone BSM. The CC to conveys the BSM results.
· Heralded QR-TT (Fig. 5c).
This configuration features two heralded EPPS, two QM  and a BSM. The heralding assures that QM is only used for successfully-generated EPP.
· Complex QR-RR (Fig. 5d).
This configuration, a.k.a. “quantum hub”, features multiple EPPS, BSM and QM. It uses these to herald incoming photons to assure that stored quantum states are BSM-ed only for successfully-received incoming photonic qubits.
· Composed QR-RT (Fig. 5e).
This configuration combines features from the previous configurations.
· Complex AN-T (Fig. 5f).
This configuration can perform a LO after a photonic qubit is released from a QM towards its UNI.

[image: ]
Figure 5: Examples of QR and AN configurations

The article ‘’Asymmetric node placement …”[footnoteRef:17] makes the following distinction: [17:  Avis et al, “Asymmetric node placement in fiber-based quantum networks”, Physical Review A 109.052627, 29 May 2024, https://arxiv.org/pdf/2305.09635.] 

· Processing-node QR: node with QM
· Non-processing QR: node without QM, e.g. bare BSM or bare EPPS
A processing-node QR is “capable of generating and storing entanglement with neighbouring nodes and of executing quantum gates”. The article states that non-processing QR, like a standalone BSM, are needed for physics reasons. They would symmetrize the link between two adjacent processing-node QR, which increases the fidelity of that link. However, non-processing QR don’t contribute to the photon-survival probability on that link, as it does not matter whether photons are lost on one side from the non-processing QR, or the other.

The large variation of QR technologies and functionalities (section 2.3) and configurations (present section 2.4) make any standardisation of these difficult and likely meaningless at this point in time. Standardisation of CC protocols and operation may be meaningful, as these operate at a higher abstraction level (section 2.2). As already highlighted in section 1, development of CC software and electronic may be a specialization that may be separate from system integration of QR. These may benefit of some degrees of standardisation of CC. Hence, the remainder of the present document focusses on the CC for QR chains.

[bookmark: _Toc174374321][bookmark: _Toc191379594]

2.5 CC functions and properties
Figure 6 summarizes some of the CC functions, and their properties.
· Sync protocol.
This protocol assures alignment of timeslots for photonic qubits between QR, as well as univocal identification of those timeslots. The protocol would accommodate for distance variations between QR, which may be small and slow for optical fiber[footnoteRef:18] or terrestrial free-space, whereas they may be large and fast for satellite[footnoteRef:19]. The protocol is not latency critical, in the sense that multiple round-trips may be used to achieve a synchronized state, and the sync protocol may take some time to converge. The protocol may also apply feedback loops to assure its continuous performance. [18:  External events, like lightning strike, fiber manipulation and fiber reconfiguration would benefit from fast detection and recovery by the sync protocol.]  [19:  E.g. ground station to near-orbit satellite.] 

· QR protocol.
This protocol conveys BSM results and detected photon losses. It is latency critical, because any delivery delay would require longer QM storage, resulting in higher cost (more QM cells in parallel) and lower performance (decoherence of stored quantum state). It does not require time accuracy, all signaling is done in reference to the timeslots that are univocally identified by the sync protocol.
· FCAPS protocols.
These protocols manage faults, configuration, administration, performance and security of the QR chain. An example of configuration management is a quantum-network service that requires LO. In this case, the protocol controls which network element (one or more of QR or EN) will perform the requested LO operation. The state of the LO itself (“I”, “X”, “Z” or other) is decided at the network element locally, based on signaling from the QR protocol. Management protocols are neither latency critical nor do they need to be time accurate. Hence, they can be routed over a classical IP network, unlike the sync or QR protocols. FCAPS protocols are left out of scope of the present document, as initial deployments will likely manage most or all of these functions manually and/or in a proprietary way.
· Local decisions.
Network elements (QR, EN) take decisions locally, based on QR signaling as well and their own algorithms. This includes the selections of a QM cell for storage of photon (locally-generated or incoming); the selection of photons (from QM or incoming) for a BSM; the selection of a QM cell for clearance (lost photon, failed BSM); and changing LO state (e.g. from “I” to “Z”). Local decisions need to be time accurate, as BSM and QM require high time accuracy. They are also latency critical, because of the same reasons as for the QR protocol.

	CC function
	Properties
	Description

	Sync protocol
	Time accurate
Not latency-critical
	Synchronizing a chain of quantum repeaters.
Assuring alignment of timeslots for photonic qubits.
Univocal identification of those timeslots.

	QR protocol
	Latency critical
Not time accurate
	Signaling BSM result
Signaling photon loss

	FCAPS[footnoteRef:20] protocols [20:  Wikipedia, “FCAPS”, https://en.wikipedia.org/wiki/FCAPS] 

	Not latency critical
Not time accurate
	Managing fault, configuration, administration, performance, security of the QR chain[footnoteRef:21] [21:  Note that proper FCAPS operation may require testing via the sync and/or QR protocol, for error/failure cases that require time accuracy and/or time-criticality. These are not being considered in the present document.] 


	Local decisions
	Latency critical
Time accurate
	Selection of QM cell for next storage
Selection of QM cell for clearance
Selection of photons (QM or incoming) for BSM
Changing the LO state


Figure 6: CC functions and properties
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